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In the current policy landscape, virtually every 
stakeholder—from federal agencies to industry 
groups—calls for classifying a widening swath 
of economic activity as “national security.” The 
impulse to broaden what counts as critical has 
gained momentum not only with each new global 
disruption, but also with each new report high-
lighting U.S. exposure to China in key sectors, 
making “national security” a catchall for fears that 
range from supply interruptions to cyber threats. 
While this instinct reflects real vulnerabilities, it 
leaves policymakers struggling to prioritize and 
risks making the label so expansive that it ceases 
to have sharp policy meaning.

This paper cuts through that noise. We agree 
with the notion of expanding the concept of 
national security to include production supply 
chains, the interruption of which by a hostile 
foreign actor could directly imperil large numbers 
of American lives or the functioning of society. 
Our approach, however, is not simply whether 
to broaden the concept of national security, but 
how to realistically scope it—especially when it 
comes to supply chains. (We leave debates about 
expanding the framework to cover topics like 
cyber or information influence for other venues.) 
Our premise is simple: Yes, we need to think 
about more than the defense industrial base 
when deciding which sectors of the economy 
are within a broader “national security industrial 
base,” and accordingly are protected or strength-
ened. Yet without disciplined prioritization, 
government efforts risk becoming fragmented, 
inefficient, and ultimately unable to protect what 
matters most.

Multiple legislative efforts—from the Promoting 
Resilient Supply Chains Act in Congress to new 
mapping initiatives from the Department of 
Defense (DOD) and Commerce Department—
attest to Washington’s determination to reduce 
exposure to adversaries and harden fragile 
supply lines. But with so many agencies, indus-
tries, and sectors seeking “critical” designation, 
the path from mapping everything to protecting 
anything remains unclear.

This paper proposes a disciplined framework 
to help policymakers navigate these choices. 
We focus on supply chains—where physical 
disruption, not just digital attack, can quickly 
undermine military readiness, economic stability, 
or the population’s health and safety. We further 
direct our focus to supply chains at potential 
risk due to actions by hostile foreign actors 
(as opposed to natural disasters, for example, 
though improving resilience against natural 
disasters is also important, of course). Our main 
focus is on the potential physical interruption 
of supply chains, rather than vulnerabilities to 
either natural disaster or cyberattack, though 
we do note several cases where cybersecurity 
considerations would argue for rethinking certain 
supply chains. We offer clear criteria and sectoral 
context to distinguish risks that truly rise to the 
level of national security from those with a less 
direct, mainly economic or commercial effect.

We argue that supply chains are a national secu-
rity matter when these three conditions coincide:

1.	 Supply chain disruption caused by an adver-
sary would rapidly threaten lives, national 
defense, or essential economic sectors.

2.	 Substitutes are unavailable or cannot be 
mobilized quickly.

3.	 Building surge capacity through allies or 
domestic investment is not realistic in rele-
vant timeframes.

Importantly, we do not argue for self-sufficiency 
in all things, nor do we ignore other potential 
vulnerabilities such as those in cyber; rather, we 
focus on those physical and productive supply 
chain bottlenecks that—if left unaddressed—
could be exploited in a conflict or crisis.

This paper is organized as follows. The next 
section discusses the traditional approach to 
supply chains and national security, namely, 
the supply chains supporting the DOD military 
industrial base. The country is making progress 
in strengthening these sectors, including through 
DOD initiatives as well as the CHIPS and Science 
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Act of 2022, but a good deal more remains 
to be done. We then discuss a framework for 
rightsizing an expansion of the national security 
framework to encompass civilian supply chains. 
Next, we apply the framework to the remaining 
15 sectors already designated by the U.S. 
government as critical infrastructure and identify 
where vulnerabilities with national security impli-
cations may currently exist. We follow the sector 
analysis by identifying cross-cutting supply chain 
vulnerabilities that may affect multiple sectors. 
We conclude with a set of recommendations for 
next steps in advancing the proposed framework.

The military 
industrial base

The Department of Defense relies on a vast and 
diverse military or defense industrial base—the 
network of public and private organizations, 
facilities, and suppliers that research, develop, 
produce, and deliver the full range of products 
and services needed for U.S. military acquisition, 
readiness, and operations. The defense industrial 
base encompasses everything from sophisti-
cated weapons platforms to basic essentials, 
sustaining the armed forces with tanks, aircraft, 
ammunition, uniforms, food, and advanced 
medical equipment and pharmaceuticals.

Despite the broad supply chain exposure, DOD 
was not always a great trailblazer on the subject 
of securing supply chains. In some ways, it was 
the exact opposite. At the famous “last supper” 
dinner in the early 1990s, after the Cold War had 
ended, DOD officials told the gathered crowd of 
industry executives that they should take it upon 
themselves to consolidate with an eye toward 
reducing redundancy and maximizing efficiency. 
This message was not all wrong, especially for 
that moment. However, it was implemented too 
narrowly for too many decades to come.1 What 
resulted was many of the problems we have 
today: dependencies on certain unreliable foreign 
suppliers, potential bottlenecks and single points 
of failure, and a lack of surge capacity.

Fortunately, things are now moving in a better 
direction, thanks mostly to the last two U.S. adminis-
trations and the Congresses that worked with them.

A pathbreaking 2022 Pentagon document on 
the defense industrial base, ironically released 
the day that Russia initiated its major attack on 
Ukraine, identified four technology areas where 
the DOD determined that it had particular weak-
nesses. They included castings and forgings for 
metals and composites, batteries and energy 
storage, microelectronics, and the general 
category of “kinetic” capabilities to include 
explosives, rockets and rocket fuel, hypersonic 
weapons, and (seemingly somewhat out of 
place) directed energy weapons. This list, though 
uneven in scope and specificity, was nonetheless 
a useful starting point in determining where the 
Pentagon might choose to direct and redirect 
resources to create additional sources of supply.2

In parallel, that report also underscored the 
need for greater transparency and visibility into 
sub-tier suppliers, since the DOD had largely 
relied on prime contractors themselves to 
monitor their own production networks. Alas, 
even contractors often lose visibility into who 
produces what below the third tier of producers 
(that is, sub-contractors to sub-contractors); 
they also may fail to recognize situations in which 
several primes depend on the same small number 
of subcontractors in a given technology area.3

The 2023 National Defense Industrial Strategy 
(NDIS) provided a more detailed framework for how 
to understand vulnerabilities in the defense indus-
trial base as well as the tools that might strengthen 
it. It emphasizes several possible approaches to 
strengthen supply chains and increase resilience as 
well as surge capacity: deliberately creating excess 
industrial capacity even at some cost, promoting 
flexible manufacturing that can pivot to defense 
needs as necessary, expanding public-private part-
nerships for production of some goods, providing 
assistance for small businesses trying to work with 
the Pentagon but getting overwhelmed by regula-
tion and paperwork, deepening the defense work-
force, and promoting greater allied capabilities.4
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A third key recent Pentagon document, the 
2024 NDIS Implementation Plan, underscored 
the importance of deepening and broadening 
supply networks for munitions, submarines, 
small robotics (including through the Replicator 
initiative), and basic commodities in the National 
Defense Stockpile. The implementation plan 
designated lead agencies within the DOD and 
the broader government for each type of key 
technology or capability. It also estimated 
the funds that were already being dedicated 
annually to each line of effort. Total figures 
added up into the tens of billions of dollars a 
year—large sums, suggesting double-counting 
of numerous programs or priorities that were 
already underway, as opposed to new and 
targeted interventions. In any event, it was more 
a tallying of inputs than a presentation of outputs 
and generally lacked metrics that could be used 
to assess progress toward strengthening the 
industrial base. (A classified annex may have 
more hard data, but we do not know.)5

Based on these documents and other sources of 
data, what first impressions can we offer about 
the basic state of the U.S. defense industrial 
base today?

Several categories of industrial capability, to 
include castings, forgings, batteries, and micro-
electronics, as well as rare earth metals and 
magnets, are either acquired abroad or from 
a very narrow contractor and subcontractor 
base. Some of these weaknesses have been 
identified and are being addressed, for example, 
through a combination of “patriotic” investors and 
DOD-backed venture capital in which the U.S. 
government becomes part owner of an operation 
and potentially guarantees a minimal price for its 
output.6

Often, however, the government still does not 
fully see or understand such vulnerabilities 
because it only has limited information on third-
tier, fourth-tier, and fifth-tier contractors and 
suppliers. Most efforts to mitigate these vulner-
abilities are in their infancy. The Department of 
Defense seems better at measuring inputs in the 

form of subsidies and the like than at assessing 
the pace of progress toward greater capacity and 
resiliency in the defense industrial base.

Although this point is somewhat tangential to the 
question of supply chain vulnerability to foreign 
interference, it is worth noting that in many 
cases, the United States depends on a single 
shipyard or main factory to produce a given 
type of major weapons platform. It is dubious 
that even full execution of the DOD defense 
industrial base strategy implementation plan 
would change the situation in all cases. A devas-
tating attack on such a facility, or some natural 
catastrophe afflicting it, could put the country 
in a difficult position very quickly. Production 
facilities or operating bases for Virginia-class 
attack submarines, Ohio-class and Columbia-
class nuclear-armed submarines, B-21 bombers, 
F-35 aircraft, aircraft carriers, and several other 
expensive and exquisite ships, planes, rockets, or 
aircraft make the United States quite vulnerable 
to certain types of possible hostile action (not to 
mention natural catastrophe in some cases, as 
well).

In conclusion, while the DOD is making headway, 
it is generally better now at understanding its 
problems than at solving them. Efforts to achieve 
redress remain in early stages in general. In 
addition, the danger of relying on largely invisible 
third-tier and fourth-tier subcontractors must be 
mitigated. Perhaps a new classification system 
that would protect data collected about such 
subcontractors should be created, with only a 
small number of people in the DOD authorized 
to access it to respect the proprietary interests 
of the various companies involved. Those DOD 
officials should also have resources at their beck 
and call to address vulnerabilities, inadequacies, 
or bottlenecks when they are discovered.
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A word on key raw 
materials

Before moving on to a broader consideration of 
critical national infrastructure and of the national 
security industrial base writ large, a further 
word is in order on key raw materials. These 
are relevant to the defense industrial base as 
well as the broader national security industrial 
base. The concern is particularly acute in cases 
where China is the main U.S. source of raw or 
refined materials, such as rare earth minerals. 
Beijing’s willingness to deprive Japan of such 
materials some 15 years ago over a dispute over 
the Senkaku/Diaoyu islands and its willingness 
to leverage rare earth magnets against President 
Donald Trump in 2025 should provide ample 
warning signs of the potential for future trouble. 
There is at present only one working mine in 
North America for rare earths—and these are 
then shipped to China for processing. There 
are no such mines in Europe; any development 
of assets in Greenland is happening only very 
slowly.7

Given the slow pace of progress in expanding 
capacity, the best response to this set of U.S. 
(and allied) vulnerabilities might include near-
term stockpiling of rare earth minerals and 
certain other crucially important commodities 
while continuing with the longer-term develop-
ment of alternative sources, in North America 
and elsewhere, and in developing alternative 
processing locations. Doing the latter will not 
always require the establishment of completely 
new extraction sites. In fact, on the subject of 
rare earths, a considerable quantity of material 
is already being mined—but then discarded—in 
domestic exploitation of resources like gold. 
Various kinds of subsidies or other incentives 
could be considered so that companies already 
digging up rare earth minerals would have reason 
to collect and process them.8

This is not a brand-new problem; it was taken 
seriously during the Cold War. Restoring the U.S. 
National Defense Stockpile for key raw materials 
toward its Cold War level of $15 billion (today, 
it is a factor of 10 less) could be a prudent 
step. That is admittedly just a ballpark number; 
dependencies are of a different degree and kind 
today, given the evolution of technology.9 But it 
gives an illustrative figure—and a reminder that 
stockpiling, for minerals and metals (as well as 
some chemicals, transformers, and certain other 
aforementioned assets) represents a straight-
forward way to buy time in economic sectors 
where that is an adequate response to vulnerable 
supply chains.

Broadening, but 
disciplining, the 
National Security 
Industrial Base

We would submit that the concept of U.S. 
national security has been defined too narrowly 
in the past, as has the associated idea of the 
national security industrial base. That said, it is 
crucial in this era of a greater governmental role 
in the economy that we not label virtually every 
sector of the economy as crucial to American 
national security.10 There is a danger that we 
could collectively overdo it. There are strong 
arguments in favor of promoting advanced 
industry in general, for economic growth, high-
wage workforce development, and national 
economic and technological leadership writ 
large.11 But we are, again, focused on a more 
specific problem, that of U.S. national security.

National security should not be seen as just a 
question of preventing an enemy from seizing 
American territory or causing grievous harm to 
American populations through direct physical 
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attack. We would propose this definition of U.S. 
national security: the country’s ability to protect 
its territory, its people, and the normal func-
tioning of its society from hostile adversarial 
action of any type.

By that definition, most dangers to the economy 
or to individual Americans, however serious, 
would not be viewed as matters of national secu-
rity. The danger of defining the national security 
industrial base too loosely is that we can waste 
huge amounts of resources protecting every-
thing, while failing to protect what is truly crucial. 
But many things beyond direct battlefield attack 
could constitute serious national security matters. 

For example, the United States has come to 
depend upon China for inputs to prescription 
drugs taken by more than half of the adult U.S. 
population.12 13 Were a war to occur over Taiwan, 
might Beijing threaten to cut off shipments of 
such supplies if the United States were to enter 
the conflict on Taiwan’s side? It might seem 
inhumane that a foreign rival would take this 
step, but as the saying goes, there are no rules 
(or few rules) in matters of love and of war. 
After all, the United States itself deliberately 
targeted Japanese populations in World War II in 
an attempt to end the conflict, when the alterna-
tive means of ending the war were bleak. If we 
Americans could do it then, what makes us so 
sure that an enemy would not turn the tables on 
us in the future?

Shipbuilding provides another example. Being 
able to produce warships is clearly of signif-
icance for national security. Being able to 
produce commercial ships, by contrast, is less 
crucial—many are built by friendly nations, and in 
the event of some disruption to supply, existing 
ships are numerous and can, in many cases, have 
their lifetimes extended. That said, for military 
purposes in a protracted war, the nation prob-
ably needs greater shipbuilding capacity of all 
types than it has today. Commercial shipbuilding 
capacity can be viewed in some sense as latent 
military production capacity for times of national 
security crisis. Without it, expanding the naval 

shipbuilding industrial base in times of war would 
likely be a multiyear process, arguably far too 
long to wait. It is in something of a gray zone of 
national security relevance, but closer to being a 
national security matter than not.

These distinctions are not meant to be mere 
semantics. Figuring out what is a potential 
national security threat is important for policy. 
If would-be adversaries understand our weak-
nesses, they can target them. Our job in peace-
time is to anticipate such action and adopt 
appropriate preventive measures in the interest 
of deterrence, as well as resilience, should 
conflict take place.

If it were luxuries or conveniences at issue, a 
potential interruption to production would likely 
not qualify as a national security matter. For 
example, production of most consumer durables 
should not be associated with the national secu-
rity industrial base. If supplies were interrupted, 
reasonable (if potentially painful or inconvenient) 
countermeasures would likely be available to 
the nation, including prolonging the lives of 
existing products, substituting for them, simply 
doing without them in some cases, and gradually 
building up domestic production capacity as a 
substitute for previous foreign supply.

But production capabilities affecting the basic 
functioning of society, its core infrastructure, and 
the basic safety and security of its citizens would 
be captured within the proper scope of national 
security matters. That could include electricity, 
communications, water, sewage, chemical, and 
transportation infrastructure, for example.

The recent discussion about metal production in 
the United States is relevant here as well. The 
idea of keeping U.S. Steel in American hands 
was considered by some to be a national secu-
rity issue. On steel, we would submit that the 
transaction was not a matter of national security 
because the proposed new owner of U.S. Steel 
came from a close ally of the United States, 
Japan, and since the proposed sale involved no 
change in the production’s physical location. 
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The more recent discussion about the state of 
aluminum production can be viewed through 
a similar prism. While the United States has 
allowed its aluminum production capabilities to 
atrophy considerably in recent decades, much of 
that production is for goods of convenience—like 
soda and beer cans—not crucial national security 
platforms. Moreover, in an emergency, there are 
ways to build recycling facilities fairly fast that 
could considerably expand national capacity for 
new aluminum production.14 Producing some 
aluminum in the United States may be wise, but 
we would argue that there is no national security 
imperative to onshore most of the U.S. supply of 
aluminum.

How can we scope this challenge systemati-
cally? A good starting point is provided by the 
Cybersecurity and Infrastructure Security Agency 
(CISA) of the U.S. Department of Homeland 
Security. It has developed a list of 16 areas of 
critical infrastructure, defined as physical and 
virtual assets and systems so vital to the nation 
that their incapacity or destruction would have 
a debilitating effect on security, the economy, 
public health, public safety, or any combination 
thereof.15 The 16 sectors are as follows:

	■ Chemicals.

	■ Commercial facilities.

	■ Communications.

	■ Critical manufacturing.

	■ Dams.

	■ Defense industrial base.

	■ Emergency services.

	■ Energy.

	■ Financial services.

	■ Food and agriculture.

	■ Government services and facilities.

	■ Health care and public health.

	■ Information technology.

	■ Nuclear reactors, materials, and waste.

	■ Transportation systems.

	■ Water and wastewater.

Which of these requires further examination to 
determine if there are supply chain vulnerabilities 
that could involve the potential for hostile foreign 
interference or some other potential single point 
of failure?

The framework we propose takes the 16 critical 
infrastructure sectors and asks the following 
questions to assess the relevance of their supply 
chains to national security:

1.	 To what extent does the sector rely on 
manufacturing supply chains for continued 
operations?

2.	 To what extent are these supply chains 
reliant on potentially adversarial nations?

3.	 In case of supply chain disruption, would 
significant harm result before supply chains 
could be replaced or restored?

We classify sectors as presenting acute national 
security supply chain concerns only when all 
three criteria apply strongly.

Applying the 
framework to critical 
infrastructure sectors

This section evaluates all 16 CISA-designated 
critical infrastructure sectors against our three-
part framework: (1) reliance on supply chains for 
operations, (2) exposure of those supply chains 
to potentially adversarial nations, and (3) the 
speed and magnitude of harm if supply chains 
are disrupted. We begin by examining sectors 
where at least one criterion does not present 
significant concern, before moving to sectors 
where the analysis reveals more complex and 
layered vulnerabilities.
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AREAS OF LITTLE APPARENT SUPPLY 
CHAIN CONCERN

At some risk of oversimplification, several cate-
gories of infrastructure do not seem likely to 
involve supply chain vulnerabilities. Some of 
these sectors may require protection against 
terrorism or other possible threats (human-made 
or natural), but not in a way that involves manu-
facturing supply chains.

Take stadiums and other large gathering sites, 
for example, which form a part of the commercial 
activities category on the list. These are places 
that can be attacked, causing a large loss of 
life and panic. While they should be considered 
critical infrastructure, they do not tend to involve 
technologies that are rare or difficult to repro-
duce. Some relevant equipment does come from 
China—large screen displays, seats, and sports 
equipment—but the larger point is that, even if 
the nation needed to make do without many such 
public gatherings for a period of months or even 
longer, the country’s basic viability would not 
be at risk. Thus, sports-related equipment and 
materials used in constructing public gathering 
places do not belong in any parsimonious defini-
tion of the national security industrial base.

Or take dams. The main constituent elements are 
piping, concrete, and electrical equipment. Other 
relevant technologies include large turbines and 
transformers, as well as large components of 
turbines that must be cast. In other words, it is not 
the dams themselves so much as the associated 
hydroelectric systems that involve some foreign 
dependencies. Many of the foreign providers are 
friends, like Brazil and Canada, and much of the 
equipment required is in fact produced in the 
United States. The main specific technology where 
the United States might feel a strong impetus to 
boost domestic production capacity is with large 
hydrogenerators, given China’s relatively important 
role in global production of these technologies. 
But even here, the timelines usually involved in 
replacing such equipment (years and decades), as 
well as the number of friendly suppliers, means the 
situation is not particularly acute.16 

That said, since we know that China has sought 
to create the capability to sabotage U.S. infra-
structure, possibly including dams, the United 
States should seek to avoid supply chain depen-
dencies that would provide China or another 
potentially hostile foreign actor access to fragile 
parts of such critical infrastructure. This caution 
would not necessarily arise from concern that 
access to parts or components would be cut off 
in a crisis, but that malware within such elements 
of infrastructure that were already operational 
within the United States could be activated for 
nefarious purposes. There are certain types of 
technologies that should simply not be sourced 
from rivalrous foreign actors for this kind of 
reason, as the below discussions of cranes and 
electric vehicles reinforce.17

The emergency services sector is centered on 
vehicles that are produced in large numbers in 
the United States or could easily be produced 
here if necessary.  Yes, the vehicles contain 
chips and other electronic components that the 
United States often sources from abroad, but 
in a crisis, the nation could give priority to the 
production of adequate numbers of emergen-
cy-sector vehicles even if that meant slowing 
other vehicle production.  Thus, it is doubtful 
that vulnerable supply chain issues would arise 
in regard to this sector of critical technology 
(except with health care products and materials, 
discussed further below). 

Financial services involve lots of computer tech-
nologies and must be protected against physical 
attack or cyberattack. The computer technol-
ogies of importance to this economic sector 
are addressed in a separate category below. 
Otherwise, some components for things like 
ATMs are produced abroad.18 This situation does 
not strike us as a major national security problem; 
there are ways the country can make do with 
fewer ATMs for a time, for example. Thus, as 
with the other categories discussed above, the 
financial services sector of the economy does 
not seem to present specific vulnerabilities in the 
national security industrial base.
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Similarly, non-military government services—
covering administrative buildings, courthouses, 
schools, and government data and service 
centers—do rely on supply chains, but their 
day-to-day operations overwhelmingly depend 
on basic utility and service inputs: water, elec-
tricity, IT, communications, transportation, and 
maintenance supplies. Their unique supply chain 
dependencies are limited. They do source phys-
ical materials (office equipment, security tech, 
facility maintenance), but these are not distinct 
or mission-critical in the same way as defense or 
health care.​

Water and wastewater treatment infrastruc-
ture, like dams, can be targeted by an adversary 
intent on hurting lots of people. For water and 
wastewater supply chains, there are some cases 
where specific technologies like control systems 
and membranes come from foreign suppliers, 
but most of the supplies and suppliers are from 
Europe, friendly countries in East Asia, and North 
America.19 Some chemicals used in water treat-
ment, especially chlorine as well as sulfur-based 
and phosphate-based chemicals, are largely 
sourced abroad, but again, the vulnerabilities 
seem modest, as most foreign sources are in the 
Western Hemisphere.20 On balance, while there 
may be some modest exceptions, water and 
wastewater treatment infrastructure does not 
seem to display many vulnerabilities to an adver-
sarial supply chain disruption. (It does, however, 
have cyber vulnerabilities due to malware that 
might be planted within it, as due to China’s 
“Volt Typhoon” effort,21 and this matter requires 
serious attention to improve cybersecurity even if 
it is not within our main purview here.)

INFRASTRUCTURE WITH 
POTENTIAL FOREIGN SUPPLY CHAIN 
VULNERABILITIES

This analysis leaves us with nine categories of 
critical infrastructure: agriculture, chemicals, 
energy, nuclear reactors, communications 
networks, transportation networks, health care, 
IT, and critical manufacturing. That latter cate-
gory, according to CISA, comprises firms that 

produce primary metals, machinery, electrical 
equipment, and transportation products essential 
to the functioning of other critical infrastructure 
and the broader economy. 

Since this is a preliminary scoping paper, we do 
not seek to be comprehensive or detailed in our 
analysis. Rather, we would offer several provi-
sional observations about where vulnerabilities 
may exist and encourage the government, with 
its greater resources, to examine these areas 
of infrastructure in greater detail en route to 
developing an agenda for action and vulnerability 
mitigation. 

Within the American energy economy, depen-
dencies on potentially hostile foreign actors 
seem modest, with some limited exceptions. For 
example, China produces about a quarter of the 
world’s supply of a substance known as barite, a 
component of drilling mud that is used to main-
tain correct wellbore pressure and prevent well 
blowouts.22 Then there is the matter of supply 
chains for equipment in oil refineries, of which 
the United States now has about 130.23 Most key 
machinery within them, including devices such as 
pumps, is not sourced from China or other poten-
tially hostile single-point-of-failure countries.24 
Some of the chemical reagents and precursors 
used in oil refineries are, however, purchased in 
substantial amounts from China. These partic-
ular dependencies merit further scrutiny and, in 
some cases, consideration of either stockpiling or 
development of alternative sources of supply. 

America’s huge distribution system for natural 
gas and petroleum products includes millions 
of miles of pipelines, the operation of which 
requires a steady supply of valves, fittings, 
pipes, welding and corrosion control materials, 
inspection and cleaning devices, compressors, 
and control electronics.25 Chinese components in 
these pipeline networks appear generally modest 
(and have already been curtailed somewhat by 
policy).26
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The United States—like much of the rest of the 
world—has developed a dependency on China 
for solar panels. As a matter of competitiveness 
in an important technology, this is regrettable.  
However, it may not constitute a serious national 
security vulnerability per se.27 Even if a supply 
disruption slowed the transition to solar energy 
(or electric vehicles), it would not bring the 
U.S. economy to its knees or directly threaten 
the safety of large numbers of Americans. This 
example highlights why not every instance of 
foreign dominance in advanced industry rises to 
the level of a national security threat.

In terms of energy transmission and electricity, 
China is the source of about 10% of U.S. high-
power electrical transformers in the United 
States today—in and of itself, perhaps not an 
undue percentage.28 Those transformers switch 
voltages of current, making them crucial nodes in 
the nation’s electricity distribution system.

There are two types of supply chain concerns 
in regard to the sector in particular. One is that 
China could install software that gives it the 
ability to shut down or otherwise compromise 
the performance of those transformers; indeed, 
it appears to have done so already through the 
work of its Volt Typhoon group.29 The second 
potential concern is that, should the United 
States need more transformers at a given 
moment and find other sourcing lacking, China 
might decline to provide replacements or to fill 
new orders especially in the context of a U.S.-
China security crisis or conflict. Thus, while the 
United States’ scale of dependency on China 
today is not enormous, there may be a case to 
reduce it further. The United States should also 
examine components of key technologies; it is 
entirely possible that China produces a larger 
share of certain components for transformers 
than of the finished goods themselves. That is a 
general cautionary note that applies to a number 
of the technologies we consider in this (scoping) 
paper, perhaps most notably in the pharmaceu-
tical sector, as discussed further below.

For the most part, U.S.-based nuclear reactors 
do not incorporate much foreign technology 
except from suppliers in Japan, South Korea, 
and other friendly countries for large elements 
like steam generators and heavy castings.30 
Moreover, reactor construction and major reno-
vation happen over time frames of years and 
decades, reducing the need for assured and 
constant access to crucial components (unlike 
the situation, say, with pharmaceuticals, as 
discussed below). 

There is a major caveat to this conclusion: the 
United States is almost totally dependent on 
overseas providers for the uranium fuel used 
in these reactors (and to produce molyb-
denum-99, a key element in medical imaging 
machines). Specifically, about half of U.S. 
uranium concentrate (U3O8) imports comes 
from Canada and Australia; the other half comes 
from Kazakhstan, Uzbekistan, and Russia.31 The 
situation is being partly remedied through recent 
government initiatives to beef up domestic 
enrichment capacity, and to require waivers for 
further imports from Russia.32 Regardless, the 
problem may not be a top-tier national security 
concern; even if reactor operations in a worst 
case scenario had to be slowed somewhat, 
the country could continue to produce the vast 
preponderance of its electricity by other means, 
since nuclear power only accounts for 20% of 
American electricity production, and not all of it 
would be lost suddenly.33

In terms of motor vehicles and aircraft, the 
United States does import some equipment, 
but it also makes a great deal of its own. Those 
sources of foreign technology are largely friendly 
or nearby countries, too, notably Canada, 
Mexico, Germany, Great Britain, France, Japan, 
and South Korea.34 Many U.S.-made cars do 
include Chinese parts, largely electronics 
systems, however. In some cases, it may make 
sense to diversify.35 But cars generally last a long 
time, and carpooling can be a partial antidote to 
temporary shortages of new vehicles, in a crisis.
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On balance, this sector does not seem to rise to a 
top-tier national security industrial base concern, 
in terms of potential supply chain disruption. As 
with electricity, however, relying on advanced 
Chinese components may raise some concerns 
about possible sabotage, for example, through 
“zero-day” malware that could in theory be 
activated in a crisis and disable a sizeable fraction 
of the U.S. automobile fleet. Since electric cars 
can be viewed as packages of mobile sensor 
systems and advanced computers linked to 
communications networks, there is a case to be 
made that Chinese or other potentially hostile 
foreign suppliers should simply not be allowed to 
sell such technology in the United States. Again, 
the concern is not the possibility of acute short-
ages due to an embargo, but vulnerability due to 
Chinese-made systems that are already in the 
United States and that could be gathering intelli-
gence in peacetime or be activated by malware to 
malfunction in a time of crisis. 

Other concerns about foreign supply chain 
dependency in the transportation sector relate 
to ships and to port equipment.36 American 
commercial shipbuilding is very weak, meaning 
that the country cannot realistically build ships for 
its trade needs and must therefore rely on other 
nations. To the extent the latter includes close 
American allies, notably Japan and South Korea, 
the danger is modest, as noted before. But on 
balance, there is a compelling case, it would seem 
to us, for strengthening American shipbuilding 
through sustained government and private-sector 
effort. Notably, the U.S. Navy remains smaller than 
many would prefer due largely to supply chain 
constraints—and, therefore, its prospects for 
surging production in a protracted conflict would 
be unpromising.

Cranes for ports fall into the kind of category 
noted above for transformers. They may be 
too crucial to the economy’s functioning for the 
country to tolerate the risk of malware being 
implanted in them by a hostile foreign actor, 
for possible activation during a crisis. Perhaps 
some types of trade are less sensitive and can 
be serviced with Chinese cranes as well as asso-

ciated infrastructure, but the overall situation is 
very concerning, especially in regard to a Chinese 
company known as ZPMC, the world’s largest 
producer of cranes, as its cranes have been found 
to contain unauthorized modems.37 This issue 
does appear to be receiving attention of late, 
notably in the Select Committee on the Chinese 
Communist Party of the U.S. Congress, with the 
goals of better monitoring Chinese-sourced crane 
technologies and in some cases replacing them, 
but considerable additional remedial effort is still 
needed.38

On a final matter regarding transportation, air 
traffic control and management technologies are 
largely built by the United States as well as major 
European allies. This does not seem to be an area 
of major vulnerability in terms of supply chain 
interruptions.39

Thankfully, the United States makes many of its 
satellites and other core elements of the country’s 
telecommunications systems, including undersea 
fiber-optic cables.40 The nation has focused on 
keeping Huawei 5G out of the United States, 
has protected key national technology jewels 
through the Committee on Foreign Investment in 
the United States, and has recently undertaken 
several efforts to expand semiconductor chip 
production within the United States as well. With 
Huawei and other Chinese companies effectively 
shut out of the 5G cellphone network project in 
the United States, moreover, China or any other 
major potentially hostile foreign actor has limited 
inroads into the American hardware grids upon 
which communications systems depend.41 

Then there is the question of the phone itself, 
where the world has developed a major depen-
dency on China for assembly. Yet this may not 
be a serious supply-side vulnerability of a magni-
tude that should be viewed as a top-tier national 
security matter. Should China ever cut off exports 
in a crisis, some of the assembly capability could 
be recreated elsewhere within a time horizon that 
would probably allow for general connectivity to 
be sustained, given that phones generally can 
have up to several-year lifetimes.
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In terms of IT hardware—basically, chips and 
things made from chips, as well as things like 
visual displays and printed circuit boards—a 
great deal of attention has already been paid 
to this subject in recent years. The CHIPS and 
Science Act of 2022 has helped catalyze the 
construction of numerous advanced microchip 
fabrication plants in the United States, and some 
are already in operation. There is a ways to go, 
however, and even where chipmaking plants are 
built on American soil, there can remain over-
seas dependencies on raw materials such as 
key chemicals in the production process (as we 
discuss further below).42

It should be noted that there are three distinct, if 
interrelated, aspects to chip production supply 
chain resilience and security. One is making sure 
that enough chips continue to reach the country 
to keep vital systems, including military hardware 
and critical infrastructure, functional. That is truly 
a national security imperative. A second is to be 
sure that those chips within weapons and critical 
infrastructure are reliable—that is, that they do 
not contain malware. Since most chips come 
from U.S. allies, this may not be a major concern, 
though it merits ongoing vigilance. A third is to 
ensure that enough chips remain available even 
in times of crisis to leave the broader consumer 
economy relatively unaffected. This last matter, 
while important, is arguably less crucial than the 
other two from a national security perspective. 
Given that under current projections the United 
States would garner more than 25% of the 
market share for advanced global chip manufac-
turing by 2032, the country seems headed in a 
sound direction, at least for advanced chips.43 
Further attention is still needed for other areas 
of potential vulnerability, however, such as the 
production of more basic chips and of certain 
other key electrical components.

The American chemical sector is vast. Not all 
areas appear to be of similar concern, however, 
in regard to dependencies on vulnerable over-
seas supply chains. There are specific foreign 
dependencies for chemical imports in the semi-
conductor industry, for example, including silicon, 

lithium, cobalt, fluorinated gases, and plastics. 
In these latter domains, the areas of greatest 
dependence on China include fluorides and some 
other gases needed in chip production, as well 
as silicon and other key ingredients in making 
batteries.44 We would advise attention to this 
matter and perhaps an effort to further diversify 
supply.

In the realm of agriculture, responses to 
COVID-19 improved some types of redundancy 
and resilience, as in regard to regional hubs for 
food production.45 But vulnerabilities remain. 
Some key chemicals, such as pesticides, are 
produced in large amounts in China, and that 
may constitute a vulnerability worthy of attention 
for certain specific chemicals. Fortunately, the 
dependencies on China are not overbearing, but 
are typically in the range of 10% to 20% of total 
U.S. needs. The overall sector involves annual 
trade measured in the hundreds of millions or 
low billions of dollars. It is worth bearing in mind 
too that, as with pharmaceuticals, China often 
produces precursor chemicals, so greater fidelity 
in trade statistics is needed to understand the full 
range of potential dependencies.46 

In addition, some fertilizer used in American agri-
culture comes from Russia and Belarus. Again, as 
with chemicals, the proportionate dependency is 
modest, as Canada is the major foreign fertilizer 
supplier for the United States.47 Also, in the event 
of a prolonged cutoff of key inputs to modern 
agriculture, some crop substitution may be 
possible. That may not be an ideal outcome for 
all farmers or consumers, but it could still reach 
the threshold for protecting national security.

The critical infrastructure in the health care 
sector—including hospitals, clinics, pharmacies, 
manufacturers, and distributors—is designed to 
deliver essential health services but depends 
heavily on the reliable supply of medicines and a 
range of medical devices. 

The United States remains heavily reliant on 
China for personal protective equipment (PPE), 
with Chinese suppliers providing more than half 
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of all imported masks, gloves, and gowns in 
recent years. In response to critical shortages 
during the COVID-19 pandemic, the U.S. govern-
ment has tried to lower this exposure by invoking 
the Defense Production Act, boosting domestic 
manufacturing capacity, and creating strategic 
national stockpiles, while some federal contracts 
now prioritize U.S.- or ally-made PPE. Despite 
these efforts, a substantial Chinese market share 
persists, and diversification has been slow, given 
persistent cost and supply advantages in China.

For pharmaceutical products, U.S. exposure to 
China is significant but concentrated in specific, 
critical areas of the supply chain. The more than 
2,000 small-molecule drugs used in the United 
States48—whether chemically synthesized or 
fermented—each rely on multiple and varied 
upstream inputs for production. Reliance on China 
for finished drugs or their active pharmaceu-
tical ingredients (APIs) is less pronounced than 
commonly assumed, but Chinese dominance is 
significant in the upstream stages: the key starting 
materials, intermediates, and auxiliary chemicals—
such as reagents and solvents—that are essential 
for synthesizing APIs. China also controls critical 
intermediate production processes that have few 
viable alternatives, particularly for antibiotics, 
statins, and certain other therapeutic classes that 
depend on specialized synthesis steps like fluori-
nation.49

Yet not all drugs and medical products rise to the 
national security level once we apply the frame-
work criteria. For example, consider drugs that 
have intermediate manufacturing steps heavily 
reliant on China: statins through fluorination, and 
antibiotics and certain cancer drugs through 
fermentation.50 Shortages of these drugs would 
have an adverse impact on patients; however, 
the time to harm and the time to recovery from a 
supply chain disruption differ substantially. The 
time to recovery is not immediate: even if there 
are alternative European suppliers (as there are 
for antibiotics51), switching suppliers would require 
establishing that products perform similarly with 
new inputs. In the meantime, the time to harm 
differs substantially for these drugs: it is imme-

diate or rapidly detrimental for antibiotics and 
cancer drugs, whereas for statins, it is delayed and 
becomes clinically significant only after sustained 
interruption of therapy over months or years.”52 

This contrast underscores that what makes a 
health care product “national security critical” 
depends not on its complexity or prevalence 
alone, but on the degree and timing of harm if 
supply were to be disrupted—and how long it 
would realistically take to restore access through 
new manufacturing or alternative sourcing.53

The last segment we review is the critical manu-
facturing sector in the United States.54 China is a 
major supplier to the United States in some cate-
gories of industrial equipment—boilers, motors, 
wiring, control systems, industrial machinery, 
HVAC systems, printed circuit boards, capacitors, 
and so on.55 Some of these are not truly crucial, 
however—in the sense that even if supplies were 
interrupted for a time, the country’s lifeblood 
would not be threatened. Notably, the production 
lines for most types of consumer durables should 
probably not be viewed as part of the national 
security industrial base. If the nation must make 
do without a steady supply of every type of major 
appliance, automobile, and the like for a time, it 
could presumably delay purchases, ration formally 
or informally, and tighten the collective belt for a 
period of time.56

In summary, this examination of 16 sectors of 
critical infrastructure in the United States leads us 
to underscore several categories of vulnerabilities 
requiring further attention and policy redress, 
primarily within 10 of the 16 infrastructure sectors 
(including the defense industrial base). There is 
good news; the number of such major categories 
of raw materials or supply chain components 
where acute shortages could quickly imperil 
American national security is not that large. But 
several issues do stand out: 

Rare earth elements—including gadolinium, 
yttrium, and terbium—are essential to elec-
tricity grids, communications networks, defense 
systems, and advanced manufacturing. They are 
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also critical to health care: gadolinium is the key 
component of MRI contrast agents used in diag-
nostic imaging,57 and rare earth elements are used 
in drug manufacturing catalysts and advanced 
diagnostic equipment. When China controls these 
materials’ upstream processing, a disruption 
affects health care, energy, defense, and commu-
nications simultaneously.​ We realize that the U.S. 
political system has paid considerable attention 
to this issue of late. But the pace at which the 
country is mitigating its vulnerabilities seems far 
too slow (in contrast, for example, to the situation 
with semiconductors, where remedial action is 
happening faster).

Chemicals are another cross-cutting input 
essential to pharmaceutical manufacturing, water 
treatment, agriculture, energy infrastructure, and 
defense systems. In health care, small-mole-
cule drugs are either fully or partially chemically 
synthesized, and medical devices require chemical 
coatings and sterilization agents. Water treatment 
depends on chlorine and caustic soda. Agriculture 
relies on fertilizers and pesticides. Energy infra-
structure requires specialty chemicals for batteries 
and fuel additives. Defense manufacturing uses 
advanced coatings, composites, and specialized 
compounds for weapons systems. And China is a 
major producer of many such chemicals.

Critical infrastructure sectors also depend 
directly on each other. Hospitals cannot function 
without electricity, water, communications, and 
IT systems. Transportation networks depend on 
fuel and power. Water utilities require power for 
pumping. Financial systems rely on telecom and 
data processing. Disruption in one sector imme-
diately degrades others—a hallmark of cascading 
failure risk.​ Because these overlapping nodes 
amplify systemic risk, their exposure should 
elevate the prioritization of sectors at the highest 
risk of cascading disruptions, making cross-sector 
resilience strategies especially urgent. China, in 
particular, is not a major supplier of key supply 
chain intermediate goods or finished products 
for most of these. Yet it does have some access 
to American infrastructure—in some cases, more 
than would be advisable. 

Next steps: Refining 
prioritization and 
tool selection

While this paper proposes an initial framework 
for identifying supply chains critical to national 
security and vulnerable to adversarial disruption, 
the conversation is far from complete. 

Implementing this framework requires clear 
assignment of institutional responsibility, rigorous 
selection of policy tools tailored to different 
vulnerabilities, and ongoing refinement as condi-
tions evolve. The work ahead is to embed these 
processes into government routines and build the 
capacity—analytical, technical, and budgetary—
to sustain them. We offer here a few initial 
thoughts designed to help spark a conversation 
about implementation strategies and methods.

REFINING PRIORITIZATION CRITERIA

Refining prioritization for physical supply chains 
requires three concrete steps. First, develop 
standardized, publicly available criteria incorpo-
rating these factors: exposure to China or other 
adversarial sources, time to harm if disruption 
occurs, and the feasibility of domestic or allied 
rebound (by creating substitution or alternative 
supply) before harm results. Second, ensure that 
prioritization incorporates lessons from previous 
crises (such as COVID-19, semiconductor short-
ages, and the embargoes of rare earth minerals 
in 2010, as well as more recently) and regularly 
updates risk assessments as conditions evolve. 
Third, institutionalize regular reviews using 
scenario-based stress tests and input from agen-
cies, industry experts, and independent analysts.
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SELECTING AND REFINING POLICY 
TOOLS

Selecting the right policy tools requires a 
rigorous, evidence-based approach. Agencies 
must assess which interventions—stockpiles, 
tax credits, subsidies, or regulatory measures—
best fit the specific vulnerability, rather than 
defaulting to prior practices. Tools should be 
chosen for scalability, efficiency, and minimized 
unintended consequences. For example, stra-
tegic stockpiles suit high-value, durable goods 
but are impractical for bulk or fast-moving items, 
while competitive markets may benefit more from 
targeted subsidies than warehousing. Effective 
risk management relies on sectoral expertise 
paired with ongoing evaluation to prevent frag-
mentation and ensure interventions align with 
industry realities.​

FEDERAL, STATE, AND LOCAL ROLES

National security supply chain policy is inherently 
a federal responsibility. The federal govern-
ment possesses unique tools that state and 
local actors cannot deploy—selective regulation 
using trade policy, procurement mandates, or 
sectoral restrictions to shift supply chains away 
from adversarial nations where markets alone 
have failed. Federal investment in foundational 
research and development, coordination across 
sectors and regions, and strategic partnerships 
with allies also require centralized authority. 

States and localities contribute significant value 
through on-the-ground execution, leveraging 
regional assets to develop clusters, build work-
force capacity, and foster supplier networks. 
While federal action is crucial where vulnera-
bilities are most acute or industrial capacity is 
lacking, state-led efforts—supported by federal 
funding—enhance innovation and resilience by 
tailoring strategies to local strengths. Effective 
supply chain policy thus depends on rigorous 
evaluation, ensuring the right mix of federal 
leadership and state and local expertise for each 
sector’s needs.

MAKING DE-RISKING EFFORTS 
SUSTAINABLE

The COVID-19 pandemic revealed that reactive 
measures—such as emergency stockpiling and 
short-term surges in production—are not enough 
to deliver lasting resilience. When immediate risks 
faded after the acute phase of the COVID-19 
crisis, demand and prices crashed, causing new 
facilities to shutter and supply chains to return to 
pre-pandemic patterns dominated by low-cost 
offshore sourcing. Without reforms to reim-
bursement policies, procurement practices, and 
contract structures, many types of efforts wind 
up being temporary fixes that do not address the 
underlying market incentives driving vulnerability.​

True sustainability in de-risking requires embed-
ding resilience into normal operations through 
incentives for diversification, multiyear procure-
ment commitments, and routine rotation of stock-
piles. Firms and industries must be rewarded for 
maintaining backup suppliers, workforce capabil-
ities, and domestic production capacity—so resil-
ience becomes a permanent feature, not a crisis-
driven exception. Only then will supply chains be 
able to adapt and withstand future disruptions, 
rather than reverting after each emergency.​

Conclusion
Securing U.S. supply chains for national secu-
rity requires not only clear criteria for what we 
protect but also disciplined choices about how 
to do so. It is also important to assess the proper 
roles of different actors and adjust when neces-
sary; for example, the private sector can provide 
capital but may not always have the same incen-
tives for improving resilience that must be the 
federal government’s top priority. By embedding 
regular prioritization and rigorous tool selection 
into policy routines, the U.S. can safeguard the 
sectors that matter most—without succumbing 
to overreach or inefficiency. The work is ongoing, 
and structured adaptation is the best path to 
lasting resilience.
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There is good news in our initial assessment. Yes, 
the United States has a number of previously 
unexplored and unrecognized vulnerabilities in 
global supply chains of relevance to national 
security. But the scope of the problem is not 
beyond our ability to comprehend and address, 
especially if we remain disciplined in determining 
what should count as a national security vulner-

ability and what should not. The nation’s efforts 
of the past half dozen years or so to redress a 
number of existing vulnerabilities have already 
put us well on the path towards national resil-
ience; now the challenge is to step back, take a 
broader look at the challenge, figure out what we 
have missed to date, and get after it.
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