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EXECUTIVE SUMMARY
Digital contact tracing is the main technological issue currently facing countries that are 
dealing with the COVID-19 pandemic. This paper explains the concept of digital contact 
tracing and highlights its importance as a helpful tool for human epidemiological 
investigations and for minimizing the spread of the novel coronavirus. It goes on to 
survey the international scale of policy tools that have been selected for the purpose of 
digital contact tracing — ranging from China, which imposed mandatory means on all 
citizens that incorporate artificial intelligence and generate a “health code”; to Asian 
democracies such as South Korea and Taiwan, which have implemented intrusive digital 
tracking tools that are run by civil agencies, with no involvement of the secret services; 
to the democratic countries of Europe as well as Australia, New Zealand, and the United 
States, which employ digital contact tracing only with citizens’ consent. Israel, it was 
found, has positioned itself between the Asian democracies and China. 

We believe that a new outbreak of the pandemic in the winter of 2020-2021 is liable 
to prompt countries to choose one of two options. The first is to refrain from using 
digital contact-tracing technology because of its infringement on privacy. We believe this 
would be the wrong choice, because it means losing a major technological advantage 
for coping with the virus and would merely reinforce the mistaken argument that privacy 
and innovation are incompatible. The second option, which we suspect would be 
adopted by “weak democracies,” is comprehensive involuntary digital contract tracing, 
in which the data is collected from cellular providers for centralized processing, relying 
in part on security agencies and secret services. 

To avoid falling into the second scenario, which would deal a serious blow to the right 
to privacy and to human rights in general, we propose an intermediate model that can 
provide solutions to the problems that arise in the use of cellphone apps for contact 
tracing. Our proposal is that countries adopt apps specifically designed for digital 
contact tracing and that derive their data from users’ personal devices, with their 
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consent, and then make use of the information solely for contact tracing if a user tests 
positive for the coronavirus. The information extracted from the app would be limited 
not only with regard to the purpose for which it is used, but also with regard to who is 
permitted to access it — that is, only civilian government agencies with no investigative 
and enforcement powers. Governments must make special efforts to encourage the 
public to install the app, with full transparency. In addition, steps must be taken to 
devise solutions for population groups that do not use smartphones, such as by means 
of smartcards designed for this purpose or of wearable technology that can receive and 
transmit Bluetooth signals. 

INTRODUCTION
The coronavirus pandemic generated an unprecedented global crisis that illustrates 
Thomas Hobbes’ statement that fear of death is a very strong political motive.1 This 
fear prompted citizens of all democratic countries to obey orders and voluntarily 
surrender some of their basic freedoms, in exchange for maintaining their health. In 
parallel, the very same fear has led democratic governments to place restrictions on 
freedom, demonstrating their immense power and control, in ways which would have 
been deemed quite inconceivable before the pandemic.

Note, however, that not all countries have wielded this power to the same degree. To 
a great extent, the coronavirus crisis has revealed the strengths and weaknesses of 
democratic regimes in various countries — as illustrated by the technological solutions 
that various countries have proposed, discussed, and selected, as tools for dealing 
with the pandemic. The overlap between the pandemic and these technologies has 
demonstrated once again that technology is by no means neutral, and is in fact a political, 
social, and cultural issue. Although we are still only midway through the outbreak, and 
the world is still finding its way into a coronavirus routine, now is the time to investigate 
the variations from country to country and draw some initial conclusions, using Israel 
as our case study.

The present paper focuses on the use of digital contact tracing to track the coronavirus 
chain of infection, identify those who have come into contact with a confirmed COVID-19 
patient, and send him or her into quarantine. This is the main technological issue 
countries face today as they deal with the pandemic. We will explain what digital contact 
tracing is, why it is necessary, and how it is carried out in Israel as compared to other 
countries. 

CONTACT-TRACING TECHNOLOGIES AND WAYS TO 
IMPLEMENT THEM
Contact tracing is geared to identifying individuals who have been in physical proximity 
to a confirmed COVID-19 patient, in order to facilitate their rapid isolation, on the 
assumption that there is a strong likelihood that they have been infected. Proximity to a 
confirmed patient is determined on the basis of epidemiological indicators — the duration 
of the exposure and the distance from the source of infection. Scientific papers and field 
reports suggest that digital contact tracing can make a major contribution to the war 
against the coronavirus pandemic and can serve as a vital supplement to traditional 
human epidemiological studies. It is particularly effective for identifying persons who 
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were near “super-spreaders” — that is, confirmed patients who spent a long time near 
many people, in high-risk venues such as public transportation, supermarkets, houses 
of worship, and places of entertainment. The authorities’ ability to identify those who 
were in the vicinity of a super-spreader and order them to go into quarantine is one of 
the most effective methods for limiting transmission of the virus.2

Digital contact tracing is put in place when physical proximity is inferred through 
collecting and analyzing data from citizens’ mobile devices, including cellphone location 
data, close contact between users as determined by means of Bluetooth Low Energy 
(BLE) signals, and other technologies (such as acoustic communication).3

Cellphone location data can be collected in bulk from the cellular network, since it is 
stored on the cellular devices of those users who permit this, but also from the cellular 
providers, even without users’ permission. As a result, intelligence and security agencies 
can make use of cellphone location data without users’ knowledge.

BLE signals do not provide any information about a user’s location or movements and 
are stored only on the user’s own device. With regard to protecting users’ privacy, this 
method thus has an inherent advantage over cellular location data. On the other hand, 
because it is difficult to collect in bulk, its use for digital contact tracing is more limited, 
preventing public health authorities from acquiring a precise and up-to-date snapshot 
of the extent of exposure to confirmed COVID-19 patients and determining who must 
enter quarantine.

Another consideration is that cellphone localization is less precise than BLE, because of 
the size of the mobile communication cells and the fact that Global Positioning System-
based location data may be affected by weather conditions or physical perturbations. 
Cellphone localization also does a poor job at identifying vertical proximity, and 
consequently is not precise in skyscrapers and closed shopping malls — the architecture 
typical of cities and dense urban environments where COVID-19 is most likely to spread. 
This is why effective digital contact tracing based on cellphone location data must also 
make use of supplementary information (such as users’ call, message, and browsing 
histories) and human epidemiological studies.4

In addition, achieving the goal of contact tracing does not require tracking the spatial 
movements of COVID-19 patients, but rather just knowing who was physically close 
to them, on the basis of epidemiological indicators.5 So it is not necessary to know 
precisely when (day and time) a person arrived in a particular geographical location. It 
is sufficient to know the date and how long the person remained close to nearby cellular 
devices. For this reason, from the perspective of data minimization — collecting as little 
personal data as possible, as stipulated, for example, by the European General Data 
Privacy Regulations (GDPR) — reliance on BLE signals is preferable.6

There are two main forms of digital contact tracing. The first relies on centralized 
acquisition of cellphone location data from cellular providers in a particular country. 
The information is fed into a data pool and is then processed. The processing can be 
performed by a civilian government agency — such as the healthcare authorities — or 
by security agencies that enjoy direct access to the cellular infrastructure in order to 
protect national security and prevent terrorism and crime — such as the Israeli General 
Security Service (GSS). The processing can be carried out by creating in-house expertise 
within these agencies, or by private firms on secured government servers.
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For example, the Israeli firm NSO Group Technologies offers Fleming, an analytics system 
developed in cooperation with the Israeli defense establishment. Fleming offers diverse 
services, including contact tracing, hot-spot mapping, and forecasting of outbreaks. It 
can also identify and localize chains of infections by super-spreaders and generate an 
individual score for a person’s potential for infection if exposed to a confirmed patient. 
This system does not collect the information, but rather is applied to information stored 
on the healthcare agencies’ servers, integrated with cellphone location data from the 
cellular providers. The product has been offered to the Ministry of Defense in Israel and 
to European countries.7

The technology company Palantir is cooperating with the British Startup Faculty to 
provide analytical, processing, and data-display services to the National Health Service 
(NHS) in the United Kingdom. The information is not collected by the companies, but 
rather-by the medical services themselves and by other organizations, and is stored on 
NHS data servers. The agreement between the NHS and Palantir has been published, 
as well as the NHS’s commitment to delete the information from its servers when the 
crisis is over.8

The advantage of this method is that a government is able to conduct centralized 
monitoring of the entire population and generate lists of those who must be quarantined. 
Its clear disadvantage is the broad, involuntary infringement of citizens’ privacy when 
the authorities collect extensive information about the whereabouts and the call and 
text-message histories of the entire population.9

Of course, analysis of the data by the healthcare authorities or by private companies on 
behalf of the healthcare authorities, in accordance with their demands and under their 
supervision, is preferable to having the data processed by intelligence organizations. 
This for several reasons. One is the importance of transparency — as well as public 
and judicial oversight — of the scope of the technological capacity, data collection, 
and the use made of it. Another is the fact that the healthcare authorities are not an 
investigative and enforcement body, meaning that there is no fear that information they 
acquire will be used for law enforcement. On the other hand, the intelligence agencies, 
at least in some countries, already possess the technological skills for carrying out this 
task immediately, and at a much higher level of data security than civilian agencies can 
guarantee.

The second main form of digital contact tracing is based on made-to-order apps. The 
installation of such contact-tracing apps on individuals’ devices may be voluntary or 
mandatory, and their architecture may be centralized or decentralized.10 

The main debate over the use of such apps has to do with the degree of centralization. 
A centralized approach means that if a user tests positive for the coronavirus and 
voluntarily informs the app, the contact data that the app has stored on the user’s phone 
is transmitted to the national healthcare agency, where it is decoded and processed. 
A decentralized approach involves sending the information directly to the other users 
of the app, in which case the data is decoded and processed on each user’s cellular 
device. 

Most democracies that have chosen to use digital contact tracing executed it via 
a voluntarily installed contact-tracing app. Most of them opted for a decentralized 
architecture app due to a rare instance of cooperation between Google and Apple 
which demanded it as a precondition.11 The two tech giants released in mid-May an 
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application programming interface (API) that makes it possible to develop and install 
apps that rely on the operating system’s background Bluetooth signals. The companies 
stated that the new API would be available only to contact-tracing apps operated by or 
for governments or healthcare services, as part of the battle against the spread of the 
novel coronavirus, and would support only the decentralized approach.12 The positive 
side of the decentralized architecture — namely, allowing users to choose whether to 
forward the data to the authorities — has already influenced several countries, including 
Italy, Germany, Switzerland, and several states in the United States.13 

Nevertheless, the ramifications of this rare cooperation should also be noted. In fact, it 
expropriates the decision-making power regarding digital contact tracing away from the 
hands of governments, since not complying with Apple and Google requirements may 
impede the efficiency and effectiveness of the apps. Especially in Apple’s smartphones, 
these apps drain the devices’ battery and stop working whenever the device is locked 
or in sleep mode. France, Australia, and Singapore insisted on centralized digital 
contact tracing apps, emphasizing the need for app’s sovereignty and the importance 
of public health authority’s ability to know who was in physical proximity to a person 
with COVID-19 and therefore may be exposed to the virus.14 However, the apps they 
developed did not comply with Google and Apple requirements and therefore could not 
run in the background of the iOS operating system.15 In Singapore, it caused people to 
uninstall the app, leading the country to seek other solutions, such as providing people 
a smart token if needed.16 Australia and France face claims regarding the inefficiency of 
their apps in providing accurate contact tracing. France’s app, for example, managed to 
identify and warn only 14 people in its first three weeks, despite being downloaded by 2 
million people in a short time.17 It seems, therefore, that governments must either find 
a way to evade Google and Apple requirements or to avoid using BLE for their contact 
tracing technology. New Zealand, for example, released a Bluetooth-free contact tracing 
app that generates a digital record of public places a citizen visited by using QR codes.18  

Digital contact-tracing apps offer a number of advantages, including protecting users’ 
privacy at various levels; avoiding mass involuntary tracking; making users aware of the 
infringement of their privacy; and giving users control of the app’s various functions.

However, the app method has two major downsides. The first is that if the app does not 
upload data to a central server, a country lacks any tools to determine who must be sent 
into quarantine and to monitor their compliance.19 The second disadvantage is that the 
app makes it possible to trace contacts and notify only those who have installed it, and 
not the population as a whole. For this reason, major efforts must be invested in broad 
advertising campaigns to encourage the public to install the app.20

It is estimated that if 56% of the population in a country were to install the app, it may be 
sufficient for controlling the pandemic on its own, without any other form of intervention. 
However, much lower levels of app adoption could still be vitally important for tackling 
COVID-19.21 Another factor is the penetration of smartphones. In Israel, for example, 
where the ultra-Orthodox have religious scruples against the use of smartphones, 
approximately 600,000 of the six million cellphone owners in the country have only 
“dumb phones.”22

The government of India has required certain sectors of the population — such as essential 
workers, civil servants, and residents of regions defined as at high-risk for outbreaks — 
to install contact-tracing apps. Employers and residential compound managers in areas 
at risk are responsible for verifying that the app has been installed.23 In New Zealand, 
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it has been proposed to distribute special smartcards to the entire population in order to 
enable contact tracing, as a way to get around the need to install an app.24

As time passes, there has been growing criticism of the use of technology-based contact-
tracing methods. First of all, the weaknesses noted here mean that they cannot be relied 
on as a tool, and certainly not as the only tool, for deciding whether to stay home or go 
out and risk exposure to the virus. Some critics go further and assert that the technology 
provides a false sense of security that exceeds its capabilities.25 Second, epidemiologists 
maintain that despite the temptation to make contact tracing automatic and technology-
based, there is no substitute for human epidemiological studies, which are the only way to 
provide a full answer to the need to close the chain of infection and identify candidates for 
testing and quarantine.26 It is clear, then, that the main criticism of the method is the fear 
of misuse of the data, infringements of privacy, and heightened government surveillance 
of citizens.27 

Indeed, from a normative perspective, any digital contact-tracing technology provides 
a government with the ability to track various aspects of its citizens’ lives and habits 
is problematic, because it has the potential to be used for mass surveillance.28 This is 
especially troubling when the digital contact-tracing technology is based on location data, 
which can provide its collector — the government — with extremely sensitive personal 
information about its citizens.29 

However, as any basic human right, the 
right to privacy is not absolute. It must be 
balanced against other interests, rights, 
and values. With respect to digital contact-
tracing technologies, the main question 
is, therefore: What is the correct balance 

between the right to privacy and the right to health?30 The correct balance should be 
implemented via the principle of “privacy by design” — that is, examining the ramifications 
of digital contact-tracing technology for the appropriate balance at each stage of that 
information’s life, from collection to processing to transfer to the authorities, for use in the 
fight against the spread of COVID-19. 

THE DIGITAL CONTACT-TRACING SCALE
In a review we conducted to compare Israel to other countries, we looked at the policy 
instruments they have selected to permit digital contact tracing. We studied several 
European Union (EU) countries, the United Kingdom, several Asian countries (both 
democracies, South Korea and Taiwan, and those that are not democratic, Singapore 
and China), Australia, New Zealand, and the United States.

We compared the policy instruments each country implemented for the purpose of 
contact tracing and its rank on Freedom House’s “Global Freedom Scores” index, so as 
to investigate whether stronger democracies choose less invasive methods; the existence 
of explicit and up-to-date legislation for dealing with pandemics, which could reflect an 
organized structure of monitoring methods to deal with pandemics; the existence of up-to-
date privacy protection legislation that incorporates standards and directives for tracking 
citizens during states of emergency; other restrictive means, in addition to contact-
tracing, that have been imposed, such as quarantines and lockdowns; and the morbidity 
and mortality rates in each country.31

The right to privacy is not absolute. 
It must be balanced against other 
interests, rights, and values.“
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A survey of countries that have been employing contact-tracing technologies allows us to 
construct a scale. At one extreme is China. In China, the tracking of coronavirus patients 
was based on the means used to monitor all citizens in routine times. Cellular providers 
already forwarded their customers’ location data to the authorities, and surveillance 
cameras in public areas (supported by facial recognition based on artificial intelligence) 
make it possible to identify pedestrians, even if they are wearing a mask, and to estimate 
their body temperature. The close ties between the e-commerce giant Alibaba and the 
central government soon produced an application that all Chinese citizens have been 
required to install on their phones. The application can compute a health code for every 
citizen, based on an algorithm that weights the identities of all persons with whom they 
have come into contact, the places they have visited, and their symptoms. The health 
code, in turn, determines who is allowed to circulate in the public space and who is 
required to stay at home.32

At the other end of the scale are the European Union and countries that are bound 
by the GDPR and the EU’s electronic privacy directives. These provide that cellphone 
location data may be collected only with the consent of those tracked or in anonymized 
fashion — that is, in a way that makes it impossible for the authorities to associate a 
particular person with his or her location data. Deviations from this rule are permitted in 
an emergency, but only in a proportionate and democratic fashion.33

Because of these EU regulations, Italy34 initially enforced lockdown and quarantine 
orders only on the basis of reports by concerned neighbors and police patrols. The 
Italian cellphone providers (Telecom Italia, Vodafone, and WindTre) passed on only 
anonymous and statistical cellphone location data to the authorities, which made it 
possible to map large assemblies of people but not to locate individuals.35 However, with 
the end of the lockdown and gradual renewal of normal activity in the country, the Italian 
government released an app named Immuni to permit voluntary contact tracing based 
on BLE signals, with a decentralized architecture.36

In Germany, too,37 the legislation on pandemics subjects the collection and processing 
of individual data to the stipulations of the GDPR.38 The German Data Protection 
Commission emphasized that government access to the cellphone location data of 
confirmed patients or those in quarantine is problematic.39 At first, Germany did not go 
further than having Deutsche Telekom transmit anonymous and aggregate location data 
to the authorities. Now that the lockdown is ending, however, the German government 
also released a voluntary contact-tracing app based on BLE signals and a decentralized 
architecture.40

Switzerland,41 the United Kingdom,42 and Austria43 released a voluntary contact-tracing 
app based on BLE signals and employing the decentralized approach.44 France45 worked 
in the same direction and developed a technological tool that is intended to ease the 
lockdown and return to normal economic activity. France’s app employs BLE signals, but 
has a centralized architecture.46 

New Zealand47 closed its borders and imposed mandatory and strictly enforced 
quarantines for all visitors, with widespread lockdowns and social distancing measures. 
It began using digital contact-tracing technologies only when it reopened the economy, 
by means of NZ COVID Tracer, a voluntary and centralized contact-tracing app based 
on scanning QR codes when people enter various public facilities.48 Australia49 also 
released a voluntary contact-tracing app based on BLE signals and employing the 
centralized approach.50
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In the United States,51 the states of Colorado, Delaware, Florida, Georgia, Hawaii, 
Indiana, Iowa, Louisiana, Maryland, Missouri, New Mexico, North Carolina, Ohio, Oregon, 
Tennessee, Texas, and Vermont, as well as cities such as Baltimore and San Francisco, 
decided not to employ technological means for contact tracing, on the grounds of their 
inefficiency along with the preference for recruiting additional personnel to do the job.52 
Utah, by contrast, opted for a voluntary contact-tracing app developed by the social 
network startup Twenty. The app collects BLE signals, cellphone location data, and 
individuals’ contacts, which are stored on the company’s server and transmitted the 
healthcare agencies if a user tests positive for the coronavirus. Rhode Island, South 
Dakota, Virginia, and Washington state decided to employ contact-tracing apps which 
are not based on Google’s and Apple’s exposure notification API. Rhode Island’s 
app collects GPS and BLE signals, Washington’s app relies solely on BLE, and South 
Dakota’s app tracks location data. North Dakota, South Carolina, Alabama, and Virginia 
declared they will utilize a contact-tracing app based on Google’s and Apple’s exposure 
notification API.53

The Asian democracies, Taiwan and South Korea, fall somewhere between the two 
extremes of this scale. Taiwan is a relatively new democracy54 that has amassed recent 
experience in dealing with pandemics, especially SARS in 2003 and swine flu in 2009. 
Because of this history, the country has comprehensive legislation that regulates how 
the authorities deal with a pandemic, authorizes the healthcare service to conduct 
broad epidemiological studies, and impose sanctions on those who refuse to cooperate 
with it.55 When the coronavirus emergency broke out, the immigration and healthcare 
departments merged their databases, and the combined database made it possible for 
the government to identify those at high risk for infection and to fine-tune the quarantine 
directives for them.56 Cellphone location was used for those ordered into quarantine 
and for contact tracing. But the identifying data was available exclusively to the head 
of the Central Pandemic Command Centre. When action against those who violated 
quarantine orders was required, only the individual’s cellphone number was sent to 
the police. The identifying information transferred to the Central Pandemic Command 
Centre was deleted after 14 days.57 From the very start of the campaign, the government 
was careful to be as transparent as possible, in order to make it clear to the public 
that despite the emergency situation, the state still maintains its democratic values.58 
The government refused to employ facial recognition technology, and even though it 
developed a contact-tracing app that makes decentralized use of BLE signals, it decided 
not to deploy it as long as the outbreak remained under control.59 

In South Korea60 — which, like Taiwan, has recent experience in dealing with pandemics 
— the law permits people to refuse to take part in an epidemiological investigation, 
but they are subject to sanctions if this refusal cannot be justified.61 At the same time, 
the authorities impose strict confidentiality requirements on all information gathered, 
backed by heavy fines and prison terms for those who violate them.62 In South Korea, 
a smart quarantine system collected information about persons who arrived in the 
country from abroad; there is also extensive monitoring of confirmed patients and 
of those ordered into quarantine. New arrivals in the country are required to install 
an app to keep tabs on their medical situation and track their location. Those who 
violated a quarantine order are issued a geolocation bracelet (if they agree to wear it). 
The monitoring included cross-checking data on patients’ movements against those of 
anyone who might have been in their proximity, on the basis of cellphone location data 
received from the cellular providers, credit card firms, surveillance cameras in public 
areas, satellites, and information from the border control authorities and the airlines.63 
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However, in order to warn those who may have been near a confirmed COVID-19 patient, 
the South Korean government sent out messages with extensive information about the 
patient’s movements. Even though the information was anonymized, it was relatively 
simple to do a backward search and identify the patient and his or her habits.64

In Israel, the coronavirus pandemic struck at a moment of national weakness in two 
respects, political and structural. Politically, the country had conducted three national 
elections in the space of a year and was without a functioning parliament and run by 
a caretaker government that had not received a public mandate in more than a year. 
Structurally, Israel lacks up-to-date pandemic-control legislation and privacy protection 
legislation,65 and its healthcare system’s budget has been starved in recent decades.66 
In addition, there is an inherent tendency of the Israeli system to rely on the security 
forces — which enjoy ample funding and priority in terms of personnel, knowledge, and 
technology — to help out in times of emergency.67

Section 20 of the Public Health Ordinance, which was enacted by the British mandatory 
authorities and predates the state, authorizes the minister of health to declare that a 
disease is contagious, dangerous, and poses a severe threat to public health, and then 
to issue extremely broad directives in order to prevent or alleviate a pandemic.68 This 
includes the quarantining, detention, and surveillance of infected persons and those 
who come in contact with them. Relying on these powers, the Ministry of Health issued 
a blanket quarantine order for those who entered Israel from various countries abroad, 
for citizens who came in contact with confirmed patients, and others.69

In addition to these powers, §39(c) of the Basic Law: The Government (with quasi-
constitutional power, since Israel does not have a constitution) provides for the 
declaration of a national state of emergency. When a state of emergency has been 
declared, the government is empowered to enact emergency regulations that may 
modify or temporarily suspend the validity of any existing statute. In fact, Israel has been 
under a state of emergency since independence. Because it has never been revoked, 
when the coronavirus erupted the government was able to exploit the legal situation in 
order to approve a number of emergency regulations,70 which include digital contact 
monitoring of all Israeli citizens by the General Security Service. The GSS, Israel’s 
domestic secret service, is part of the Prime Minister’s Office; in normal times it acts 
against terrorists and dissidents. It operates in full and total secrecy, pursuant to a law 
enacted in 2002.71

Contact tracing by the GSS relied on cellphone location data, inasmuch as the GSS 
already had direct access to the cellular infrastructure in Israel. As emerged in retrospect, 
it routinely collects cellphone location data for all Israeli citizens,72 but stores them in 
a pool and makes no use of them in the 
absence of a court order.

No independent external body exercises 
oversight of the GSS and monitors its 
compliance with these restrictions.73 
The GSS Law74 does not require ex-ante 
judicial or quasi-judicial review of its activities. An ex-post (or post hoc) review can be 
carried out only by the attorney general, who does not have access to all of the relevant 
information and lacks enforcement powers if it turns out that something is amiss. In 
other words, the oversight exercised by the Knesset Intelligence Committee and by the 
attorney general is too little, too late.75 The government claimed that the GSS is the only 

”The oversight exercised by the Knesset 
Intelligence Committee and by the 
attorney general is too little, too late.
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entity that has the means to quickly and efficiently identify those who may have been 
infected by the virus. It added that since Israel had no functioning parliament at the 
time, there was no alternative to enacting emergency regulations by the government 
itself. The government stipulated limits on the GSS, such as a ban on transmitting 
information to any external body other than the healthcare authorities, an obligation 
to report to the attorney general, and an obligation to delete all information collected 
when the pandemic is over. It was emphasized that there would be no collection of the 
content of phone calls or text messages, but only of digital information about location, 
calls, and text messages.76

The emergency regulations gave rise to several petitions to the High Court of Justice,77 
asserting that they were enacted without any parliamentary oversight and infringed on 
the fundamental constitutional right to privacy in a disproportionate fashion. Already 
at the first hearing, the justices hinted that they would not allow continued use of the 
GSS under these emergency regulations.78 So in a late-night telephone meeting on 
March 24, the government of Israel decided to repeal the emergency regulations, and 
instead invoked an unprecedented and extremely broad interpretation of the GSS Law, 
to be approved by the Knesset Intelligence Committee, in order to authorize the GSS 
to continue to collect the data. The collection process, the information, its storage, its 
transmission to the health ministry, and its eventual deletion would be regulated by a 
confidential procedure to be approved by the attorney general. It was also stipulated 
that the GSS would not be in direct contact with any patients and would not be involved 
in monitoring or enforcing quarantine orders. After several meetings, the Knesset 
Intelligence Committee ratified the use of the GSS in this way.79

On April 26, the Supreme Court issued its ruling on the petitions, and held that the 
government’s expanded interpretation of the GSS’s powers was illegal. Given the 
severe infringement of the right to privacy, if the state wished to continue to deploy the 
GSS in the battle against the coronavirus, it must do so through explicit legislation. On 
May 4, the government decided to continue to rely on the GSS for contact tracing until 
June 16, and to sponsor legislation to this effect.80 Government lawyers went back to 
the court and declared that there was no alternative to the GSS and that its continued 
involvement in contract tracing was essential. At the same time, the government began 
to look into alternate contact-tracing technologies.81 

Then, on June 8, the Coronavirus Cabinet, an ad-hoc governmental committee 
composed of the prime minister and 13 ministers, decided to freeze the draft legislation 
and suspend the health ministry’s reliance on the GSS. But the door for its return was 
left open. 82

In the meantime, on March 22, the health ministry released a tailor-made contact-
tracing app named “Hamagen” (the Shield). Installation is voluntary. The app collects 
users’ cellphone location data and compares it with that of confirmed COVID-19 
patients, as found on the health ministry’s central server. Users’ cellphone location 
data are stored in the internal memory of their device and uploaded to the health 
ministry server (the centralized architecture), but only with the user’s consent, if he 
or she is determined to have contracted COVID-19. In the first days after its release, 
the app was found to be prone to error, due to the imprecision of cellphone location 
data and human mistakes in the input of information to the health ministry computer 
system.83 As a result of these false reports, as well as the absence of an extensive public 
campaign accompanying its launch to encourage installation of the app, only a small 
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percentage of the Israeli population downloaded it and left it active on their device.84 
In addition, the fact that app cannot be installed on the 600,000 “dumb phones” in 
the ultra-Orthodox sector left Hamagen as a supplementary tool to traditional human-
based contact tracing and to reliance on the GSS.

With the beginning of the second wave of the pandemic in Israel, the GSS was called 
again to the rescue. The government argued that the use of the GSS’s tool is critical 
for its ability to fight the pandemic while avoiding draconian lockdown steps. On July 
1, a minimized version of a law was enacted, with a limited validity for three weeks. 
According to this law, the government can use the GSS only when there is clear and 
present danger of pandemic spread or other exceptional circumstances, or when 
the number of total COVID-19 cases exceeds 200 on the day the Ministry of Health 
requests the GSS’s assistance or the day before it. Moreover, using the GSS is only 
allowed where it is not possible to complete contact tracing using other methods.85 
On July 15, a supplementary bill was introduced that suggests a combined use of a 
voluntary app in companion with the GSS’s tool.86 The bill paves the way for constant 
use of the GSS. 

However, so far there is no concrete proof that reliance on the GSS’s tool has been 
an effective policy that justifies its massive blow to democracy and to human rights in 
Israel. According to the daily COVID-19 tracking data the Ministry of Health published 
and the reports it files to the Knesset’s Intelligence Service Subcommittee, on average 
the GSS’s tool identifies only three in every 10 new COVID-19 cases.87 Moreover, the 
Ministry of Health admitted that more than 12,000 citizens — out of the 70,949 it has 
ordered to get into quarantine based on the GSS’s tool — were mistakenly identified, 
which means it has a false positive rate of 16 to 20%.88 

FIGURE 1: SUMMARY OF THE COMPARISON BETWEEN ISRAEL AND OTHER COUNTRIES

Country
Freedom House 
Global Freedom 
Score

Legislation 
for epidemics 
(excluding special 
laws or orders 
triggered by 
the COVID-19 
pandemic)

Privacy 
legislation Technology

China 10, not free

Centralized mandatory 
mass surveillance, facial 
recognition, and social 
scoring

Israel 76, free Public Health 
Ordinance, 1940

Protection of 
Privacy Law, 
5741-1981

Centralized mandatory 
mass surveillance

GPS-based, by the GSS; 
oversight by the Knesset 
and Supreme Court
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Taiwan 93, free
Communication 
Disease Control Act 
2004

Personal Data 
Protection Act 
1995

Centralized, transparent, 
civilian-run (by health 
authorities) but mandatory 
mass surveillance; GPS-
based

South Korea 83, free

Infection Disease 
Control and 
Prevention Act 
amended in 2015 
following the Middle 
East Respiratory 
Syndrome (MERS) 
outbreak

Personal 
Information 
Protection Act 
2016, the Act of 
the Promotion of 
Information and 
Communication 
Network 
Utilization and 
Information 
Protection 2016

Centralized, transparent, 
civilian-run (by health 
authorities), but mandatory 
mass surveillance

GPS-based; cross-
checking of data 
from the immigration 
authorities, airlines, credit 
card companies, and 
surveillance cameras in 
public areas

New Zealand 97, free

Civil Defense 
Emergency 
Management Act 
2002, Epidemic 
Preparedness Act 
2006

Privacy Act 1993

Centralized voluntary app; 
QR code-based

As part of the reopening 
of the economy, a new 
centralized but voluntary 
contact-tracing app based 
on scanning QR codes at 
the entrances of public 
places

Australia 97, free Public Health Act 
1997

The Privacy Act 
1988

Voluntary app; BLE-based; 
centralized

France 90, free GDPR Voluntary app; BLE-based; 
centralized

United 
Kingdom 94, free

Public Health 
(Control of Disease 
Act 1984), the Civil 
Contingencies Act 
2004

The Data 
Protection Act 
2018

Voluntary app; BLE-based; 
decentralized

Switzerland 96, free Epidemics Act 2016 Data Protection 
Act 1992

Voluntary app; BLE-based; 
decentralized

Germany 94, free Protection Against 
Infection Act 2000 GDPR Voluntary app; BLE-based; 

decentralized

Austria 93, free Epidemics Act 1950 GDPR Voluntary app; BLE-based; 
decentralized

Italy 89, free Consolidated Health 
Laws GDPR Voluntary app; BLE-based; 

decentralized
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The main differences among various countries can be summarized as follows: 

•	 All the countries studied employed various data-collection and tracking technologies 
to deal with the pandemic.

•	 Some European countries, Australia, New Zealand, and the Asian democracies 
have specific, up-to-date legislation for dealing with pandemics, which also relate to 
methods of digital data collection during the crisis. In Israel, the relevant legislation 
is very old (1940)89 and obviously has nothing to say about digital data collection.

•	 The European countries, Australia, New Zealand, and the Asian democracies have 
up-to-date privacy protection legislation; the Asian democracies are in the process 
of modifying theirs in order to receive the European Commission acknowledgement 
of their adequacy under the European GDPR.90 The privacy protection legislation 
in Israel is out of date, but efforts are being made to achieve adequacy with the 
GDPR.

•	 Cellphone location data is used to track specific individuals and conduct 
epidemiological studies or enforce quarantine orders in Asian countries and in 
Israel, but not in most European countries91 or in the United States. The Asian 
democracies do this by virtue of existing legislation that permits tracking. In Israel, 
it required emergency legislation and later on a specific law.

•	 Of all the countries we looked at, only in China and Israel were the intelligence 
agencies involved in the collection of tracking data. The cellular providers and 
other companies transmit cellphone data directly to the healthcare authorities 
who deal with the coronavirus pandemic and not via the intelligence agencies or 
security organizations.

•	 In all the democracies we studied, digital contact tracing is carried out exclusively 
by means of the voluntary installation of Bluetooth-based applications (except 
for New Zealand, which uses a contact-tracing app based on QR codes). The 
disagreements relate to where the anonymized data is decoded and processed in 
order to identify those who spent time in physical proximity to confirmed COVID-19 
patients, so that the person can be quarantined. Supporters of the decentralized 
approach prefer that the decoding and decision as to whether a person must enter 
quarantine is on his or her own cellular device; those who favor the centralized 
approach want to leave the control of decoding and contact tracing to the national 
authorities, so that they can produce an up-to-date picture of the extent of the 
virus’s spread and monitor compliance with quarantine orders.92

•	 Taiwan and South Korea, whose approach is more invasive of privacy, minimized 
the infringement of other fundamental freedoms, notably freedom of movement. 
The insistence on transparency in Taiwan and South Korea stood out.

WHERE ISRAEL SITS ON THE SCALE
The Israeli decision to deploy the GSS to conduct digital contact tracing was an extreme 
and unprecedented move. The GSS has never been used for domestic surveillance 
on such a scale. Unfortunately, the decisionmakers viewed this infringement of the 
constitutional right to privacy as marginal and justified. Even if they were apprehensive 
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about granting such powers to the GSS, the greater fear was of harm to the GSS 
itself because of the change in its operational genome and the possibility that it be 
compelled to make some of its operating methods public. Even when the COVID-19 
curve of infection was flattened in May, with an average of 38 new COVID-19 cases per 
day,93 and the economy began to return to normal, the government was unwilling to 
stop using the GSS and announced its intention to amend the current GSS law in order 
to permit its continued use for contact tracing.94  

The Coronavirus Cabinet decided, on June 8, to freeze the draft legislation and suspend 
the health ministry’s reliance on the GSS. But it was only a temporary break.95 With the 
increase in COVID-19 new cases per day, the bill was re-introduced as a temporary law 
for three weeks,96 and a broader bill was passed in the Knesset two weeks later.97

On the scale presented above, Israel is 
very far from the approach of the GDPR 
countries and Australia, New Zealand, 
and the United States, which from the 
very start stipulated that centralized 
involuntary data collection is illegal, even 
in a state of emergency. It even went a 
step beyond the Asian democracies, such 
as South Korea and Taiwan, with their 

centralized involuntary collection of cellphone location data — but those countries did 
not involve their security forces, secret services, and law enforcement agencies (rather, 
the information collected passed directly from the telecommunication companies to 
the healthcare authorities). Israel effectively positioned itself on the scale between 
the Asian democracies and China, an extremely problematic place, and far from all 
of the democracies we examined. This is an uncomfortable and troubling conclusion 
for Israeli citizens, who find themselves exposed to a very broad infringement of their 
rights, perhaps the broadest since the birth of the state. We may assume that it will 
also influence Israel’s ranking on international democracy indexes, as well as perhaps 
influence the European Commission’s decision as it considers whether Israel’s privacy 
legislation is comparable to the European privacy legislation and hence should be 
declared again as adequate under the GDPR.98

In fact, the coronavirus pandemic is not only a biological incident, but also a political 
event that reflects the relationship between the country and its citizens, and that 
interacts with human behavior, social institutions, a culture of obedience, and a history 
of confidence in the government. It is precisely for this reason that the Israeli case is 
complex, as we will now show in greater detail.

The strength of its democracy does not seem to guarantee a 
country’s effective response to the pandemic

For various reasons, including due to the quarantine on all those entering the country 
and lockdowns imposed at a relatively early stage of the pandemic, Israel has been 
able (at least so far) to avoid a tragedy of historic proportions with regard to morbidity 
and mortality rates. “Our success is not based on genetics or climate,” declared Prime 
Minister Benjamin Netanyahu in a speech about Israel’s impressive achievements 
in its fight against the coronavirus. He added: “The success is based on three basic 
things: first of all, the quick and carefully planned steps we took at the beginning of 

Israel effectively positioned itself 
on the scale between the Asian 
democracies and China, an extremely 
problematic place, and far from all of 
the democracies we examined.

“
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the worldwide crisis — sealing the borders, home quarantine, and digital tracking.99 
What is more, Israel did not adopt a neoliberal policy — giving precedence to avoiding 
economic damage and protecting the interests of the powerful — but took drastic steps 
aimed at protecting grandma and grandpa.100 For Israeli leadership, the general public 
welfare and the social compact between the state and its citizens, so as to maximize 
the common good, justified the grave blow to individual rights.

Similarly, the Asian democracies that took an instrumental attitude towards the 
involuntary collection of private data dealt with the pandemic successfully. Taiwan 
and South Korea used cellphone location data to identify chains of contagion, order 
people into quarantine, and enable the healthcare system to gear up for the next wave 
of infection. They also cross-checked cellphone location data against databases on 
people’s age, medical history, and travel abroad, in order to identify super-spreaders. 
New Zealand, which is a strong democracy, depended on widespread lockdowns 
and social distance measures, but implemented a voluntary and centralized contact 
tracing app, based on scanning QR codes, only when it reopened the economy.101 By 
contrast, the United States, which is also a strong democracy, as well as European 
countries subject to the GDPR, failed miserably, as judged by the public health results.

FIGURE 2: SELECT COUNTRIES’ COVID-19 DIGITAL CONTACT-TRACING MODELS
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The crisis was turned into a matter of national security

To no one’s surprise, Israel was revealed to be a country in which problems that affect 
society, economy, and government are translated into issues of national security.102 
This was evident both in the rhetoric of the campaign against the coronavirus, as if it 
were some type of human enemy, and in the reliance on the Israeli defense and security 
establishment for support in many areas:103 the provision of services (running hostels 
for COVID-19 patients, supplying food to neighborhoods under lockdown, running 
public relations and public information campaigns); R&D projects for developing better 
contact tracing technology and in search for vaccines; delegating the intelligence 
agency Mossad to purchase medical equipment abroad; and more. 

Furthermore, a well-known Israeli cliché has it that “Israel isn’t a country that has an 
army, but an army that has a country.” During an emergency, it is only logical to rely 
on the military forces, which are well-fed in normal times, whereas those that survive 
on lean budgets, such as the healthcare system, are apt to collapse. In the end, it’s all 
Israeli taxpayer money. 

In addition to the organizational culture of dependence on the security establishment, 
Israelis express very high confidence in it, surpassing their trust in any other institution 
(including the Supreme Court, the Knesset, the government, the police, political 
parties, and the media). This is a long-standing phenomenon corroborated by the 
findings of the Israel Democracy Index survey, which the Israel Democracy Institute 
conducts annually.104 According to a special survey conducted in late March 2020, 51% 
of the public believes that management of the coronavirus crisis should remain with 
the health ministry, while the other half of the population think it justified to transfer 
this responsibility to the Ministry of Defense and Israel Defense Forces (IDF).105 

Even though public trust in the secret services is not assessed in the annual Democracy 
Index survey, it is likely that Israelis see the GSS as a branch of the armed forces. In 
fact, in another survey conducted in late March 2020, 63% of the Jewish public in 
Israel and 38% of the Arabs responded that they rely on the GSS to make responsible 
use of the data collected for the purpose of contact tracing. 

Taking into account the broader context, the reliance on the GSS and its surveillance 
systems seemed to be perfectly understandable during the first wave. However, in 
our opinion, enlisting the security agencies to carry out activities that are not exactly 
humanitarian in nature, but are intrusive military policing actions — such as sending 
troops to accompany police units to enforce quarantines and lockdown orders, or to 
collect information about the civilian population — broadcasts a troubling message. 
First of all, with regard to the population, the practical implication is that technology 
or other capacities intended for use against an enemy may ultimately be deployed 
against citizens as well. Second, even if security agency personnel have been taught to 
think that their unrestricted activities (exceeding both physical, legal, and moral limits) 
are justified in a war against an enemy, now they are being asked to wield them against 
Israeli citizens — more precisely, against their own family and friends.

The democratic system still has checks and balances.

Israel is not the only country that took advantage of the coronavirus emergency to 
infringe on human rights. Countries such as China and Russia saw the pandemic as 
a golden opportunity to expand the state’s coercive powers over citizens and to use 
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technology in order to identify, track, acquire knowledge, and intimidate. When the 
pandemic dies down, they will find some other excuse, and the heightened surveillance 
will continue. In Israel, too, the decisionmakers’ obstinate insistence on continued use 
of the GSS and rejection of alternatives corroborate the claims about the slippery slope 
whose bottom is unpredictable. In addition, Israel finds itself in the company of illiberal 
democracies such as Poland, Turkey, Bulgaria, and Hungary, which exploited the 
coronavirus in order to strip people of their civil rights and to ignore their parliaments 
and courts. The number of emergency regulations enacted by the government of Israel 
from March to June exceeds the figure for any period in the past, including in the most 
serious emergencies the country has known.106 They dealt a severe blow to citizens’ 
rights and to the regulation of extensive areas of economic and civilian activity, with 
contact tracing being only one of them.

What is more, Israel’s problematic political situation at the start of the crisis — three 
hung elections over the course of a year, a newly elected parliament that had not yet 
convened for the first time, no elected government, and Prime Minister Netanyahu’s 
trial on corruption charges scheduled to begin in mid-March107 — added to fears around 
the sweeping use of emergency powers. Moreover, there was a heightened suspicion 
that the prime minister had a conflict of interest, both because of the pressure he 
exerted on coalition partners to join him to cope with the emergency, and because 
of his desire to postpone the start of his trial. Many saw the use of the GSS for mass 
surveillance as an attempt to over-dramatize the situation, in pursuit of the prime 
minister’s other goals.

On the other hand, taken as a whole, the digital contact tracing case reveals that 
Israel does have a functioning system of checks and balances. Civil society spoke out 
loudly and kept the issue on the public agenda. Appeals to Knesset members and 
High Court petitions led to significant curtailment of the original government decisions. 
The Knesset Foreign Affairs and Defense Committee held hearings and demanded 
a greater degree of transparency than the government had planned on.108 The High 
Court ruled that the GSS could not be given such sweeping powers purely on the basis 
of a government decision, and twice ordered the government to obtain parliamentary 
approval for its policies.109

What is more, and somewhat paradoxically, the coronavirus emergency ultimately 
generated political stability and facilitated the establishment of an elected government 
and functioning parliament, after a year of paralysis. The absence of checks and 
balances was manifested mainly against pressure groups in the Israeli political system, 
first and foremost the ultra-Orthodox. It was not demonstrated against the court or 
parliament. In part, it was because most members of the ultra-Orthodox sector do not 
use smartphones that the government opted for mass involuntary contact tracing by 
the GSS, rather than the voluntary installation of cellphone applications.110 

The role of trust and compliance versus coercion

Strong democracies like Sweden, the Netherlands, and Germany elected to base 
their response to the crisis on the population’s sense of civic commitment. They 
could assume that their citizens’ self-discipline would make them show concern for 
themselves and for others, and in effect forged trusting relations with the people. The 
Asian democracies went for transparency, open communication, and accountability, 
combined with a strong social safety net, which was crucial for creating the public trust 
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required for the strict monitoring methods they employed.111 The Israeli management 
of the crisis was essentially one of command and control. The government enacted 
regulations instead of relying on the public’s self-discipline and preferred a compulsory 
system of monitoring and enforcement by the GSS, the police, and the military. There 
was no transparency about decision making processes, and the information required 
to critique them was not made accessible. The reliance on the GSS, a top-secret agency 
by definition, meant that the procedures and regulations for the technologies used 
were not transparent to the public; the same applies to the parliamentary discussions 
about them. In recent weeks, the working paper drafted by the National Security 
Council to examine alternatives to the use of the GSS has also remained under wraps.

On the surface, conditions were ripe for public unrest and skepticism. However, 
the reliance on the GSS does not seem to have reduced citizens’ confidence in the 
government or willingness to comply with draconian rules. 

The explanation for this lies in the complexity of the relations between the authorities 
and citizens in Israel. The regime has many different entities. Public confidence in 
them was uneven before the pandemic, so the response to their instructions and 
faith in their good judgment was not uniform. Israelis tend to trust the military and 
other security agencies,112 and this may explain the relative equanimity with which 
they accepted the decision to conduct widespread tracking. On the other hand, Israeli 
citizens have less confidence in the education system, so when the schools reopened, 
many parents chose not to send their children back to the classroom.113 

With the beginning of the second wave of the pandemic and the re-authorization of 
the use of the GSS under the law,114 70,949 people received text messages from the 
Ministry of Health notifying them that they have been in contact with a person with 
coronavirus and thus have to self-isolate. Of them, 70,051 were identified solely by the 
GSS.115 Many people thought their identification as being in contact with a person with 
coronavirus was a mistake. However, it was difficult and even impossible to appeal the 
isolation directive. The Ministry of Health Hotline has been receiving many phone calls 
and collapsed. Many people waited for a very long time, and some phone calls got 
disconnected.116 The media discussed this matter intensively and there was a growing 
acknowledgement that the GSS’s tool is not as efficient as it was claimed to be.117 
Still, the general public did not criticize the use of the GSS’s tool itself. Rather, public 
dismay focused mainly on the large percentages of mistakes in the identification of 
people who were in contact with a person with coronavirus, and the Ministry of Health 
was perceived as responsible for that. Public anger was directed to the Ministry of 
Health’s failure to process all the isolation appeals and the collapse of its hotline.118 
Therefore, an additional survey conducted by the Israel Democracy Institute in mid 
July 2020, while Israel is experiencing a “second wave” of the pandemic, revealed a 
collapse in public confidence in both the prime minister and the health authorities.119
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FIGURE 3: TRUST IN THE INDIVIDUALS AND GOVERNMENT PROFESSIONALS LEADING 
ISRAEL’S FIGHT AGAINST THE CORONAVIRUS (%, GENERAL PUBLIC)

Source: Israel Democracy Institute120

We must also take account of the culture of obedience.121 In countries with a strong 
tradition of ignoring government instructions, such as Italy, leaving citizens to make 
the decision about entering quarantine and sharing information seems to have 
directly contributed to the scale of the disaster.122 It is possible that in Germany, for 
example, with its stricter culture of compliance, it is easier to get people to use tracking 
applications. Israeli society is less compliant, so one may wonder whether a wholly 
voluntary model would work here.
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RECOMMENDATIONS
The fact that the coronavirus pandemic erupted so surprisingly required many countries 
to make rapid, on-the-fly decisions of principle and practice about the balance between 
public health and the right to privacy. Technological advances, such as the creation 
of cellphone apps, also took time. In the interim, from a global perspective, the first 
serious wave of contagion seems to have passed. But the fear of future waves, including 
a combination of influenza and a COVID-19 outbreak in the coming winter, as well as 
the lessons we have learned that can be applied to possible future pandemics, requires 
that we draw conclusions and make recommendations.

Based on our comparative survey and the Israeli experience, we believe that exclusive 
reliance on voluntary cellphone apps cannot provide an adequate solution for digital 
contact tracing, should there be a new outbreak of the pandemic, despite the clear 
advantages of such apps for the protection of privacy. There are two reasons for this. 
First, if we are talking about apps based on the decentralized architecture described 
above, the healthcare services lack the capacity to conduct sufficient centralized 
tracking of a chain of contagion and of morbidity as a result of infection.123 The second 
reason is the fear that not enough people would install these apps on their phones, so 
it would be impossible to rely exclusively on this means for broad and effective contact 
tracing. The experience in Singapore and Israel supports this concern.124

Given these disadvantages, we can envisage one of the following scenarios when the 
virus strikes again:

1. Minimal or no use of technology for contact tracing, even though such technology 
exists and can be helpful. There may be attempts to deal with the pandemic in other 
ways, such as extensive random checks of the population, with the downside being that 
they cannot be relied on if there is a shortage of test kits; or human epidemiological 
studies, which have many disadvantages, including their lack of scalability, people’s 
imperfect memories, and the inability to determine who was close to super-spreaders 
(such as on trains). There is also the practical difficulty of publicizing confirmed patients’ 
contact history and reaching those who should be going into quarantine, as well as the 
fear that people whose contact history is published could be reverse-identified, even 
if their names are omitted. In any case, in this scenario, a significant technological 
advantage for dealing with the pandemic is lost.

2. Replacement of voluntary apps with extensive involuntary digital contact tracing. 
This could include centralized data collection from cellular providers and deploying 
security agencies and secret services that regularly engage in such activities against 
enemies, terrorists, or dissidents. The justification for this, of course, would be saving 
lives, relying on the fact that even if the app-based method fails, there are good reasons 
to continue with digital contact tracing, and it is appropriate to employ any available 
technology to do this. This scenario could turn democratic countries, especially weaker 
democracies that — unlike Israel — do not have a strong system of checks and balances, 
into surveillance dictatorships.

We propose a middle way between the first and second scenarios, focusing on the 
search for solutions to the problems associated with the use of cellphone apps, even if 
some of these solutions lead to a greater infringement of privacy than does the voluntary 
reliance on decentralized apps. With this in mind, it is necessary to draw up a plan for 
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a broad and active campaign to encourage installation of the apps and to prefer the 
centralized approach that requires users testing positive for the coronavirus to transmit 
the contact history stored on their cellphone to the central server of the health services.

Our recommendations are as follows:

•	 The purpose of tracking must be strictly limited. Tracking intended to identify 
contacts must be limited exclusively to the need to inform those exposed to a 
confirmed COVID-19 patient that they must enter quarantine. General analyses to 
support policymaking (such as drawing maps of contagion hotspots, presenting 
data graphically, forecasting, and developing advance preparation systems) should 
be based on aggregate data only (or at least on anonymized data). Comprehensive 
analyses to determine policy that are based on identifying individual information 
must be rejected as disproportionate.

•	 Agencies that have enforcement and investigative powers should not be 
permitted to engage in contact-tracing activity. There are essential differences 
between civilian agencies that collect information, such as the healthcare system, 
and organizations that collect information but also have investigative or enforcement 
powers. These differences relate to how they operate the limits on their powers, 
and the bounds of their responsibility. Entities of the second type should not be 
permitted to collect data.

•	 Any infringement of privacy must require the individual’s consent. The fact that 
this is a civilian crisis, the severity of the infringement of human rights, the breathing 
room we now enjoy because the pandemic is easing, and the need to achieve 
citizens’ trust mean that installing cellphone apps must be voluntary, rather than 
compulsory for centralized data collection.

•	 People must be encouraged to install apps on their cellphones.	 S u b s t a n t i a l 
advertising and public information campaigns are required to encourage people 
to install these apps, similar to that employed in Australia when the government 
launched its campaign to encourage citizens to install the COVIDSafe app.125 Some 
of this publicity effort must be based on empowering users: They need to receive an 
explanation of why to use of the app and of the moral context of helping other people, 
how the app works, and what privacy protection are incorporated in it. Concepts 
from behavioral economics should be utilized to increase the app’s penetration 
among cellphone users. For example, those who install it could be given priority 
for certain public services (assistance grants, or various permits and certificates) 
or offered material benefits (coupons or discounts). The opt-out model, in which 
the app is installed by default on all cellular devices but users have the option of 
removing it, should be adopted.126 Certain sectors of the population or residents of 
specific regions in which there is a high incidence of coronavirus infections should 
be required to install the app. Indirect means to encourage the installation of the 
app can be applied, such as by making the use of public transportation conditional 
on its installation, or requiring shop owners to verify that customers entering their 
store have done so. As we see it, this method is far preferable than requiring people 
to identify themselves before they can enter stores and shopping malls, as has 
been proposed in various places. Employers should be required to verify that their 
workers have installed the app as a condition for coming back to work. This system 
would avert a situation in which employers collect unneeded information about 
workers or decide to develop their own apps and require workers to install them.
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•	 Solutions must be found for those who do not own smartphones. Those who do 
not own smartphones or do not wish to install the app should be allowed to use a 
smartcard, the size of a credit card, which operates in similar fashion as the app 
(this has been proposed in New Zealand).127

•	 Transparency and trust are important. When information is transmitted to a 
central computer controlled by the state, which also has the keys for decoding 
the information, there is a fear that individuals could be reverse-identified and 
exposed. For example, linking to the IP address of an individual’s cellular device 
makes it possible to determine the owner’s home address and identity. The state, 
or commercial entities that get access, could misuse the information.128 So even if 
the use of tracking technologies is justified and imperative, it must be accompanied 
by effective parliamentary, administrative, and judicial oversight to verify that 
the conditions for data collection, processing, use, and security are respected. 
Reporting and transparency provisions — what information is collected, for what 
purpose, and when it will be deleted — must be imposed. There must also be a way 
to appeal orders to enter quarantine.

CONCLUSION
The coronavirus pandemic caught the world at a historic moment of tracking and 
monitoring technologies with impressive capabilities. When lives are at stake, it is 
logical and even imperative to make use of every available technology. The question, 
as in other contexts of life, is one of proportion. Who tracks, who is tracked, what 
information is collected, and who supervises all of this?

Personal information is power. Governments and private entities that possess extensive 
information about large swaths of the population have vast power to control, engineer, 
and influence. History teaches us that extreme and extraordinary events can generate 
quantum leaps in the efforts to amass information and engage in mass surveillance. 
In the United States, the 9/11 attacks turned the internet and telecommunication 
networks into the largest espionage enterprise in history. The Summer Olympic games 
in Beijing in 2008 were the occasion for a further tightening of the surveillance noose 
on the Chinese population. Today, with the coronavirus pandemic, China has gone 
even further, not just tracking telephones but also using facial recognition systems. 
The fear is that there will be no retreat from the new level of surveillance after the 
trigger event has passed, and that closer surveillance will remain with us. In addition, 
every such leap creates a new technological ecosystem that proposes ideas, products, 
and technologies to make them possible.129

The bottom line is that the methods that each country comes to perceive as acceptable, 
reasonable, and inevitable, will be with us forever. The Israeli experience shows that 
the road to mass surveillance by the intelligence service is not a very long one, even 
where meaningful checks and balances exist. So that other democracies, too, can 
stop before they reach this point in reaction to future pandemics — and in order to 
avoid falling down a slippery slope later on — we must work today to draft new policies 
and plans that recognize the need for compromising on some aspects of the right to 
privacy.
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