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INTRODUCTION

atient privacy and the protection of confidential information are vital elements of the patient-

physician relationship. They ensure the patient autonomy and trust in physicians, without

which patients would be much less likely to seek medical care.! Over the past two decades,
these values have been primarily governed and protected under the Health Insurance Portability and
Accountability Act of 1996 (HIPAA).2 Recent digitization of the U.S. health care system, however,
has led to unprecedented challenges with regards to patient privacy, as more personal information is
being collected, archived, and transmitted electronically between multiple parties.®>-* Responding to
these challenges, the Office for Civil Rights (OCR) at the Department of Health and Human Services
(HHS), implemented the most significant changes to the health care privacy law in a decade by
publishing the final HIPAA omnibus rules on January 25, 2013.%

Prior to the omnibus rules, only covered entities, which are defined as “health care providers who
conduct health care transactions electronically, health plans, and health care clearinghouses,”
were subject to HIPAA regulations. The omnibus rules expanded the reach of HIPAA to include all
business associates that “create, receive, maintain, or transmit protected health information.” After
the implementation of the omnibus rules, business associates not only had to comply with HIPAA,
but more importantly, could potentially be held civilly and criminally liable in the case of a privacy
breach.” This paper presents the results of an analysis of the effects of this policy on the volume of
privacy breaches among business associates.

While the importance of patient privacy has been known to physicians for centuries—they have been
taking the Hippocratic oath to protect itt—the new era of modern medicine extends the importance
of privacy from the realm of medicine to economics and technology. As medical science advances
and health care systems become more complex, an increasing number of professionals are involved
in a patient’s medical care and need to have access to confidential information. For example, many
modern technologies and health care managerial plans rely on the free flow of data between different
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parties. The professionals managing these technologies and programs are not caregivers and do not directly provide

medical services to patients, but they facilitate the provision of medical care by increasing efficiency in management

and administration—and their access to confidential information is necessary. However, unless the confidentiality

of patients’ information is taken seriously and adequate protections are put in place to safeguard privacy, many

patients will remain reluctant to share their medical information with those who are not directly involved in their care.
Without addressing patients’ privacy concerns, then,
technologies such as health information exchanges and
economic and managerial plans such as accountable
care organizations will not succeed.®-"?

Despite the theoretical importance of privacy, prior to
the omnibus rules, the business associates of covered
entities did not have strong market-based incentives to
protect patients’ privacy.” The HIPAA omnibus rules filled
this gap by holding business associates to the same
standards as covered entities. In addition, by creating
civil and criminal penalties to hold them accountable,
the omnibus rules incentivized business associates to comply with HIPAA and safeguard patients’ privacy. Had
this happened sooner, it could have potentially prevented some privacy breaches from occurring. The purpose of
this research is to investigate the extent to which the implementation of the HIPAA omnibus rules have reduced the
frequency of privacy breaches among business associates.

STUDY DATA & METHODS

DATA SOURCE

To conduct our analysis, we use publicly available data reported by OCR." The dataset lists all of the privacy breach
incidents in the United States between October 2009 and January 2017 that have affected more than 500 individuals.

STUDY DESIGN

To study the effects of the implementation of HIPAA omnibus rules on the frequency of privacy breaches among
business associates, we conduct an interrupted time-series design with control outcome variables. In this design, we
utilize the frequency of privacy breaches over a series of equally spaced time intervals among both covered entities
and business associates. The covered entities are akin to the control group in a randomized controlled trial. They
have complied with HIPAA since the beginning of our observation series, and because the omnibus rules did not
pertain to them, we can assume that the implementation of the rules did not affect the frequency of privacy breach
incidents among them. In other words, the frequency of breach incidents among covered entities should not be
affected by the implementation of the omnibus rules, but could be affected by factors unrelated to this study, such
as increased adoption levels of electronic health record systems.

On the other hand, business associates are akin to the treatment group in a randomized controlled trial. Since they
were the focus of the new policy, we can assume that the implementation of the HIPAA omnibus rules have reduced
the frequency of privacy breaches among them. Since factors other than the implementation of omnibus rules could

Center for Profiles in patient privacy protection 2

Technology Innovation
at BROOKINGS



B

have affected the privacy breaches in the health care sector in general, we use the difference between the numbers
of privacy breaches in the two groups as our dependent variable. For example, public awareness and concern over
privacy breaches may have increased over time and led both covered entities and business associates to be more
cautious in managing patients’ data. These factors affect the breaches in both groups. Examining the difference in
the breach incidents of the two groups, rather than focusing on the breach incidents of only one group, allows us to
detect and account for other trends that are unrelated to the implementation of HIPAA omnibus rules. This statis-
tical method, interrupted time-series analysis, is the strongest quasi-experimental research method to measure the
impact of policies on population level outcomes,'® and is being increasingly used to examine the effects of different
policies in health care settings.'®-"®

STATISTICAL ANALYSIS

We first conduct an interrupted time-series analysis using months as our time units. In this analysis, the dependent
variable is the difference between the number of privacy breaches in the two groups of business associates and
covered entities in a time interval. We fit the dependent variable in each period as a function of three explanatory
variables. First, a continuous variable that counts the periods since the start of the time-series. The coefficients
of this variable capture the time trends. Second, a binary variable that indicates the shift in policy. This variable is
equal to one if the period is post implementation of the HIPAA omnibus rules and zero if the period is before the
implementation of omnibus rules. The coefficient of the binary variable indicates whether there is a change in the
outcome variable immediately after implementing the rules. Third, a continuous variable that counts the number of
periods after the implementation of the HIPAA omnibus rules. The value of this variable in periods before the imple-
mentation of the rules is equal to zero. The coefficient of this variable indicates whether there is a change in slope of
the outcomes in the period after the implementation of the rules compared with the trend in the pre-implementation
period. To account for correlation in outcomes between consecutive periods, we follow the recommendations of
Penfold and Zhang'® and use the AUTOREG? procedure available in the SAS software to test and account for cor-
relation in our dataset by including first order autoregressive parameters in our model.?!

LIMITATIONS

There are two limitations to this study. First, the observations in our dataset are limited to data breach incidents
that affected more than 500 individuals. Many smaller breaches affect fewer than 500 patients, but incidents are
not reported by OCR and thus are not included in our analysis. Second, in some rare cases, organizations may not
immediately realize that they have been the victim of a privacy breach and therefore may report such incidents to
OCR with some time lag. To overcome this limitation, we conduct a difference-in-differences (DID) analysis. Because
we use the incidents over the whole time interval before and after the policy implementation rather than using the
incidents per a specific and fixed time interval such as month or quarter, the estimates in this method do not suffer
from the possible time difference between an incident’s occurrence and reporting dates.

STUDY RESULTS

During the six-year study period, 1,819 breach incidents occurred, of which 279 incidents happened among business
associates. The remaining incidents occurred among covered entities, which, according to HIPAA definitions, include
health care providers (1,255 incidents), health plans (230 incidents) and health care clearing houses (four incidents).
As shown in Exhibit 1, on average, 2.08 privacy breach incidents take place per 1,000 professionally active physicians
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in the U.S. Exhibits 2 and 3 show the frequency of different types of breaches and the number of patients who are
affected by incidents enabled by covered entities and business associates, respectively. As shown in these exhibits,
the average breach incident from a covered entity affects 94,922 individuals, while the average breach incident from
a business associate affects 102,563 individuals. So far, these breaches combined have undermined the privacy
of 171,283,113 patients in the United States.

EXHIBIT 1: Distribution of privacy breach incidents per 1,000 professionally active
physicians in the U.S.

Bueach incidents per 1000 actve physicians —
(groupad in quaniiles) [ | oeee-131 :l13£2-1?‘95 -1?95-21-1-H
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SOURCE: Authors’ analysis of OCR data on breach incidents between October 2009 and January 2017.
NOTES: To calculate the breach incidents per 1,000 physicians, authors divided the number of incidents by the total number of professionally

active physicians in each state as reported by Henry J. Kaiser Family Foundation.?® The five color groups on the map represent the quantiles of
the calculated breach incidents per 1000 physicians.

EXHIBIT 2: Types of privacy breach incidents and the number of patients affected by
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them, among covered entities

1.3E8 4
- G600
1ER +
=]
pet
(&)
3 7.5E7 400
= %]
P E
i =
3 E
= 5ET
=
[ =
- - 200
2.5ET 4
0 T T T T T T 0
Hacking/IT Theft Loss Unauthorized Other Improper
Incident Access Disposal
Breach Type
[ Incidents I Individuals Affected |

EXHIBIT 3: Types of privacy breach incidents and the number of patients affected by
them, among business associates
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SOURCE: Authors’ analyses of OCR data on breach incidents between October 2009 and January 2017.

NOTES: Incidents that were described as “Unknown”, “Other”, or had a missing description were grouped together under the “Other” category.
In cases were the type of an incident was categorized in more than one group by OCR, the incident has been assigned to the primary group. For
example, we authors categorized an incident that OCR describes as “Theft/Loss” under “Theft”.

OCR announced the HIPAA omnibus rules on January 25, 2013. These rules became effective March 26, 2013,
with compliance required by September 23, 2013.% Exhibit 4 illustrates this period in the gray shaded area. As
shown there, privacy breaches occurred at a relatively constant rate of 3.3 incidents per-month among business
associates before the implementation of the rules, while privacy breaches occurred at an increasing rate among the
covered entities during that same time. After the implementation of the rules, breach incidents among both of the
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groups experienced an instant spike. We can assume that factors other than the shift in policy lead to this immediate
increase because it occurred in both groups, while the change in policy only pertained to the business associates.
Note that the immediate increase in the number of breach incidents is much larger among covered entities. This is
depicted by the widening gap between the number of breaches in the two groups, which continues to grow in the
months after the policy implementation. These observations show preliminary support for the effects of the HIPAA
omnibus rules on breach incidents among business associates. In the following section, we present the results of
the interrupted time series analysis. These results confirm our preliminary findings.

EXHIBIT 4: Trends of privacy breach incidents among covered entities and business

associates
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SOURCE: Authors’ analysis of OCR data on breach incidents between October 2009 and January 2017.

NOTES: Light gray area depicts 1/25/2013-3/25/2013 period. Dark gray area depicts 3/26/2013-9/23/2013 period. Red and blue solid lines re-
spectively represent regression lines among covered entities and business associates

As shown in the first panel of Exhibit 5, implementation of the HIPAA omnibus rules seems to have an immediate
effect on the number of breaches among business associates; however, over time, it leads to a decreasing trend
in the occurrence of breaches. Utilizing the covered entities as our control group adds insights to our analysis. As
shown in the second panel of Exhibit 5, the average number of breaches among covered entities increases by 3.75
units immediately after the full implementation of the omnibus rules. This effect indicates that there are factors other
than the omnibus rules in play and that the compliance deadline of the omnibus rules coincided with a spike in the
number of privacy breaches in the health care market. Based on this observation, one could argue that had the
omnibus rules not been in place, we would have observed a similar spike in the number of privacy breaches among
business associates. In the absence of omnibus rules, we would have expected the business associates to experi-
ence privacy breaches in a trend similar to that of covered entities, as they were before the announcement of the
rules. In other words, implementation of the rules has dampened the effects of an otherwise powerful driver of privacy
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breaches among business associates. The long-term effects of the rules are more salient in subsequent periods.
As shown in third panel of Exhibit 5, the difference in breaches between covered entities and business associates
continues to grow by 0.16 units per-month over time. We redo our analysis using different times as effective policy
implementation dates. In model two, we consider the beginning of the implementation period and in model three,
we consider the announcement date, as our as alternative effective dates for policy implementation. As shown in
Exhibit 5, the results from these models are consistent with those of model one.

EXHIBIT 5: The immediate and long-term effects of HIPAA omnibus rules on privacy

breaches

Model 1
2.5433% 9.8839"* 7.2349"*
Intercept (0.8428) (1.4287) (1.4572)
¢ 0.0388 0.1382%* 0.1035*
(0.0298) (0.0508) (0.0518)
. 1.3557 3.7497* 2.2391
Omnibus (1.2022) (2.0934) (2.1351)
. -0.1850*** -0.0258 0.1578*
t after Omnibus (0.1057) (0.0838) (0.0855)
Model 2
2.5048*** 9.7456* 74231+
Intercept (0.9023) (1.5540) (1.5657)
¢ 0.0422 0.1480** 0.1117*
(0.0365) (0.0630) (0.0634)
. 1.4165 15264 -0.0650
Omnibus (1.2162) (2.1086) (2.1245)
. -0.1604*** 0.0300 0.1849**
t after Omnibus (0.0487) (0.0836) (0.0842)
Model 3
2.7377* 9.8077"* 6.9654***
Intercept (0.8995) (1.5940) (1.6057)
; 0.0265 0.1435* 0.1224*
(0.0381) (0.0678) (0.0683)
. 2.1666" 1.4415 -0.8755
Omnibus (1.1801) (2.1122) (2.1277)
. -0.1456*** 0.0388 0.1791*
t after Omnibus (0.0482) (0.0851) (0.0858)

SOURCE: Authors’ analysis of OCR data on breach incidents between October 2009 and January 2017.

NOTES: In model 1, the effective date is the compliance deadline (09/23/2013). In model 2, the effective date is the beginning of the implementa-
tion period (03/26/2013). In model 3, the effective date is the announcement date (01/25/2013). In all models, variable denotes the time trend
and counts the months since the beginning of the time series, is a binary variable that indicates if the rules are in effect (any period after the effec-
tive date) and counts the number of months since the effective date. ***: P<0.01 **: p<0.05 *: p<0.10. Standard errors are shown in parentheses.

Exhibit 6 compares the actual and forecasted differences of breach incidents among covered entities and business
associates. We calculated the forecasted values based on the observed trend prior to the implementation date of
the omnibus rules and did not consider the immediate or long-term effects of the rules. The purple and green line
respectively show the actual and forecasted difference in breach incidents between the two groups. The actual
difference is 165 units more than the forecasted value had the HIPAA omnibus rules not been enacted. That is, the
rules have prevented 165 breach incidents among business associates. Considering that every breach among this
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group on average affects 102,563 individuals, we estimate that the HIPAA omnibus rules have protected the privacy
of 16,922,895 patients since their implementation on September 23, 2013.

EXHIBIT 6: Difference in breach incidents between covered entities and business associ-
ates, with and without HIPAA omnibus rules

SOURCE: Authors’ analysis of OCR data on breach incidents between October 2009 and January 2017.
NOTES: The purple line shows the actual difference in number of breaches between business associates and covered entities. The green line

shows the corresponding forecasted values. The lower values on the green line shows that in the absence of omnibus rules, the number of
incidents among business associates would have been closer to that of covered entities.
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As a robustness test, we also implement a difference-in-differences design to estimate the changes in average
monthly privacy breaches from the pre-implementation period to the post-implementation period of the HIPAA
omnibus rules among business associates compared to concurrent incidents among covered entities. As shown in
Exhibit 7, the average number of breaches per-month
among business associates is reduced by 0.73 units after
: the implementation of the rules. On the other hand, the

among this group on average average monthly breach incidents among covered entities
affects 102,563 individuals, we increases by 9.30 units. The difference-in-differences is

estimate that the HIPAA omnibus a reduction of 10.03 in the average number of breaches.
rules have protected the privacy These results are consistent with our findings from the

: . . former analyses and further confirm the role of the omnibus
of 16,922,895 patients since their raneryse -

: : rules in reducing the frequency of breach incidents.

implementation

Considering that every breach

EXHIBIT 7: Difference-in-differences of
breach incidents among business associates and covered entities, before and after im-
plementation of omnibus rules
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Business Associates 3.57 2.84 -0.73
(BA) (2.10) (2.88) (2.49)
Health Care Providers 13.27 22.57 9.30***
(HC) (4.35) (5.88) (5.10)

. -10.03***
Difference (HC-BA) (5.43)

SOURCE: Authors’ analysis of OCR data on breach incidents between October 2009 and January 2017.

NOTES: The values in the pre omnibus and post omnibus columns show the average number of monthly breach-
es in the two groups before and after the implementation of omnibus rule. The values in the third column show the differ-
ence between the values in the first two columns. The value in the last row is the difference-in-differences (DID). Significance
of the DID values is based on the t-test statistic. Standard deviations are shown in parenthesis. ***: p<0.01 **: p<0.05 * p<0.10

DISCUSSION

To the best of our knowledge, this is the first study that examines the effects of the HIPAA omnibus rules on reducing
the frequency of privacy breaches among business associates. Our results indicate that implementation of the
rules has led to a significant decrease in the number of incidents and thus has protected millions of Americans
from unwanted privacy exposures. Therefore, we conclude that the federal policy has achieved its intended goal
of enhancing privacy protection efforts and reducing the number of breach incidents among business associates.

Unlike business associates, we observe that covered entities have
experienced a growing number of breach incidents throughout
the study period. This becomes more worrisome as sophisticated
ransomware attacks have recently emerged as a new threat to
security and privacy in the health care sector.?? Further research
is required to investigate the reasons for the alarming growth
of breaches among covered entities. Moreover, we observe a

Given the findings of this
research about the positive
role of the omnibus rules on
reducing breach incidents

B

significant variation in number of incidents across states. For
example, while there are only 0.68 breach incidents per 100,000
physicians in the state of Maine, there are 6.16 incidents per the

among business associates,
the OCR’s decision to enforce

the regulation on smaller

same number of physicians in the state of Wyoming. Uncovering
the drivers of this state-level variation in the number of incidents
can be an interesting domain for future research.

breach incidents should lead
to even lower numbers of
breach incidents among both
covered entities and business
associates.

The findings of this research are particularly relevant to two
recent federal policies. First, OCR recently announced that it now
investigates smaller breach incidents that affect less than 500
individuals.?® Given the volume of resources required to conduct
such audits, it is necessary to have an understanding of their
potential benefits. This research estimates the effects of the omnibus rules and therefore enables the regulators to
conduct a cost-benefit analysis of their decision to enforce the rules on smaller breaches. Given the findings of this
research about the positive role of the omnibus rules on reducing breach incidents among business associates, the
OCR’s decision to enforce the regulation on smaller breach incidents should lead to even lower numbers of breach
incidents among both covered entities and business associates.
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Second, our findings have bearing on the Substance Abuse and Mental Health Service Administration’s (SAMHSA)
proposed update to the Confidentiality of Alcohol and Drug Abuse Patient Records, Title 42 of the Code of Federal
Regulations (42 CFR).?* Given the social stigma and sen-
sitivity of records pertaining to alcohol and drug abuse,
Without serious violation penalties, SAMHSA is proposing stricter regulations to ensure that

the Substance Abuse and Mental entities that collect and hold such records adequately
protect their patients’ privacy. Interestingly, the proposal
only includes a negligible criminal penalty of “$500 in the
cannot enforce these regulations case of a first offense and not more than $5,000 in the

appropriately and may not achieve case of each subsequent offense.” In comparison to pen-

their intended t o alties levied against HIPAA violations (which can total as
Sl nisnie el plifpetis o lrels much as $1.5 million), the penalties proposed in 42 CFR

patients’ privacy. appear to be insufficient. The guidelines provided in the
proposed regulations are effective only when providers
comply with them. In the absence of adequate penalties for
noncompliance, providers do not have strong financial incentives to bear the costs of compliance. Without serious
violation penalties, SAMHSA cannot enforce these regulations appropriately and may not achieve their intended
purpose to protect patients’ privacy.

Health Service Administration

CONCLUSION

The results of this research provide evidence that implementation of the HIPAA omnibus rules has led to a significant
decrease in the number of privacy breach incidents among business associates. The success of national reforms
in the finance and administration of health care services hinges on the free and secure flow of data in a connected
and digitized health care system, and protecting the privacy of patients is more important now than ever before.
The findings of this research shed light on the benefits of privacy-protecting regulations and inform government on
how to design and implement policies and regulations to enhance privacy protections in the health care system.
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