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International Alliance against
Cyber Threats: Embargo Anger!

Motohiro Tsuchiya

Keio University
Japan
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A man types on a computer keyboard in Warsaw in this February 28, 2013 illustration file picture
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China Compulsory Certificate




Why Does
China Need
to Look
Inside of
Black Boxes?

http://chrisstephenson.typepad.com/chrisstephenson/2007/04/the_black_box_f.html



Serious Domestic Cyber
Incidents in China




http://matome.naver.jp/odai/2139409825751782101/2139409954453021203

Angry Young People =

Possible Cyber Fighters
L af® W e

; oo - N
— bk - B B L (6 &

The Rats

http://club.kdnet.net/atlas/index.asp?id=9860842&s=2289511#2289511
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China The Observer

Politburo, army, casinos: China's corruption
crackdown spreads

XiJinping's huge anti-graft campaign has continued with the execution of a mining
billionaire. Its effect is now so widespread that some warn daily work is grinding to a halt
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Packet Information
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Src Port 20151
_Protocol  uDP (17:0)
Dst Port 38428
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~* 5.08 million malicious events found in
| government censors in FY 2013.

/[ 153 incidents were reported in critical |
r'I . h‘_k—m |
infrastructures.
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Provisional Translation|

2013

Cyber Security
Cybersecurity Strategy Strategy

~Towards a world-leading, resilient and vigorous cyberspace~

June 10, 2013
Information Security Policy Council

http.//www.l@ﬂtE'iTg'OTj‘}L/jp/96_a be/actions/201305/21joho_kaigi.html
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Japan-U.S. Cyber Dialogue




2+2 Ministerial Meeting
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http://www.mod.go.jp/j/press/youjin/2013/10/03_2.html




ACTIVE: Advanced Cyber Threats response
InitiatiVE (with FBI)

PRACTICE: Proactive Response Against Cyber-
attacks Through International Collaborative

Exchange (with U.S. PREDICT)

UN GGE (Group of Governmental Experts)
Process

etc.
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http://www.nict.go.jp/press/2013/10/18-1.html



http://blogs.cfr.org/cyber/2014/12/23/motohiro-ts&chiya-japan-is-ready-for-an-international—

alliance-against-cyber-threats/
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Free Flow of Information
(Except Anger)

* Japan and the U.S. must embargo Chinese
anger and their problems.

 We had better help the Chinese people and
the Chinese government to solve their
problems by an international alliance.

e There were numerous communication and

perception gaps between Japan and the U.S.
in 1930s and 1940s. We are not perfect yet!



