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Some Initial Housekeeping

 To minimize feedback, please confirm that the microphone on your telephone is
muted.

 To mute your phone, press the mute button or *6’. (To unmute, press *7’ as
well.)

« There will be several opportunities for questions and discussion
throughout today’s session. Please use the Q&A tab at the top of your
screen to submit your questions into the queue at any point and we will
call upon you to state your question.

 We will open up the lines for questions from those participating only by phone at
the end of each Q&A session.

o Call the Brookings IT Help Desk at 202-797-6193 with technical problems.

 Thank you! We will be starting the webinar momentarily.
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Ensuring Patient Privacy While Meeting Public
Health Needs

What approaches are available for prote
also ensuring that the potential public
fully realized?

Jan 11, 2010 Sentinel
Workshop

Dr. McClellan’s Opening

Remarks

— Initially, little or no transfer of per
evaluate many safety questions.

—
— For the near term, what are# Can We Link Datasets sure
data privacy in compliance dihillie [Frotealing Seie
Privacy?
As Sentinel becomes more sophisucatew, s may be benefils
to confirming results through chart r and/or linking

databases (eg, claims, EHRSs, registr at the patient level.

— Is it possible to protect patient privacy while linking datasets anc
validating findings from Sentinel?



SCHIEX: Different Objectives But Similar Privacy
Challenges as Sentinel

® To provide for the timely and accurate sharing of
electronic patient information to improve the
quality and efficiency of care.

@ To allow for improved patient education, disease
management, and patient outcomes.

® To allow for enhanced population health
improvement, assessment, and management.

® To empower patients with a valuable, standards-
based, transferable and longitudinal personal
health record.



SCHIEx : An Exchange Infrastructure to Provide A
Low Cost Public Utility For Subscribers

® Conceived as a “Public Good”, SCHIEx was initiated in 2006,
with production pilots in 2007 and production use in 2008

@® “Standards based” and designed around privacy, security
and ease of use

@® Costs kept low and value added by leveraging extensive data
holding and technical expertise existing within SC B&CB’s
Office of Research and Statistics

@ Development based on a “practically focused” collaboration
between public, private, and non-profit partners that
included health care providers from the very beginning

...Good Intentions Not Enough
Had to Engage Stakeholders and Reassure Citizens



Designed for Privacy and Data Sharing
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The Privacy Principles Intersect To Create Core
Operating Principles

Openness &
Transparency
Remedies Purpc_>§e |
Specification
Oversight .
& Collection
Accountability Limitation
Security
Use
Limitation
Data
Integrity

Individual Participation and
Control



Core Operating Principles...Analogous to Sentinel

e The HIE is merely a new modality for exchanglng information that is
already being shared in less efficient ways, with greater privacy and
security protections.

 HIE does not own or store any medical data — ownership rests with
the source record where that data lives.

e The HIE governing body creates the minimum standards for
participation - responsibility and accountability for compliance is
continually pushed out to the user/provider organizations.

e The principle of individual participation and control creates
opportunities for “holes” in the information —i.e. the HIE is not the
patient’s complete medical record; therefore

e Use of the HIE does not alter the provider’s responsibility for
thorough evaluation and appropriate clinical decision making.

e The HIE can be used to enable clinical decision making at the
individual patient level as well as at the population level.



SC Health Informatlon Exchange — Network of networks
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Lakelands

Rural Health Network

A six-county partnership of key players and safety net

providers in the Lakelands area of South Carolina designed

to foster collaboration and strengthen the health care
delivery system as a whole.

Mission:
“To develop a collaborative, economically viable health
network to improve the quality of care in our service area.”

The network was conceived and designed to foster
collaboration and strengthen the area health care system
as a whole.

... LRHN a SCHIEx “subscriber”
Gains Broad/Shallow Claims Data ... Contributes EMR Data



A CareEvolution WebClient - Microsoft Internet Explorer
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SCHIEx Federated Architecture

David Patterson
Section Chief, Health & Demographics
Office of Research and Statistics
SC Budget & Control Board

B?C OFFICE OF RESEARCH AND STATISTICS

HEALTH AND DEMOGRAPHICS SECTION

SC Budget and Control Board



Data Strategy — Claims Data to Jump Start

e Leverage Existing Claims Data (10 years, 6.1 million consumers)
— AllMedicaid (1.1 million subscribers)

— Al UB92 (state statute requiring all acute care, ER, urgent care, and
ambulatory surgery centers)

— Lots of data pulled together to get clinician buy-in

e Use it toJumpstart the HIE effort in SC

— Statewide record locator service (6.1 million consumers) covering well over
95% of the state population

— Use Claims data to create a longitudinal health record summary for citizens
— Then, combine with clinical data sources (hospital EMRs, ambulatory EMRs)

e Build it and See if Anyone Comes... Follow the emerging national
standards but put them in practice to iterate through various cycles

 YogiBerra.... “In theory, theory and practice are the same but.... In
practice, they are different”



SCHIEX: Leveraged Claims Data Holdings While
Ensuring Could Link to “Deeper” Data Later

ORS specific

- Data Oversight
Council (DOC)

Governance

statutes, provisos,
and BAA’s & MoU’s

DOC and SC
DHHS approve
use of data in
core service
construction
under existing
authority

LRHN
Governance
initiated
(Markle),
“master

agreement” with
ORS to use state

core services

Connecting the
Communities of
Care begins sharing
data among CHC’s,
RHC’s and FMC'’s

via a common

BAA/DUA template

SC DHHS and ORS

develop
automated
agreement

process to allow

access to

Medicaid data by

enrolled
providers

ARRA/HITECH

requires formalization
of governance process,
including state-wide
approaches rooted in
NGA
recommendations, and
HITECH enhanced
privacy std’s.

Existing Data
Warehouse, data
linking and

Technology

agencies and
organizations

integration process
serving dozens of

Creation of Core

Network
Services,

including state-

wide RLS/MPI
from existing
Medicaid and
UB 92/04 data

LRHN
connects to
state core
network
services and
deploys
adapters to
create a RHIO
using the
state
platform

A “thin” EMR was
developed that
allowed clinics with

no electronic

system to collect

limited, but

essential clinical
data via SCHIEx

Medicaid claims
data deployed via
hosted adapter
service and the
SCHIEx viewer is
used to make a
ten year claims
history available

free of charge

SD DHHS Appointed
SDE by Governor.
SCHIEX official
statewide exchange.
ONC HIE Grant
CHIPRA Grant



Separate Information Linking Patients From Clinical

Step 1. “Where are records for Patient X”
Step 2. “How can | get Them?”

Follow CfH, HITSP/CCHIT, & NHIN
Standards — so the network will be
interoperable, privacy protecting, and
scalable...for other uses

Courtesy: Connecting for Health
Markle Foundation



Step 1 : Patient Linking — Centralized
Step 2 : Clinical Information - Federated
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Core : Trusted Linking For Diverse Adopters

Federal Health Architecture
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The Problem: Centralized RLS (MPI) Critical Weak

1. Data aggregation increases value to attackers —one
stop ... all citizens

2. Large number of entities with legitimate need to
access the RLS... increases vulnerability

3. “discoverability” of information by government
agencies

Threat from within

5. Fostering “trust” amongst competing provider
entities.



Solution: “Blindfolded” Record Linking — Link
Patlents Wlthout knowmg the Demographlcs

1. Just as the Bank does not know the contents of the safety

deposit box, Crypto-RLS™ can provide linking without ever
“KNOWING” the contents

2. Use a “likeness” of patient demographics not the actual
demographics (a SHA hash based “fingerprint”)

3. Norisk in managing entire regional population
No clinical data centralization

5. Protects from
e |Internal threats
e Disgruntled employees
e External hacks
e [nadvertent loss (theft, backup distribution)



How Do We Know It Works?
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Vignettes of Innovations Enabled by SCHIEx

e LRHN — HRSA FLEX grant winner to improve diabetes care
across population

e CCC-Linking all Free Clinics in State together

e Medicaid Claims EHR — more than 4000 providers eligible to
see a claims based history

e CHIPRA Grant Award - one of 10 CHIPRA Innovation Grant
winners just recently

e AccessNET — HRSA Patient Navigation demo. One of 6 in
country

e Telepsychiatry Initiative — linking 65 SC EDs to central Psych
consulting hub



Blindfolded Record Linking

Vik Kheterpal
Principal, CareEvolution, Inc.

evolution




Start with the Best Linking Algorithm Known in
Industry... SAMSHA/Census Bureau

Blocking Query
Record To IF
Link SSN match
OR
FirstName match AND
LastName match
OR
| DOB match AND
Record Gender match
Store THEN
PR f Block

Deterministic Match Linker -

IF
SSN match AND
DOB match AND
Gender match AND . .

( FirstName 80% sim OR gle?ci)kr?ji Probabilistic Match Linker
LastName 90% sim )

OR TotalScore = .
FirstName 80% sim AND SRR
LastName 90% sim AND LN sim * LN wt +
DOB match AND DOB sim: DOB wt +
Gender match AND Determ Probablistic ender L
( ZipCode match OR Match Linker Match Linker ZipCode * ZipCode wt +

Race match ) — —

OR

IF

THEN TotalScore > Threshold

Match Possible Possible THEN
Matches Matches Match

, Consistency
i Checker
1

Se——— -



Use Cryptographic Techniques Like Hashing to

“The SHA hash functions are a set of cryptographic hash
functions designed by the National Security Agency (NSA) and
published by the NIST as a U.S. Federal Information Processing
Standard. SHA stands for Secure Hash Algorithm.” (wikipedia)

“The four hash algorithms specified in this standard are called
secure because, for a given algorithm, it is computationally
infeasible 1) to find a message that corresponds to a given
message digest, or 2) to find two different messages that
produce the same message digest” NIST FIPS140-2 Standard
Published 2003.



How To Perform Effective “linking” and hashing —

 Misspellings would generate completely different
“hashes” or fingerprints

e Different permutations depending on type of identifier
— Names: Bigrams, Nicknames, NYSIS codes, etc

e Bigram: All subsets of the set of 2 consecutive
characters in a string.
P Example: Pete _> {((peH’ I(et”’ ”te”}, {l(pe”’ ((et”}’ {I(pe”’
”te”}, {”et”’ Iltell}’ {llpe”}’ {”Et”}’ {”te"}
— Numeric: Transpositions, Off-By-One, etc
— Date: Month-day swap, Off-by-one, etc

e Permutations provide ability to partial-match identifiers
even though we’re blinded.



Blindfolded Record Linking Steps (CryptoRLS™)




Best Fit Permutation Strategy

(bi-grams and nicknames for names, Digit transpositions for DOB/SSN etc.)

[ = b L sore_

{rfetﬂ’ﬂpeﬂ’ﬂteﬂ} 1'0 0x01233b49c.. 1.0
(el ” 0)(884f04 0 7
et”,”pe ) '

Celfoel 07| st )

{h‘etj'!’l!tel!} 0'7 0x7fb885.. 0.7

“peter” 08 0x530de8.. 0.8

P\
/‘(0\)
Q@
1/2/03 1.0 .
Last Name Hash
2/1/03 07  —=1_/

1/2/03 Permute 1/2/04 0.7

y)
@f-/ba
T
% Permutation m

123456789 1.0

123-45-6789

Rememberec

123456798 0.8

12345678x 0.7



At the RLS/MPI — Hashes and Proximity Scores
Received and Compared

Record A ] Record B ]
Oxbbh23adh9c.. 1.0 0x5123ab49c.. 1.0
Oxa84f04... 0.8 Ox8af404... 0.7
— e \ Oxfee885.. 0.7
0x530de8.. 0.7 Oxa84f04.. 0.8

A< B Similarity ]

o8 Hash | scre o e

First Name 0.64
0x0123ab49c.. 1.0 < — 0x0123ab49c.. e e 0.9
0xa74f04... 0.7 Cmmmmmmmme > 0xa74f04.. 0.7 DOB 1.0
0x7fb885.. 07 S > 0x7fb8ss.. 0.7 SN 08
0x530de8.. 0.8 <--mmooooe > 0x530deS.. 0.8

0x530de8.. 1.0 0x1f23ab49c.. 1.0
Oxafh885... 0.7 Oxa84f04... 0.7

- <—> Highest Scoring Match
Oxdea745.. 0.7 "> 0Oxafb88S5.. 0.7

<----> Lower Scoring Matches

0x8.. 0.8 0x530de8.. 0.8




Site DB

Summary of Steps

1. A record is retrieved from the site’s database

Record XYZ

FN John

LN Doe

SSN 987-65-4321

~

Addrss 123 Hill Rd Apt A

Record XYZ

FN john

LN doe

SSN 987654321
StNum 123
StNme  hill

Unit a

2. The fields are parsed and cleansed

3. Similar/partial strings are generated

4. The plaintext is one-way
|:'_\ Hashed before sending

WW9910Z2Q7z70NWBeZqe5bQFZ4HI= 1.0

89eP4Cwn608JWfIPqWCgzOKdoVY= 1.0

v+VMgm1IPMOIfc6dG465FAjx6no= 1.0

QLOAFWMIX8NRZTKeof9cXsvbvu8= 1.0
GRh9yY30UvpMTo04FsOGpt3pR/SY= 0.7

np//iPYBJdU3DwWIuDoCtm/idXo= 1.0

Record XYZ
FN {hn,jo,oh} 1.0
{hn,jo} 0.7
{hn,oh} 0.7
{jo,oh} 0.7
LN {do,oe} 1.0
{do} 0.5
{oe} 0.5
SSN 987654321 1.0
897654321 0.9
978654321 0.9
StNum 123 Record XYZ
2 FN
132
StNme  {hi,il,II}
Unit a
LN
SSN
StNum
StNme
Unit

hvfkN/glp/zhXR3cuerq6jd2Z7g= 1.0

L71830GU3hrgrh/0zZkrSGd9Pj4= 0.7
fBTFk95ssCl/nCZB/hFAW9aH8T8= 0.7
0SN3mMDVn+NcxruKZ9P50Ic6Y4zU= 0.7

joxpl5VdE/AHVB0ED9sUxmskyhg= 0.5
2AxqY5/gsMAGLEKRQrJ9eUFYGG4= 0.5

JAFH7LBLX9zxrySaSYybjjGs+IM= 0.9
CcNYB75Ht6HSEO/EBO5G/z3dDSo= 0.9

kd/eHW4AXKIVZKWXdINPHOyAteQ= 0.7




At The RLS : Links Created

Definite Link ]

FName>.6 + LName>.8 + SSN>.7 + DOB=1 Definite Link Result 3

SSN>.7 + DOB>.9 + LName>.8 Possible Link

A< B Similarity ]

First Name 0.64

Last Name 0.9

DOB 1.0

Ges@o, First Name 1 -5
Last Name 1 -5
SSN 10 -8
DOB 3 -4

Definite Link 12.4

PossibleLink 5.6



Pair-wise Links Grouped Into “Patients”




Consistency Checker Pass

e Typical RL approach: pair-wise links (even with advanced
Bayesian probabilistic algorithms)
— Only as good as core algorithm
— Weakest link creates issues

e Healthcare: n-way linkage
— A1: Bithika S. Kheterpal, 11/8/68, F, SSN1
— A2: Bithika S. Malhotra, 11/8/68, F, SSN1
— A3: Bithika S. Malhotra, 11/8/68, F, missing SSN
— A1=A2; A2=A3 but A1<>A3

e Consistency Checker will promote the A1l link.

 |Impact: HUGE improvement in sensitivity without sacrificing
specificity



Additional Data Model Characteristics of Relevance
to Sentinel (Jeff Brown, 1/11/2010)

e Linkage: Medical Charts e Linkage: Between
— Access to detailed institutions
information from the full text — Identify individuals across

records is essential for
primary users

e Allows validation of
outcomes & some exposures

different care settings

— Longitudinally identify
individuals across data

. _ _ holders
* Provides information on co- ) .
gxigting conditions, * Timeliness
indications, and other data — Interval until data becomes
to elucidate findings available for analysis
e Linkage: External data — Varies by data source and
sources system

— Can provide data beyond that
found in administrative &
claims databases or EMRs



Another Way to Visualize Need

e Core Value Proposition
e Address Subject Duplicity
 Data Gaps

e Longitudinal Follow up
e Acute Events In Dataset B PBM Claims
e Prescription Hx in Dataset A Dataset A
e Detailsin EMR1

Inpatient Claims
Dataset B



Blindfolded RL Web Service for Sentinel

/ Hosted At Trusted Central Authority \ Mini Sentinel

BRI (Blinded Record Index) Centralized

N
; = Research

Entity Lookup Service

-

Internet

[ BRI Hash } [ Auth J
Service

PHI Clin Data

[ BRI Hash ] [ Auth J
Service

8
[BRI Hash { Auth J
Service

4

Site 2
Site 3

i

(]
=
(%]

PHI Clin Data PHI Clin Data




Summary

e Blindfolded record linking is a solution to maintaining
privacy and achieving linking
 Blindfolded record linking is viable and practical

— currently running in production

— Meets clinical use case requirements : generally far more
stringent

— Large population sets

e Current efforts/architecture can be extended to
include blindfolded linking
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