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Potential for cancer, birth defects, other

Potential for drug-drug interactions, other

Frequency of acute, common events, 
potential for serious uncommon events 

Signal evaluation

Emergence and evaluation of signals across the 
therapeutic lifecycle

Discovery/Early
Development

Discovery/Early
Development Phase IIPhase II Phase IIIPhase III Post-MarketingPost-Marketing

Signal detection
anticipated events (HOI)

Signal detection:
unanticipated events 

Use patterns
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What do we want to know from active 
surveillance? 

•• Incidence of eventsIncidence of events
–– Serious acute events in new users (e.g. liver failure, MI)Serious acute events in new users (e.g. liver failure, MI)
–– Serious events in users of inpatient medicationsSerious events in users of inpatient medications
–– Serious events in longSerious events in long--term use (e.g. fracture) term use (e.g. fracture) 
–– Serious events of long latency (e.g., lymphoma, breast cancer)Serious events of long latency (e.g., lymphoma, breast cancer)
–– Pregnancy outcomes, esp. birth defectsPregnancy outcomes, esp. birth defects

•• Incidence of events among important patient subgroupsIncidence of events among important patient subgroups
–– PediatricsPediatrics
–– Elderly Elderly 

•• Comparative risksComparative risks
–– Compared to background populationCompared to background population
–– Compared to other therapeutic choicesCompared to other therapeutic choices

•• Predictors of increased risk Predictors of increased risk 
–– Smoking, BMI, OTC use, coSmoking, BMI, OTC use, co--morbidities, genetic markersmorbidities, genetic markers

page 4© 2009 

What do we want to know from active 
surveillance?

•• UtilizationUtilization
–– Distinguish chronic vs. intermittent useDistinguish chronic vs. intermittent use
–– Identify abuse and diversion (+consequences)Identify abuse and diversion (+consequences)
–– Describe prescribing within and outside of intended useDescribe prescribing within and outside of intended use
–– Characterize prescribersCharacterize prescribers
–– Describe prescribing with other medications and other Describe prescribing with other medications and other 

conditionsconditions

•• Other (potentially not knowable)Other (potentially not knowable)
–– InterInter--generational effectsgenerational effects
–– Small increases in risk in very rare outcomesSmall increases in risk in very rare outcomes
–– SmallSmall--medium increases in risk in small subgroupsmedium increases in risk in small subgroups
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Complementary Views

•• "Le "Le mieuxmieux estest l'ennemil'ennemi du du bienbien." Voltaire's ." Voltaire's 
DictionnaireDictionnaire PhilosophiquePhilosophique (1764) (1764) 

•• "The best is the enemy of good." "The best is the enemy of good." 

•• But But –– dondon’’t overlook the gaps for the long t overlook the gaps for the long 
termterm
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Missing pieces from most claims databases

•• PatientPatient--reported information (smoking, BMI, family reported information (smoking, BMI, family 
history)history)

•• Lab tests and results (available in some)Lab tests and results (available in some)
•• Inpatient medications Inpatient medications 
•• OTC medicationsOTC medications
•• LongLong--term utilizationterm utilization
•• LongLong--term followterm follow--up for outcomesup for outcomes
•• Poor specificity in many outcomes (e.g., birth Poor specificity in many outcomes (e.g., birth 

defects, tumor type)defects, tumor type)
•• Practice patterns outside of Practice patterns outside of ““covered carecovered care””
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Missing pieces from EMR

•• PatientPatient--reported information (smoking?, reported information (smoking?, 
BMI?, family history)BMI?, family history)

•• Inpatient medications Inpatient medications 
•• OTC medicationsOTC medications
•• Services outside of the EMR baseServices outside of the EMR base
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What else is missing?
•• Linkage across information sources (e.g., EMR and Cancer Linkage across information sources (e.g., EMR and Cancer 

registries)registries)
•• Validated algorithms for (all?) the health outcomes of interestValidated algorithms for (all?) the health outcomes of interest

–– Validated algorithms in large databases (EMR, claims)Validated algorithms in large databases (EMR, claims)
–– Repository of methods to facilitate their reuse and increase effRepository of methods to facilitate their reuse and increase efficiency iciency 

of future studiesof future studies
•• Methodological concernsMethodological concerns

–– Confounding by indicationConfounding by indication
–– Unmeasured confoundersUnmeasured confounders
–– Incomplete dataIncomplete data
–– Reverse causationReverse causation
–– Compliance (i.e. information errors stemming from using prescripCompliance (i.e. information errors stemming from using prescription tion 

data)data)
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Near-term  

•• Facilitate: Facilitate: ““ad hoc requests for ad hoc requests for targeted targeted 
surveillance of selected events that emerge at surveillance of selected events that emerge at 
some time after initial marketingsome time after initial marketing, and , and routine routine 
surveillance of newly marketed products for a surveillance of newly marketed products for a 
specified number of targeted events of specified number of targeted events of 
interest. interest. ““
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Longer-term  

•• Linkage with other databases (e.g., cancer Linkage with other databases (e.g., cancer 
registries)registries)

•• Improve data coverage and continuityImprove data coverage and continuity
•• Improve quality of data  Improve quality of data  -- EA wish listEA wish list

–– Distinguish between actual diagnosis and rule outDistinguish between actual diagnosis and rule out
–– Capture LMP! Capture LMP! 

•• Supplement with patientSupplement with patient--reported informationreported information
•• Improve methods for identifying outcomes Improve methods for identifying outcomes 

and making comparisonsand making comparisons



Kenneth D. Mandl, MD, MPH

Director, Intelligent Health Laboratory
Children’s Hospital Informatics Program

Children’s Hospital Boston

Center for Biomedical Informatics
Harvard Medical School

Response Panel

Should test some assumptions across projects
Little or no exchange of person-level data is needed

What are the use cases really?
Will the preponderance of cases require central data 
aggregation or not?  Line list data or not?
How does comparative effectiveness play in here?

There are no options to exchange rich data because of 
the business interests of stakeholders

$48B elephant in the room—should these activities be 
clinically linked in some way? (DARTnet successes in a 
provider centered model; other models . . . )
Personal health model

Types of data

Claims
EHR
Personally controlled health records
“Registry” (meticulously entered data)

PATIENT AS INTEGRATOR OF 
DISTRIBUTED DATA



In 1994 we observed that institutions rarely 
share data

H1 H2 H3x x
Proprietary
Perceived competition
Privacy
Health Insurance Portability and Accountability Act
No dedicated resources to do so

What if we gave patients a tool to request their 
records electronically?

H1 H2 H3x x

Indivo Server

And create a personal health record

H1 H2 H3x x

Indivo ServerComprehensive 
record

The collection of these records 
is a population health database

H1 H2 H3x x

Indivo Records Indivo Server



Intelligent Health Lab | Children’s Hospital Informatics Program

Our original statement
on personal control

A PCHR stored all of an individual’s medical history in 
a container with:

patient control
interoperability
open standards
rules to protect patients

NEJM 2008

New England Journal of Medicine, April 2008

Tectonic shifts: 
PCHR vendors and users create large accessible 

populations for public health study and intervention



High potential for information altruism

Surveyed experienced PCHR users about willingness to 
share information from record for population health 
and public health

34% users “very agreeable”
35% “moderately agreeable”
21% “somewhat agreeable” to sharing for 
population health monitoring
After more than one year of exposure to a pilot 
system, ONLY 9% report they are “not 
agreeable” to sharing

JMIR (submitted)

Live data



Personal health data

Patient reported outcomes
Adverse effects
Efficacy endpoints
Adherence
Satisfaction
Quality of life

Patient reported data
Over the counter meds
Complimentary/alternative meds

ADAPTING A 
BIOSURVEILLANCE  
DISTRIBUTED APPROACH



National Health Information Network Demo $8M GO Grant

ARRA NIH funding for “Grand Opportunities”
Based on the I2B2 system
60 Pediatric Rheumatology sites (children’s hospitals)
A live, evolving registry (meticulously entered data)
Enables light sip and deep drink

One Solution: The i2b2 Model
Deliverables

Turnkey 60-site i2b2/SHRINE Data Warehouse 
with ‘Parsimonious’ Core Data Set (light sip)
Permissioned, secure query via SHRINE for 
detailed high quality data (deep drink)



ALTERNATIVE MODEL
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Distributed Data Networks for 
Active Medical Product 
Surveillance

Vik Kheterpal, MD
Principal
CareEvolution, Inc.

Some Observations – 100,000 foot view

“Distributed”… foregone conclusion?

Policy/Privacy Pressures

Technological Pleasant Surprise

People don’t want to give up “their” data 

Common Themes

Convener Function

“ETL”

Data Stays Locally

EHR Independent – Middle Layer

Common Data Model

Hybrid Query/Analytic Methods
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Non Technical

Recruitment of data “owners”

Skepticism/Protectionism

Defining data needs

Fragmentation (“weight”)  for clinical

Technical

Last mile problem to EHR

Data cleansing

Data Standardization

Analytic Processing Readiness

How to scale down/out 

Current Experiences “Barriers to Scale”

Is the Runway Long Enough? This is not a one‐time event. 

Is asking for data truly unprecedented?

Claims justification

Public Health Requirement

Governance structure re‐invention

Tertiary Use

Ownership

Requestor Harmonization

JCAHO, HEDIS… now CORE

How many efforts can providers engage in

Ignores Fast Moving Landscape

Provider – HITECH “meaningful use”

Quality Reporting requirements etc. 
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Last mile effort – need leverage

Each effort  is purpose built

Subset of data accessed

Middle Mile ‐monolithic

Specific for each “question”

Yet common needs

LOINC

RxNorm

Diagnoses/complaints

Puritanical Approach

Must have normalized data

Common Data Model

Non Technical Technical

Sophistication

Flat Unmanaged Flat Managed Simple Hierarchy Semantic Network

Sh
ar
ed

ne
ss

Across
Industry

Across
Care Areas

Across
Products

Unique to
One Product

Clinical Value/Richness

High Value/Intimate Claims Only Coding

Po
pu

la
ti
on

 C
ov
er
ed

Payor/HMO

Lab Value
Prescriptions

Encounter

Observations
Payors

Generate 
Null 

Hypotheses

Validate 
Theory

Data Type and Provider Continuum 



Broad But Shallow (claims) to Jump Start the Effort
EM

R 
1

ID
N
1

La
bs

Network Services to provide a public utility to participate

Standards based connectors to provide on/off ramps to Hwy

Web Services to allow all to participate

Query Infrastructure
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The Need for Linking

• Core Value Proposition

• Subject Duplicity

• Longitudinal Follow up
• Acute Events IN CDa

• Prescription Hx in EMR1

• ER in CDb

• Issue

• Privacy Concern

• Business Issues

Claims Dataset A

EMR1

EMR1

Claims Dataset B

Privacy Protecting Linking 

1. Just as the Bank does not know the contents of the safety 
deposit box, with Crypto‐RLS you can provide linking 
without even KNOWING the contents

2. No risk in managing entire regional population
3. No clinical data centralization
4. Protects from

• Internal threats
• Disgruntled employees
• External hacks
• Inadvertent loss (theft, backup distribution)

5. Web Services provide a “catcher‐pitcher” handoff

Separate the Two Questions:

“Where are records for Patient X”
“How can I get Them?”

Follow CfH, HITSP/CCHIT, & NHIN 
Standards – so the network wll be 
interoperable, privacy protecting, and 
scaleable…for other uses
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Courtesy: Connecting for Health
Markle Foundation



Separate Clinical Data from The “Patient Locator”
aka “Record Locator Service/RLS”
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Courtesy: Connecting for Health
Markle Foundation

Courtesy : Connecting For Health, Markle Foundation

Two Phased Query for Data

Patient arrives in Clinic B

Clinic B “pings” the record 
locator service (RLS)

RLS returns list of locations of 
records

Discover Location of Records

St
ag

e 
1

1

2

Retrieve the Record

St
ag

e 
2

3
Clinic B contact peer 
organizations and retrieves 
clinical records    
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Records at participating institutions with identifiers (First Name, 
Last Name, SSN, DOB, …)

1) Standardizer Pass (delimiters, junk values, spaces)
2) Create permutations of identifiers with associated similarity 

score (NYSIS, Soundex, transpositions, Nicknames, …)
3) One‐way hash the permutations
4) Persist hashed permutations in the BRI
5) Find other records in the BRI with matching permutations. 
6) Link to other records based on identifier similarities
7) Group linked records into Patients

Within Each 
Site Adapter

Shared Across Sites

Site DB

Record XYZ
FN John
LN Doe
SSN 987‐65‐4321
Addrss 123 Hill Rd Apt A

1. A record is retrieved from the site’s database

Record XYZ
FN john
LN doe
SSN 987654321
StNum 123
StNme hill
Unit a

2. The fields are parsed and cleansed

Record XYZ
FN {hn,jo,oh}    1.0

{hn,jo} 0.7
{hn,oh} 0.7
{jo,oh} 0.7
…

LN {do,oe} 1.0
{do} 0.5
{oe} 0.5

SSN 987654321 1.0
897654321 0.9
978654321 0.9
…

StNum 123 1.0
2 0.7
132 0.7

StNme {hi,il,ll} 1.0
…

Unit a 1.0

3. Similar/partial strings are generated

Record XYZ
FN WW9910ZQ7z7oNWBeZqe5bQFZ4HI= 1.0

L7l830GU3hrgrh/0zZkrSGd9Pj4= 0.7
fBTFk95ssCl/nCZB/hFAw9aH8T8= 0.7
oSN3mDVn+NcxruKZ9P50Ic6Y4zU= 0.7
…

LN 8qeP4Cwn6O8JWfJPqWCgzOKdoVY= 1.0
jgxpI5VdE/AHV80ED9sUxmskyhg= 0.5
2AxqY5/qsMAGLEKRQrJ9eUFYGG4= 0.5

SSN v+VMqm1IPMOIfc6dG465FAjx6no= 1.0
jAFH7LBLx9zxrySaSYybjjGs+IM= 0.9
CcNYB75Ht6HsEO/EBO5G/z3dDSo= 0.9
…

StNum QL0AFWMIX8NRZTKeof9cXsvbvu8= 1.0
GRh9yY3OUvpMTo4Fs0Gpt3pR/SY= 0.7
kd/eHW4AXkIvZKWXdiNPH0yAteQ= 0.7

StNme np//iPYBJdU3DwWIuDoCtm/idXo= 1.0
…

Unit hvfkN/qlp/zhXR3cuerq6jd2Z7g= 1.0

4. The plaintext is one-way 
Hashed before sending 

Details



Permutation and Hashing Similarity Calculation
Record ARecord A Record BRecord B

A B SimilarityA B Similarity

Highest Scoring Match
Lower Scoring Matches
Highest Scoring Match
Lower Scoring Matches

Link Creation

A B SimilarityA B Similarity

Definite LinkDefinite Link

AA BB

Copyright University of Michigan 2009

Multicenter Perioperative Outcomes Group

http://mpog.med.umich.edu
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MPOG Members

• University of Michigan (Coordinating center) -- Centricity
• Childrens Hospital of Philadelphia – Compurecord
• University of Pennsylvania -- DocuSys
• University of California at San Francisco -- Picis
• Columbia University – Compurecord
• Mt Sinai NY - Compurecord
• Massachusetts General Hospital -- iMDSoft
• Vanderbilt University -- Acuitec
• Thomas Jefferson University – Drager
• Univ of Miami -- Picis
• 25 others

Copyright University of Michigan 2009

“Applications” completed

• Death database lookup
– Application to convert SSN to one-way hashed code
– Updated to use SHA-2 hashing algorithm
– Pings central MPOG server for vital status
– 3rd party tool, to be licensed

• RxNorm categorization of preop medications
– Maps to key med categories: beta blocker, insulin, oral 

hypoglycemic, ACE / ARB
– Occurs centralized after upload
– 3rd party tool, to be licensed

Recommendations

• Spawn distributed “blindfolded” linkage pilots

• Study scale of the “overlap” and “missed” signal 
problem without record linkage

• Utilize early experience to inform a multi‐year 
roadmap for Active Surveillance

• Determine a data type to research question 
stratification model
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