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THISISAN UNCORRECTED TRANSCRIPT

MR. JAMESB. STEINBERG: Good morning an welcome to Brookings. Today we have a
gar-sudded al-Brookings pand to talk about homeland security. Thisis afitting occasion to have this
meeting. It's not a coincidence that yesterday Tom Ridge was confirmed as the new and first Secretary
of the Department of Homeland Security and tomorrow the department will officialy open its doors,
and we now learn that it will be up at the Nava Security Facility out in upper Northwest Washington.

Asmogt of you know, a number of have been working on the issues of homeand security for
some time and last spring issued a book-length report, a preliminary analysis of the homeland security
problem. Last July we dso did an analysis of the proposd for the new department. Today we're issuing
areport which isin the form of a new preface to what will be anew printing of our book on homdand
security looking at how far welve come over the last year and some of the chalenges, particularly the
challenges of putting the department up and running and also some of the issues that remain to be
addressed that are not addressed by the creation of the department itself.

So this morning we're going to discuss a number of the issues that are outlined in this report
beginning with Michagl O'Hanlon who will talk about the overdl strategic direction of the choices and
how far welve come. Then Peter Orszag from Economic Studies here will talk about some of the
budgetary and economic dimensions of thisincduding some of the public/private issues which we
continue to believe are being inadequately addressed by the Administration and the Congress. Then Ivo
Dadder will tak about the organization of adminidrative chalenges. Then I'll say aword alittle bit at the
end about the broader question of information and intelligence as part of the overall homeland security
effort.

So Mike, if you want to pick it up.
MR. MICHAEL E. O'HANL ON: Thanks Jm, and thanks everybody for being here.

| guessto start Snce I'm talking about Strategy, alittle bit of an overview, I'l try to set alittle bit
of the tone for how | would view the last 16 months or so of progress. Y ou might hear different nuances
from some of uson thisbut | think overal it'sfair to say alot has been accomplished but alot remainsto
be done. | think it's also fair to say, at least in my judgment, the performance of Washington after 9/11
was fairly impressive for the first few months buit it really bogged down in 2002. One of the concerns
you'l hear from our pandl isthat the excessive focus on organizationa issues was redly a setback to
getting this country ready for preparedness againg future terrorist attacks. And as we're on the verge of
possible war againgt Saddam Hussain, thisisredly amgor concern, that we have squandered a good
ded of time that should have been used largely to address vulnerabilities, not just to debate who should
be gtting in what office to think about addressing them somewhere in the future.

So ahig concern | think from our study is that organizationd issues do not make America safer
per se. Evenif you get the department right, and Ivo will talk alot more about that soon. Even if you get
it right you're not going to see results in terms of actual preparations againg attack and safeguards
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againg atack for sometime. We don't have alot of timeto lose.

To add one more sort of broad comment, | think the military offengve in Afghanistan and alot
of the internationd legd offendve and law enforcement offensive againgt d Qaedahasredly givenusa
bit of ahiatus. There have obvioudy been attacks throughout 2002 and the Bdi attacks were certainly
terrible, but in the scheme of things we have not had to face another 9/11 style attack and we can't
assume that's going to be the situation forever. We may have just bought temporary disruption through
these offensve military missions and we have to have a certain sense of urgency that | think Washington
lost in 2002 about preparing ourselves.

Having sad dl of that let me now quickly say acouple of words about the strategy and then
pass things dong to Peter and Ivo.

The dtrategy in broad terms, the document that came out last summer, to us| think it looks
reasonably fine. It's got smilar broad categories for thinking about how to protect the homeland to what
we came up with in our May book, and our framework was fairly straightforward. Y ou want to keep
bad people and things out of the country. If they get in you want to try to find them as soon asyou can
before they attack. So thefirst tier is border protection and security. The second tier is sort of
preemptive domestic law enforcement and other measures to try to keep terrorists from preparing any
attacks once they get inddeif we can't stop them at the border, or if they're domestic in origin.

Thethird tier of protection is sort of find defense. Defending the actua Sites that are most likely
to be atacked. Whether thisis protecting the air transportation system, protecting places where people
congregate, protecting critica infrastructure. Sort of the find line of attack if your firgt two tiers of
defense don't work. If bad people and bad things get into the country anyway and you can't go out and
find them before they get to the find stages of their preparation, you want to be able to defend the
specific Stesthat might be attacked.

Then findly, you want to respond if necessary to any attacks that occur and that you're not able
to prevent.

That's our basic drategy. The Adminigtration's strategy is relaively smilar. | won't get into alot
of the specifics and you can read our report for more. But that part we have no particular problem with
| think it'sfair to say.

But there are certain oversghtsin the strategy and we again think that you have to get back to
the debate about which vulnerabilities we're not paying enough attention to right now and not have the
whole debate be about whether Governor Ridge is going to be sitting up on Nebraska Avenue for afew
weeks or out in Virginiaor whether he's going to have 500 people with him or 2,000. Therés been a
little too much atention to that kind of thing, not enough to which nationa dangers and vulnerabilities ill
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Professional Word Processing & Transcribing
(801) 942-7044



PROTECTI NG THE AMERI CAN HOMVELAND - 1/23/03 3

If I could just mention a couple of things. Our framework, in addition to having these four tiers
of defense we aso said you redly have to focus on catastrophic threats to the nation -- to its economy,
to its population in terms of possible casudties from attack, or to its government and basic symbols of
nationa power and prestige. These are the things you redlly want to focus on most intently.

The Adminigtration was not quite as explicit about focusing on catastrophic threats and maybe
not quite as sysemetic in thinking that through. Asaresult | think they missed some things. Even though
their broad framework is acceptable, | think they missed afew things and let me just tick off afew and
that hopefully will set Peter up for amore detailed discussion of their specific budget and specific
programs that are now in the works.

For one thing they have not beefed up a number of indtitutions and agencies that smply need
more people and need more resources. Thisis sort of the no-brainer. If the Coast Guard used to spend
five percent of itstime doing essentialy protection againg attack and now it's spending 25, 30, 35
percent of itstime doing the protection againgt terrorist attacks, it probably needs to be bigger than it
was before because the other missonsthat are performed have not gone away -- law enforcement,
prevention of drug smuggling, boater safety, search and rescue, alot of things like this have not gone
away. The Coast Guard was probably too smal even before 9/11 for the chalenges of that world. It's
dill too smdll.

Likewise Customs. There's been alot of very innovative thinking a Cusoms and | salute the
people there -- Mr. Bonner and others -- who have been trying to get American officials overseasto
monitor what's going on as ships are loaded, as containers are loaded for destinations in the United
States. A very smart way to think proactively about trying to monitor cargo more rigoroudly.

However there's no resources to back up any expansion of our actua capability. So there are
some good ideas but no resources. Again | think the Senate Republicans this month, the first brush at
leest, asfar as| cantdl, are being unwisdy frugd or just flat out unwise in their efforts to penny-pinch
on some of these homeland security efforts. We need more resources for agenciesthat are
overburdened now like the Coast Guard and Customs, not to mention the FBI, not to mention the INS
and many others. So we need more resources for agencies and efforts that have already been underway
but smply are not strong enough.

A second area, we need to use information technology much more assertively. Jm's worked on
this through the Marshal Foundation in a report recently aswell.

But the federad government again in an effort to maybe be fasaly frugd, | think, is not spending
much money trying to network different agencies together, trying to share information with loca law
enforcement, trying to get hardware and software compatible. There has been an effort to create and
share terrorist watch lists but to connect dots, to look for patterns of illicit activity, to try to anticipate
what might happen, what terrorists might do in the future, to do more than just keep track of 100
suspicious characters, but to look for flight school sorts of illicit activity or different kinds of patterns of
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behavior that require alot more data processing and alot more data sharing. The infrastructure is not
available to do that and the Administration appears to bein no hurry to congtruct it. So that's a second
magor oversight.

Let mejust wrap up here very quickly by saying thet the thing that Peter is now going to talk
about is my third mgjor area of concern and I'll just mention it and turn it over to him. Thereisalot of
private infrastructure in this country -- chemica facilities, trucking companies that carry toxic materias,
skyscrapers that house thousands of people each whose air circulation systems could be attacked or
used as distribution mechanisms for anthrax. These kinds of infrasiructure are not being protected. The
Adminigration has done very very little in most of these areas, seemingly wanting to trust the priveate
sector to take care of these sorts of problems on its own.

Now I'll ask Peter, and | think he's done some of the most innovative work in the country on
thinking through the public/private interface and how government can prod aong the private sector to
better protect its own assets so they cannot be used in aterrorist strike or attacked and cause mass
casudtiesin new and innovative ways we haven't yet seen terrorists carry out.

So in summary, there's been alot of progress, but most of the progress wasredly in the first
few months after 9/11. A lot of the progressin the year 2002 was lessimpressive than it should have
been. An excessive focus on organizational matters led usto ignore alot of vulnerabilities that are il
there even as we may be losing time in the hiatus that the offensve operation in Afghanisian may have
bought us.

The grategy isfinein theory but it's not being implemented rigoroudy enough and it's not being
implemented quickly enough or systemétically enough.

MR. PETER R. ORSZAG: Thanks, Mike.

I'd like to talk about two aress. The first was one that Mike had aready mentioned which hasto
do with interactions with the private sector, and then also talk a bit about the budget.

Firgt on the private sector, it's important to emphasize as we did in our volume, thet thisis
perhaps the hardest area of homeland security. Having the government intervene in a private sector
setting like a chemicd facility or an ahletic stadium or atrucking firm could, if it's donein a poor way,
impose excessve economic cogts essatiadly for very little improvement in security. Y ou can imagine
highly redtrictive and inefficient government regulations imposing lots of costs on the private sector for
very little return in terms of improved security.

At the other extreme, however, if you have a completely hands-off gpproach and you just say
private firmswill take care of themsalves, you wind up with an inadequate leve of protection aganst
security because for avariety of reasons that we delineste in the volume, private firms do not have an
adequate incentive from society's pergpective as awhole to protect againgt attacks from terrorists.
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So what you need is a combined approach that has some leve of government intervention, but
recognizes that excessive government regulation and an inefficient mechanism for regulation can impose
undue economic costs.

What that led us to was amodel of performance-oriented regulation combined with creating
incentives for going beyond aminimum leve of meeting regulations.

So for example with chemicd facilities. One can imagine a set of performance-printed
regulations for chemica facilities that were sat a relaively modest levels, and then an insurance
requirement that chemica firms be insured againg terrorist attacks.

The insurance firms would then have incentives to make sure thet the chemical facilities were
adopting innovative mechanisms to protect againg attack. And in fact you would even go one step
further and set up a st of third party auditors that the insurance firmswould hire to go in and surprise
the chemicd facilities, test them in unexpected ways, see where there vulnerabilities were, and dso share
best practices information from other chemica facilities. And in fact those third party auditors could then
relieve some of the burden on the government for maintaining compliance with arelatively moderate
leve of regulations, i.e. obviating the need for thousands and thousands of government inspectors.

That kind of mixed modd is one that we think offersalot of promisein avariety of different
settings. And unfortunately there's been insufficient progress towards it. While the Office of Homeand
Security and the Adminigtration in genera seems to be enthusiastic about parts of that mixed strategy
which I'll cometo in amoment, in generd bascdly nothing has happened. Let me turn to a couple of
specific aress.

| had dready mentioned chemical facilities. In the United States there are more than 100
chemicd fadilities that contain materias that if rdleased would harm more than amillion Americans So
you'e talking about very very dangerous facilities.

In the late summer of 2002 the Environmenta Protection Agency was on the verge of coming
forward with new regulations to ensure security at these facilities, to ensure security at these facilities
againg terrorist attacks, but because of some internal squabbling that did not occur.

Following press reports about the failure of the Adminigtration to regulate chemicd fadilities,
both at that point Director Ridge and EPA Adminigtrator Whitman co-signed a letter in the Washington
Post gating explicitly that the Adminigtration favored a mandetory gpproach to chemicd facilities
because the debate at that time was perhaps we can just leave it up to the firms themselves or an
industry group to ensure safety and the Administration has now come out explicitly with something that
is closer to where we are which is that you do need the stick of government regulation in addition to the
carrot of market-based incentives to make this whole thing work. But despite that, there's been no
action. So thisletter was severa months ago. There's been no action since then.
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Senator Corzine has introduced legidation which he had introduced last year. He's reintroduced
it thisyear, that would provide that kind of mandate with incentives above the minimum regulatory leve,
but so far welve seen no action. That's just one example in which there's just insufficient progress, and
it's puzzling because the dangers are so salient that one just looks out and says why this long after
September 11th have we failed to do anything at al to improve security a chemicd facilities?

| could go on about transportation firms, building codes, awhole variety of other aress.

There has been some progress in alimited number of areas. We now do have aterrorism
reinsurance program which we think is a pogtive step and isimportant in this mixed system to making
the insurance piecework.

In addition we do have some pieces of legidation like the Port Security Act which will require
improvements in various agpects of security at the mgjor ports.

That then brings me to my second area. The Port Security Act, according to estimates issued in
December 2002 by the Coast Guard and others, would require first year cogts of amost abillion
dollars. So far only aout $200 million has been provided and it's unlikely there will be much more that's
provided. So we have, there's effectively afunding gap that has occurred in many areas of homeand
Ssecurity.

Let mejust tak about the budget briefly and give you four perspectives on that funding gap.

The firgt has to do with the supplementa gppropriations bill that was passed by the Congressin
July 2002. The President refused to spend $5 hillion that was contained in that legidation, including
more than $2 hillion in homeand security funds. This indudes things like $250 miillion for first
responders, $125 million for port security, $39 million for the Container Security Initiative whichisa
very important program that pushes the border back for container ships, for containers that are coming
into the United States, pushes the border back to the originating port and has ingpections occur at that
point rather than when the shipment arrives in the United States. All of these things were not funded
because, frankly, and to be a bit cynicd, the Administration wanted to have something to say about
fiscal discipline and therefore had a sort of token statement of a$5 billion amount that was not spent,
much of which were in areas that are crucidly important. So in a sense we're sacrificing the homeland
security needs of the nation for a debate over fiscd policies that we don't need to get into here, but that
we think are very very unfortunate.

A second manifestation. The continuing resolutions for fiscd year 2003. The budget that for this
fiscd year should have been, dl of the appropriations bills should have been signed when the fiscd year
began in October. They were not. Only two of them were. The other 11 were not. And we have been
living on continuing resolutions which just sort of roll over funding since then. There has been avariety of
interruptions and problems that have been caused because that kind of approach isn't redly a budget,
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it'sjust sort of trying to maintain the status quo and it doesn't dlow you to alocate funding to the areas
that are most important.

The third manifestation of the funding gap is occurring now in the Senate. The appropriations
legidation that is being consdered will reduce the homeland security spending below the level requested
by the President. The degree to which that reduction occursis unclear yet, but | would think that it's
going to be at least a hillion dollars below what the President requested.

That brings me to my fourth and final and most important point which iswhat the President
requested was inadequate. We concluded in our volume that the federal budget in this area should
amount to about $45 hillion. The President's budget was alittle under $38.

The discrepancies where we would put more resources include many of the areas that Mike has
dready touched upon including information technology, FBI, INS, and other aress.

We think it's very important and we very much hope that in the fisca year 2004 budget thet the
Adminigration will be unveiling in early February, that adequate funding for homeand security is
provided, i.e. coming up to the levels that we had suggested, because if not we are redlly alowing
debate over fiscd policy to interfere with perhgps the nation's most pressing priority to protect against
terrorist attacks.

| will with that turn it over to Ivo.
MR. VO H. DAALDER: Thanks.

If in the last 9x or seven or eight months we haven't spent enough on homeland security weve
certainly talked a hell of alot about organizationd matters. In fact so much so that that seemsto be the
only thing that seemed to matter in this country for agood sx months. If you had a Department of
Homeland Security then Americawould be secure. If you didn't have a Department of Homeland
Security then Americawould not be secure. Y ou even had amanifestation of this a couple of months
before the mid-term e ections where the issue was whether you had union representation of the workers
in this new department and that was the lynch pin of our security.

Unfortunately it wasn't. We wasted a good six months on organizationd in-fighting. And in the
end we are left with a department that while it is about 90 to 95 percent what the President requested
on June 6, 2002, it is a department that doesn't redlly have a building. It now has a Secretary. It has no
people. It has no sedl. It has none of the trappings of what a department makes. The challenge from
now on for Mr. Ridgeisto turn what is a, at the moment a paper product into aredlity. The biggest
chdlenge, the one we will repeat here over and over again isto do that while maintaining the eye on the
ball, which is to make sure that the country preventsterrorist attacks protects critica infrastructure and
critical dtesagaing terrorigt attacks and maintains its ability to rapidly respond to terrorist attacks. All
the while being consumed with what is the largest manageria chalenge that has ever been undertaken.
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Thisisabig dedl.

When you think about what has happened in government reorganization, weve never done
anything likeit. It is true that the Department of Defense when it was crested back in 1947 involved
more people and it involved more money, but what that conssted of was bringing together the Army,
the new Air Force, the Navy and a Marine Corps into asingle building, al of who had a single misson
which was to fight and win the nation'swars. And it iswell to remember thet it took a good four
decadesto get it right. It was only the 1986 Goldwater/Nichols Act that finally set in motion the
structure where you can okay, these four services are now interacting in away that makes their ability to
fight and win the nation's wars better than the aternative.

So that's what we're talking about. Twenty-two different agencies with 22 different cultures
representing more than 100 different offices and bureaus, will adl have to be merged in one way or
another into this new entity. Just one example. We had 80 different pay scae systemsthat are being
represented here, dl of which have to be merged into the Department of Homeland Security. Mr. Ridge
will have the flexibility that he has fought for and that the Presdent campaigned on in order to do thdt,
but now it is hisrespongibility. It is the President's responghbility to get this done. And he hasto be able
to do it a atime when the terrorists are not going to wait for usto organize. They're not going to wait
until our border and transportation security organization is up and running. They aren't going to wait until
our emergency response cgpabilities are integrated and fully organized from the locd leve up to the
federa level. They're not going to wait until we have asingle focus and single source intdligence
information analysis. They're going to strike when they're going to strike.

The chdlenge for homeland security isto make sure that as we reorganize we aso continue to
keep our eye on what is truly important which is protecting the United States againgt terrorist attacks.

So challenge one isamanageriad one. How do you manage to put 22 agencies together and
make it work as afunctiond whole? In fact make them work better than they do now. Not worse, but
better. Some of these are pretty bad to start off with, but some of them are pretty good. FEMA isa
very very well run agency, and the chalenge for Mr. Ridge isto ensure that as FEMA is brought into
this new department it continues to be avery well run agency, in fact that it is a better run agency.

The chdlenge isto take the INS which is one of the worst run agencies and make surethat it is
better run than it is today within the Department of Homeland Security.

That brings me to challenge number two which is, thisis a department that had homeland
Security on the top, it has homeland security on the sedl, but does lots of things that have nothing to do
with homeland security. Each single one of the agencies that is being integrated was crested, with one
exception, was created for reasons that had nothing to do with homeland security. The Coast Guard,
the Customs Service, the INS, the Agriculturd Plant and Hedlth Inspection Agency, and every other
agency except for the Trangportation Security agency which was created in the aftermath of the
September 11th attacks were created to do different things and they will continue to have to do different
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things.

If you are out there boating in the Chesgpeake or out in the Atlantic and you have a problem,
you hope that the Coast Guard will be there. If you're stranded on some mountain in New Hampshire or
in Washington, you want that helicopter to be able to rescue you. Y ou want to be able to make sure
that the food is safe that you eat. Not because some terrorist has injected some biologica pathogenin
there, but because a disease has emerged. Y ou want to be sure that your hedlth system is up and
running and works correctly. Y ou want to make sure that the Customs Service is able to process goods
that come into this country as quickly as possible so the economy keeps on going. Y ou want to make
surethat if you are aforeign nationd and you want to bring your mother over that she can come over
and vigt her grandkids. And that is al the responghility that Mr. Ridge now has under his belt. And
remember, he's got to do those things while reorganizing, while making the country secure.

When the next Hurricane Andrew happens, he is going to be the person responsible for making
sure that the U.S. government delivers the federd dallars to the people who are now in emergency
shelters and indeed, help those emergency shelters be set up. And he hasto do that wile keeping the
country secure.

A third large e ement that needs to be done is that even this mammoth department with 22
different agencies will have lots of functions that are related to homeand security that are not under its
purview. We have the entire intelligence community that remains outside the Department of Homeand
Security. The Defense Department and its contribution to homeland security that remains outside. We
have the Judtice Department and its responsbilities in homeand security including the FBI that remains
outside.

So we need to continue to figure out away to coordinate dl these various dements within the
Executive Branch to work together and be able to make sure that the U.S. government has a homeland
security policy as well as the fact that we have a Department of Homeland Security that has ahomeland
security policy. That is going to be atough job. It isajob that has to be fixed in the White House, that
will have to be handled by avery senior person that has the full confidence of the President. Indeed the
President when he made his announcement said he would maintain a White House based Office of
Homeand Security. Unfortunately, as of tomorrow there is no head for the Office of Homeand Security
because Mr. Ridge will then be the Secretary for Homeland Security. There has been no replacement
named for Mr. Ridge ever since he was announced as the candidate back in November when the
Presdent sgned hislegidation.

That is we now have a White House based coordination office that is headless. It's not likely to
be very effective. How is a headless office going to be able to pull Tom Ridge, Mr. Ashcroft, Mr.
Rumsfeld, Mr. Tenet, Mr. Mueller together and devise a coherent strategy that is not only related to
what the DHS in the department does, but that includes everybody? If the President's not going to do it
himsdlf, he's got to find somebody who's able to do it for him. We don't have that person yet.
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Findly, thereis, quite gpart from what happens in the Executive Branch, amgor responsbility in
Congress to make sure that it relates to this department in a coherent way. Unfortunatdly, it doesn't. So
far we have 88 different committees and subcommittees in Congress, in fact every single member of the
House of Representatives Sts on a committee or a subcommittee that has some responsibility for
homeland security. Can you imagine 435 people deciding what the strategy and the strategic priorities
and the budgetary implications are for this department? It's not going to work.

Therefore the House was right and the Senate ought to follow the House in setting up what isin
the first instance a select committee and in the second instance in the next Congress, the next session, is
going to be a new standing Committee for Homeland Security so you & least have one single place for
authorizers to consider what the department wants to do and to authorize what it is and what it ought to
do.

The same needs to be happening in the Senate, and the same needs to happen with regard to
gppropriations. At the moment gppropriation of the homeland security budget is split among about six of
the subcommittees, the appropriation subcommittees, al of whom are fighting over part of the pie, none
of whom have the interest of the homeland security or indeed the Department of Homeand Security as
their most important prerogative. Therefore we need and the Congress must step up to the plate and
cregte anew subcommittee in both houses of the appropriations committees for homeland security. You
cannot have a coherent strategy if the Executive Branch is organized in a coherent fashion but if the
Congress has the funding and authorizing mechanisms as divided as they are today.

So there's lots of work to be done, and anybody who believes that when the doors open on
Nebraska Avenue with new badges and al that the United States is more secure, has something else
coming. Thisisjust the beginning, the very beginning of avery long process. In order to make this
process least disruptive it will bewel for Mr. Ridge to take thingsin stages and not do everything at
once.

We propose that he focus on two things as hisfirst and foremost responghbility. One, he getsthe
information sharing and analysis part of the department right, because if information can't flow among the
agencies nothing will. Second, to concentrate on border and transportation security and the integration
of that aspect of the department, which by the way represents about 90 percent of the people who are
going to be part of this department, about 65 percent of the budget. Getting those two things right and
staying away from agencies like FEMA that dready work and figuring out how to fold those in later
would be the smart thing for Mr. Ridge to do. Prioritization in this, asin other things, isimportant.

MR. STEINBERG: Thank you, Ivo, and that's a nice introduction to my comments which are
going to focus on the chalenge of information and intelligence as part of the homeland security effort.

Asvo indicated, in our judgment the single most important aspect of moving forward on an
effective homeand security Srategy is figuring out how to mobilize information in support of the
homeland security effort. Information is enormoudy powerful, just alever that dlows us not only to try
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to prevent attacks, but even in the event that we fail to prevent them, to effectively respond to them. The
information chalenge is multi-dimensond. We have to collect the right information to begin with, we
have to collatet, bring it together from various different sources. We have to anayze it so that the data
which by itsdf can be rdaively uninformative becomes powerful in support of homeand security. And
then equally important to al those other tasks, we have to get it to the right people who need it, who can
use it effectively to provide protection in defense.

The efforts today as we've indicated we think fall far short of what's necessary and that'sin a
number of directions. As Peter has suggested, there's been a serious lack of funding for the intelligence-
sharing effort. Thisisidentified by the Adminigtration in the Strategy as one of the highest priorities as
well asin their supplemental budget request, but the funding has not proceeded. Because of the gridiock
over the organizationd questions, very little went forward because everybody had await and see
attitude to see how the department would come together and not wanting to invest in agencies which
might have to change after the department was creeted. So in effect, dmaost a moratorium was placed
on investments in information infrastructure.

We now hear from some of the officids that will be involved in the department that there will be
asgnificant increase in the requests for funding, but now were talking about fiscal year 2004, and if last
year's experience is any indication we certainly are not going to see that kind of funding enacted before
next fal, so we're now going to be two years after the September 11th attacks and till no mgjor
investment.

But even more important than the question of how much money we spend on information is
whether we get the architecture right. One of the things that we al know that is very clear from the
report of the joint inquiry, the House and Senate Intelligence Committees inquiry was the single most
serious flaw that contributed to the September 11th attacks was the inability to use the information that
we had or could have easily had to dedl with these chalenges. And as many andysts have now made
quite clear, and thisis not to say that -- It's easy in retrogpect of course to say we should have known
these things. But it was known. And with the information we had on known suspects and the information
that we would have easily been led to based on that information, we could have put together a picture
that would have identified most if not al of the hijackers. So it gives some sense of the power of
information even among information that's aready collected. And the fact thet it's not Smply a question
of somehow finding new human sources of intelligence or getting new informants, as important as thet
may be, or developing new technology. But even using the information that we have is enormoudy
important.

What are the barriers to that and why have we not made the progress? Well there have been a
few tentative first stepsto try to ded with this problem. In the USA Petriot Act, for example, there were
provisons that broke down some of the statutory barriers for sharing information between the law
enforcement and intelligence communities. There has been some concern among the civil liberties
community about that, but on the whole, and | say thisfrom my own experience, that those barriers
were a Sgnificant impediment to effective homeand security and domestic security efforts, and those |
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think were positive steps.

Second, a Mike hasindicated, one of the things that we saw prior to September 11th was that
there was even on something as Smple as watch lists where there was very little sharing and that the
CIA had information on terrorigts, this was not adequately shared with other agencies including those
involved in the INS and the FBI. That processis beginning to move forward. There is a consolidation of
watch ligts. There are efforts being made to make databases more compatible and therefore alow the
transmission of data between agencies.

But there are ill some deep flawsin the system. Thefird flaw isthat as Mike hasindicated, we
gill have amodd that's based on known dangers and sharing information about known dangers. The
watch out ligt isthe eesest case of dl ininteligence. If we know somebody poses arisk we can post his
name, we can post identifying information, we can post biometric identifiers, and that isatool obvioudy
that's important as a part of intelligence.

But the problems that we face in dedling with terrorism, the eesest and luckiest case of dl isif
we know that there's a particular individua who's likely to pose athrest terrorist threat. Most likely in
these gtuations we don't know the identities of the individuals or even the nature of the kinds of attacks
that they may be contemplating. So we need avery different kind of paradigm to think about how we
protect ourselvesto ded with what Secretary Rumsfeld so closely called both the known unknown, that
isfor example members of d Qaeda who we don't yet identify; but even more serioudy the unknown
unknowns, different groups who have not yet posed athrest, different modes of attack which have not
been used before, different kinds of tools of attack which we are not aways going to know in advance.
Therefore we need new structures and new approaches that can help us dedl with, as Mike has
suggested, patterns of suspicious activity, ways of red teaming to think about new and innovetive
techniques that terrorists might apply trying to identify likely avenues of attack and the like.

Thisisamodd of intelligence which has just smply not been adapted yet withinthe U.S.
government. So the first step that's needed is to redlly begin to rethink the whole process of the way in
which intelligence takes place. What that further suggestsis that we need a much more decentralized
architecture for our information and intelligence efforts, because lots of different kinds of actors now are
going to be very important both in collecting information and being aware of Stuations around them and
bringing them together and making sure that they al get brought together in a common place.

Obvioudy the example of the FBI, the Phoenix Bureau's memo asking people to think about
and look out for suspicious charactersin flight schools is an interesting example of aframework now
were because there were no perpetrators who could be identified, the memo didn't go anywhere and
there was no processin place for thisto flow easily to other FBI bureaus or to flow to operators of
flight training schools to know thisis something to keep in mind as you're going about your day to day.

So what is needed now is an architecture of information sharing that recognizes that there are
lots of different actors both in the public and private sector, and information needs to flow across al of
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those. We need to bresk down the compartments that have characterized information and intelligence,
designed to make sure that the information is protected from lesking but the problem is if you spend too
much time protecting it from leaking you never get it to the people who need it.

So that's the first chalenge that we have to face.

The second chdlenge that we have to face is the question of who is going to be responsible for
dedling with this problem of ownership information on counter-terrorism in the United States. The new
department crestes a new bureau responsible for infrastructure and information analys's, but itsrole and
its place in the broader architecture of who's going to do the intelligence andlysis and who's going to do
the collection is very uncertain. Although there was a great debate in Congress about whether and what
kind of information this new bureau should have access to and the statute appears to give Secretary
Ridge access even to raw intelligence which would be necessary for andyss, it now gppears at least
from the discussions underway that this bureau may not have full accessto raw intelligence.

Even more important, its place in the overdl intelligence community and its relationship both to
the CIA and the FBI remains very uncertain. The FBI has been very jedoudy guarding its prerogetive
to be the premier domestic counter-intelligence agency, not only for collection of domedtic intelligence
but dso for analyss. Theres an effort now to beef up the FBI, dthough it's very interesting in the Senate
bill now being considered in the fiscal 2003 appropriations, Senator Stephens appears to be planning to
deny the FBI significant increases for funding which is very curious, because on the one hand the FBI
doesn't want to see anybody else get [into decisions]. On the other hand we don't see support for
additiond funding for the FBI.

It's our judgment based on the experience both prior to September 11th and since that there are
fundamentd difficulties and fundamenta problems with giving the FBI this counter-terrorism mission that
gtrongly indicates the need for an agency to be responsible for counter-terrorism intelligence
domesticaly that's separate from the FBI.

The nature of what the FBI does and the nature of the law enforcement function isradicaly
different than the counter-terrorism mission. In the case of the FBI the idealis to identify and prosecute a
perpetrator. In the case of homeand security it's obvioudy desirable if you can find the perpetrators, but
as | suggested the problem hereis often not about finding an individua but developing a structure of
prevention which is very different.

| think it's not surprising that most other countries that have looked at this problem have chosen
to develop its counter-terrorism and its nationa domestic security function separate from its law
enforcement as weve seen most obvioudy in the case of Britain's MI-5.

So we believe that it's important now to move forward and to recognize that we cannot afford
to waste more time, to invest alot of money in trying to transform the FBI into something that it cannot
easily do and which will creete alot of tension within its own organization, and rather we should begin to
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set up adomestic security organization focused on the foreign terrorist threet that can have asitsfull
mission to dedl with this problem and to be focused on prevention, not on apprehension and
prosecution.

We bdieve that in the firgt ingance it is probably the best way to move forward isto try to do
thisin the context of this new bureau in the new Department of Homeland Security which will dready
have the andytic function of andyzing the new domestic security information. And we believe that the
best place to grow the collection responsibility isthere aswell.

Although | think werre quite open to the idea that were there to be amgjor reform of the
intelligence community and to create ared Director of Nationd Intelligence dong the moded thet the
Director of Centra Intelligence was origindly supposed to be -- that isin charge of dl inteligence
activities throughout the federal government, that possibly we could see an evolution where that new
Director of Nationd Intelligence would become in effect the individua responsible for the domestic
security collection.

But what's most important now is not to go down what we consider a very ineffective road of
trying to create an FBI capable of doing this but rather create a new and independent agency asa
number of others have caled for.

Let's stop there and let's open it up for questions.
QUESTION: Thank you. Jonas Sirwinski, Center for the [State] of the Presidency.

Thereport isalittle vague on whether or not the benefits outweigh the cogts in abolishing the
OHS. Do you think it smply depends on the persondity of the person that takes over from Ridge, or
that it should be folded into the NSC?

MR. DAALDER: Thevaguenessisin part areflection of different viewsin the co-authored
report so let me answer your question in a persona capacity.

| think and some of us think that having made the decison to cregte as large a department asis
being created, contrary to what we think should have been done by the way. But having made that
decison and now faced with that fact, the coordinating function, though still extremely important, is
amaller than it used to be. Therefore, placing that responsibility within an existing structure thet dready is
working, namdy the Nationa Security Council, has the benefit of one, having a structure that is well
recognized, that is well respected, that has modalities that appear to work; and two, to do something
that no other place in this government, to do something that needs to happen but is not taking placein
any other place in the U.S. government which isto bring together people who are responsible for
defending the United States from the border inward, less people who are respongble for defending the
United States from the border outward. We have the rather remarkably strange occurrence, the
decision that dates back to September 20, 2001, that we were confronted on September 11 with a
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threat that comes from abroad and hits us here a home, that is transnationd in its very nature, and we
have organized in away that suggests that the border is the most important distinctive factor.

Y ou had homeland security under the Office of Homeland Security and counter-terrorism and
combatting terrorism abroad under the NSC. If you bring the coordinating functions within the NSC you
at least have one place in the U.S. government where people who's responsbility for thinking what
happens with terrorists abroad and how to deal with terrorists abroad and people who are responsible
for thinking about how to ded with terrorism at home st around the same table. Otherwise the only
other person who does that is the President of the United States, and brilliant though he is he can't do
of thet by himsdf.

Soin that sense putting it in the NSC, particularly now that you have basicaly made the decison
that the OHS is not important because you haven't suggested who the replacement for Mr. Ridgeis, and
people matter in Washington as we know, its our belief we should put it in the NSC.

MR. STEINBERG: Let mejust add a couple of points because | dso share Ivo's views that
that's the right direction to go.

If you think about now sort of where the balance of the agencies that are outside DHS are that
are important to the homeland security misson, most of them are dready members of the NSC process.
They're used to operating in that environment -- DoD, CIA, the Justice Department. And moreover,
these are departments which are reatively responsive to an NSC interagency process, but relaively
unresponsive to other people's cals. And when domestic agenciestry to get the DoD to do something
they're not very effective. That's been one of the problems, indeed | think one of the most dramétic
kinds of tokens of the problem of this coordination came back, when the decision was made to end the
air patrol over Washington and New Y ork and other parts of the United States, and then Director
Ridge was asked about this and he said | don't redlly know very much about it, and then the Pentagon
was asked and they said we make these decisions and we informed OHS about what our decision was.
It just gives you some sense about the effectiveness of OHS in reaching out to agencies that just don't
work through domestic coordinating processes.

So | think that one of the advantages of the NSC isthat thisis a place where these agencies
accept the fact that they have to Sit around the table and play with others rather than by themselves.

| think the second thing which is enormoudy important is this notion that we have to seethisas a
seamless problem, and we've dready begun to do it. We have a Deputy Nationa Security Advisor right
now who is double-hatted to the Director of OHS and to the National Security Advisor, John Gordon,
who isthe head of the Office of Counter-Terrorism. So we've aready recognized the need to embed
this processin the NSC aswdll, and | think at this point the balance favors doing it.

The only significant counter-argument, which isnot trivid, isthat the NSC is obvioudy dready
very burdened, the Nationa Security Advisor isavery busy person. We are dready seeing challenges
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in managing two big foreign policy crises, or three right now -- the externa war on terrorism, Irag and
North Korea, so there would be some concern about overload there. But | think at least for some of us
the baanceis ill in favor of it.

MR. DAALDER: Since another author of our report is ditting in the audience and has a
dightly different view, | think it may be good if Mack --

MR. STEINBERG: Please.

MR. DAALDER: -- who isadso with usand is one of the reasons the sentence may be dightly
less direct than it might otherwise have appeared.

MR. MACK DESSL ER: It'san honor to be credited with [fudgy] language, | guess.
[Laughter] I'm Mack Desder out at the University of Maryland and I'm a co-author of this report.

| basically agree with everything that Ivo and Jm said about both the problem of the current
OHS which is obvioudy wesker than it was before and it wasn't strong enough before. The fact that
therés no new director, the fact that al the attention in the short run is going to be to the department and
not to this office.

It would be quite difficult, I think, for this office to be effective in the short run. Why am |
resstant? At least | think it needs to be discussed more, the question of --

MR. STEINBERG: What are your [inaudible]?

MR. DESSLER: That the Nationa Security Advisor is overloaded now and the -- But there
are a couple of other reasons when we were working, and we gtill are working on a comprehensive
look at the NSC, one of the problems we saw in the Clinton Administration, particularly in the second
term was the NSC became larger and larger and it tended to become for the bulk of its issues rather
bureaucratized, rather more like an agency, lessflexible as a Saff.

Now if you add 50 or so additiona people to the [inaudible] professonds that you have now
you compound that problem.

A second concern, thiswill be the last of them, isthat the NSC tends to do best on issues and
be most effective on issues that are sort of in its mainstream responsibilities. That's normal for an
organization. In the case of the NSC it's political/military affairs. Economic affairs the NSC has done
lesswell. Now it has this power-sharing arrangement with the NEC, the Nationa Economics Council
creeted by Clinton, continued by Bush, and that hasn't been bad. But | would point you to something
that in this Adminigration, if you look a the early Bush Adminidration -- every President hasto
recongtitute the NSC in some sense so there was a brand new Executive Order. This one was different
in the sense that it tried very comprehensively to bring economic issues within the orbit of the NSCina
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way that made the Executive Order much longer and more convoluted in fact, but the intention was to --
My senseisthat while at the saff leve this works to some degree, but this hasn't redlly operated that
way a the principals levd. That's not what Condy Rice does. And therefore it has continued to be
difficult at the NSC to do economic issues.

My guessis that homeland security issues which do not, except in crises, tend to be front
burner, immediately demanding attention issues, S0 they tend to be planning issues, they tend to be
restructuring issues of the sort that get pushed to the back. | just think theré'sarea concern about
whether the NSC will be able to give those effective priorities.

End of very modest different view.

QUESTION: -- Council, how would that interact with the NSC if OHS folded into it, or
would it Smply evaporate?

MR. DAALDER: That's smple. When homeand security isthe issue of the day it will be
cdled the Homeand Security Council. The Homeland Security Council isnow in the law. It isalegd
entity that has statutory authority just as the NSC has statutory authority. But the membership athough
in part statutory is aso up to the President and you meet as the NSC and you call it the HSC and you
know. The same people are in the same room at the same time and what you cal it is less important
than you're there.

So from a gtatutory perspective, there hasto be a person, an executive Secretary for the
Homeland Security Council and I'm sure there's some poor soul who would have that title, presumably
the National Security Secretary would be both Executive Secretary in one, in the other, but | think it'sa
bureaucratic issue that --

MR. STEINBERG: It'saso, as you no doubt know, the NSC rarely meets as the NSC.
Most businessis done by the so-called Principas Committee which is not the statutory Nationa
Security Council but rather just the Cabinet agencies not in their forma setting. The same has been true
largely in the OHS context.

QUESTION: I'm Bob Dreyfuss with the American Prospect Magazine.

| was wondering if you could say something about NORTHCOM, that is the new Northern
Command that was set up in Colorado Springs and what role you think the military may or may not play
in the context of homeland security. There are supposed to be some hearings that Senator Warner
wants to have on posse comitatus. The military says their lawyers say there doesn't need to be any
changesin that. But | remember when the Nationd Guard was caled up it was federdized last year on
the borders. That isthey didn't leave it under the command of the governors and it wasn't under even
the federd funding rules, but it was actudly afederalized mobilization of the National Guard &t the
borders for severd months last winter. I'm wondering if you see any increasing role for the military and
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what its relations with this new Department of Homeland Security might be,
MR. O'HANL ON: Thanks for the question.

By the way, while we're recognizing co-authors let me aso recognize Jm Lindsey, the good-
looking bearded man in the back with the blue shirt and blue tie who's been a very important contributor
to our work on Congress and other parts of the report as well.

Asto this question about the military, my first comment would beis the military is a supporting
actor in homeland security. Most of its efforts are going to be a second order of importance compared
to Customs, Coast Guard, INS, FBI. That would be afirst point.

I'm glad thereé's a Northern Command because it's an important enough mission it makes sense
to have afew hundred people out of a 1.4 million strong indtitution doing this full time, but | don't think
the military should be seen as a primary player. It's a second tier -- important but still second tier player.

Secondly, | take your point on the National Guard. | think thereis aneed, and others on this
pand may want to say more about rethinking posse comitatus and there may be some modifications that
need to be consdered. So even if it's a second order player it's fill important. There may be future
scenarios where we have to think of not just legal issues but also equipment and so forth.

I'm personally skeptical about turning over too much responsibility to the National Guard. I'd
rather think of locdl fire, police, rescue personne as the primary loca responders. | think we've been
remiss as a country in giving them the resources they need. It's been ared consequence of the
budgetary standoff of 2002 that Peter described, that people at the local level are not getting resources
from Washington that were promised to them. In fact it's worse than that. My few contactsin loca and
gtate governments tell me when they try to argue for more resources for some of these missions, those
who don't want to spend loca money or state money on homeand security will say don't worry, we
don't have to find the money for it. The feds dready promised us $3.5 hillion. Just be petient, just wait
another week or two and that money will be coming.

So we're blowing it because we're not only failing to provide resources, we're making the
problem worse and setting back the debate. Otherwise loca agencies and governments would often find
resources, and people arguing for those missions would have a stronger case. But they're being
promised this manna from Washington. They're not even getting the $3.5 hillion so far that was
recommended.

Onelast point and I'll stop. On the missions the military is best for, and certainly there are
certain kinds of consequence management, disaster response missions, the National Guard, may
ultimately perform. Although again | think they're likely to be aless important player in most scenarios
that police, fire, rescue.
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But the issue of missile defense. We've had a greet debate in this country for 20 or 30 or 40 or
50 years about balistic missile defense. There's going to be an interesting debate perhaps someday
about cruise missile defense. Thisisthe sort of thing that aterrorist could perhaps get his or her hands
on much more eadly and launch from aship or launch from Mexico or what have you. It's much esser
for aterrorist to get his or her hands on cruise missiles than balistic missles. It's dso much harder for us
to track them asthey fire. We're going to have to spend more time thinking through the kinds of
technologies that might be needed for anationd cruise missile defense. It's a daunting proposition when
you start to look at it, to think about what this could require. But to the extent we see future terrorist
organizations get thiskind of capatility, it's awonderful way to ddiver chemica and biologica agent
againg a coadtd city, and if you have no defense you could redlly bein trouble. So that's one area
where the military will have to do more and one of the reasons why | am glad there's a Northern
Command.

MR. STEINBERG: Jus to add a couple of supplementary thoughts. | think it's important to
reglize what the limits of passe comitatus are. There are rdatively few congdraints on the military playing
the kind of supportive role that Mike is talking about and some of the missons that have been
envisoned in addition to the sort of backup on consequence management are things like transportation
within the United States. One of the models about getting vaccines and others around in an emergency
have looked a whether you could use military assets. And none of these things pose serious posse
comitatus problems. The problem only occurs, as you suggested, if you wanted them to play what
would be the equivaent of alaw enforcement function.

And there it seemsto methat it's very hard to see that that would be necessary exception the
case of avery severe catastrophe in which frankly we would be looking at the question of marsha law,
and that's not something that any of uswould want to do. But it's hard to see avery compelling case.

Y ou would need to have a sgnificant rethinking of passe comitatus that there was some function that the
military can't do now that you would want them to do that seemslikeit's alikely scenario.

| think the other question is okay, they can do these things under exiging law. Is the military the
right organization to do it? And particularly isthat the role for the Nationa Guard?

| think that goes into a broader debate which Secretary Rumsfeld has hinted that he wants to
have about the question of the distribution of missons not in the homeand security context, but in the
total force context about the military. We made a conscious decision throughout the '80s and "90s to put
anumber of important military missions and capabilities in the Guard and Reserve -- civil &ffairs, alot of
the specidized functions that comeinto play in abig way in things like peace enforcement missonsin
Bosniaand Kosovo, and potentidly in Irag. And if we continue to have those functionsin the Nationa
Guard then they're going to be less able to play a homeland security support role because they won't be
reliably there.

Rumsfeld has suggested that he wants to take, he hasn't made aforma proposd but he's
certainly hinted in a press conference speech that he wants us to move back and move some of these
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other functions that are essentia to military deployments out of the Guard which | think would then
creste agreater sort of incentive to try to give the Guard something useful to do which would be a
bigger homeand security role.

QUESTION: Hi, I'm Cynthia Sanjos from Cobblestone Associates.

| have sort of adouble decker. | was at your firgt briefing and you talked alot about your
concerns about port security. | wonder if you could elaborate alittle bit on the changes that you
mentioned. That'sthefirst one.

The second oneis civil defense, civilian engagements, citizen actions as part of this process.
Could any of you who have looked at that talk about what you see happening and what should be
happening or could be happening?

MR. ORSZAG: There was |legidation passed near the end of last year on port security that the
Presdent signed into law. It, however, was bascaly authorizing legidation. It didn't provide funding.
Again as| mentioned, the problem at this point redly isthe gppropriations level for this area of activity
areinsufficient.

It requires steps like threat assessments at ports, and hardening certain vulnerable parts of the
ports, restrictions on personne alowed into the most sengtive parts of the ports, things like that. All of
which are very good things to do, but they're not free. Again, the Coast Guard estimated in December
2002 that the firgt year cogtsin the legidation would be just alittle bit under abillion dollars. My
memory is about $950 million.

The appropriations legidation doesn't come anywhere close to providing the level of funding that
would be required. In fact Senator Byrd had an amendment that would have added funding for ports
and for afew other areasthat have not -- Well, for ports across the country, not just in West Virginia
[Laughter]

He actudly had two different amendments. One that would have added $3 hillion and one that
would have added $5 hillion in total, and those were defeated.

| actudly pulled out, Jm had mentioned Senator Stephens and the FBI issue. | just pulled out
Senator Stephens satement saying "Mr. President, | confess that if we didn't have the limitations we
face, the deficit we face, | would once again support Senator Byrd's funding in each of these items
including the port area.”

So therés a very explicit satement that the other fiscal pressures on the government are at least
for this senator preventing him from supporting things that he clearly sees as being necessary.

QUESTION: [inaudible] -- The first reason you had about setting better priorities about which
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ports to watch and which parts of the ports to watch aso.
MR. ORSZAG: It wasn't me.
MR. O'HANLON: That's part of the Container Security Initiative.
MR. ORSZAG: I'm sorry. Let mejust talk very briefly about the Container Security Initiative.

The Container Security Initiative is something that the Customs Service has sarted and it was
something that we aso cdled for in this volume and it's d'so a good idea. Again, the percentage of
shipments into the United States that are ingpected and the Customs Service debates this point. So the
typical figureistwo percent, but they'll tell you that it's closer to four to five percent. | don't think that
difference is that important in redlity.

The important point is that unless you know for sure that the ones that you're inspecting are the
only ones that are dangerous, i.e., the other 95 percent let's say are not dangerous, that is awoefully
inadequate level of ingpection.

Furthermore, by the time a container getsto a U.S. port it's often too late to do very much
about it anyway. If you ingpect a container and it happens to have a thermonuclear devicein it or
something that's quite dangerous, it's often too late to stop it even if you somehow could have caught it
as part of an ingpection. It could be set off before the ingpection occurs, which iswhy pushing back the
border to the foreign port is so important. Having an ingpection occur when the goods are loaded onto
the container ship -- We dso tak in the volume a bit about the types of information technologies and
other security improvements to the containers themselves, something that Steve Flynn at the Council on
Foreign Relations has done alot of work on, the types of improvements that could ensure that
something that you inspected abroad was actudly not tampered with while it came to the United States.

That would be alot safer. | would much rather know that there was a dangerous thing in a
container when it's being loaded on some foreign port than when it's being offloaded in the United
States, and that's what the Container Security Initiative tries to do. But unfortunately, again, it's done on
much too smdl a scde and the funding is not adequate for it.

As| mentioned, just one example, the items that the President decided not to spend from the
second supplementd hill last year included funding specificaly for the Container Security Initigtive. And
it'sjust unfortunate that these sorts of higher priority items are not being adequately funded and thisis
again just one of the differences between what we think is necessary and what the Administration

gpparently thinksis necessary.
MR. STEINBERG: I'd just say aword on the public rolein this.

Unfortunately -- | think thereis a very important role for the public to play. It's an untgpped
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resource that could be part of the overdl effort. But unfortunatdly, this got deeply caught up in Attorney
Generd Asheroft's proposal for Project Tip which sought to mobilize people like letter carriers and
utility workersto report suspicious activity and basicaly use them as an information collection tool in
deding with it. And for avariety of quite understandable reasons, this caused a great ded of concern
about civil liberties and the like.

Here you have, basicaly law enforcement officers are at least theoretically subject to certain
guiddines about what they do and under what circumstances they can collect information about
individuals. Now you're going to mohilize people who are basically unsupervised who are just going to
be volunteer snoops. And in the Homeland Security Act, actudly this project is specificaly barred by
legidation.

So | think the idea of the public sort of being part of this was tainted by the sense that somehow
that was going to be therole.

But theré's no doubt in my mind, and | think if you look a what some of the governors and loca
officas are doing, is that there are beginning to be locd initiativesto try to figure out how you can use
civic action, particularly in consequence management, to help mobilize additiona resources to ded with
emergencies. But I've seen nothing since. At the federd levd, | think the federal government feds a bit
burned on this and it's probably unlikely to move as akind of federd initiative to try to do something.

QUESTION: I'm Edie Semler from the Association for Canadian Studies in the United States.

My question is directed at some phrases used before. Border inwards and border outwards,
and terrorism abroad. | was wondering, Canada and Mexico for purposes of actual homeland security,
for defending the U.S. Can these two countries be considered "abroad” for purposes of security? We
have a 4,000 mile largely undefended border dong the 49th Pardld, an arbitrary line across the map.
Can you ded with Portland or Seeitle much differently than you're going to ded with Vancouver?

And | know that there's some information sharing and Customs and certainly some coordination
a point of origin container security, but beyond that is there anything being done to integrate
corresponding agencies in Canada?

MR. DAALDER: Let me dart off and answer thisin the conceptua fashion.

| think it'samagor mistake to talk about terrorism abroad and a home. | think the guysin
Afghanistan are as much at home when it came to the question of who was attacking whom asthey are
abroad. And one of the fundamenta conceptud errors we have made on September 11th is to assume
that somehow the border was significant. It's not. It's completely and totaly insignificant because that's
the threat we're facing. It's athresat that exists because our borders are not capable of keegping them out.
There's nothing we can do to keep out a determined person who wants to come in other than becoming
avery different country. In terms of our civil liberties, in terms of our economic interaction with the rest
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of theworld, etc., etc.

If we want to be more or less what we are today we have to think about this threat in ways that
makes the border an obstacle, a part of any strategy because you still have to cross the border at some
point, but cannot be the sole reliance of what you do.

So when you talk about the Container Security Initiative, to take one issue, the issueis not
Canada or Mexico. The issue is from what location are most goods shipped to the United States?

It turns out that there are 20 ports around the world that account for 70-75 percent of all the
goods served, and the Container Security Initiative saysif you can isolate those 20 ports and build a
collaborative structure in which the home governments, whether it'sin Singapore or the Dutch or the
Canadians or the Hong Kong government, those governments working together with the U.S.
government to build a security system that includes not only ingpections of containers, but the
transportation system from where those containers come from origindly into the port and of course the
trangportation system once they're uploaded here. Because these are containers, they come in here and
they're offloaded, they're not even looked at five daysinto after they're offloaded. So you have a system
that needs to be protected in which the border is an element but a small eement. That's the structure in
which we need to think.

That'swhy, for example, we argue that information sharing and intelligence cannot continue to
indg thet there is something we do "a home' when it comes to information and intelligence, and
something that we do "dbroad”. That thereisa CIA and an FBI and they may share information at some
level. This has got to be completely integrated because the terrorist threet is to the United States, not at
home or abroad. It isto the United States period. It may come from abroad, it may come from home, it
may come from one side of the border or the other side of the border. That's the framework within
which you need to put the question of how you then coordinate.

Then it becomes dmost a mechanica way of how do you ensure that governments abroad are
best able to work together with agencies here? In the case of Canada there probably is more
cooperation -- in some sense there's more cooperation between Canadian agencies and American
agencies than among American agencies of some kinds, particularly on the border sde where both sides
of the border are very comfortable. They've worked together for along time.

The first Container Security Initiative that was out there was with, it wasn't Vancouver. It was a
port on the East Coast. That port, we don't do any inspections of goods from Canadian ports -- We
only inspect goods at Canadian ports. We don't inspect them after that. So we have basically made
Canadian ports our American ports. It's completely and totdly integrated in that sense.

| don't know whether there are other examples like that of that kind of integration outsde of the
border. | imagine that on the intelligence Sde there is a cooperation thet is formd that we have with a
number of other of our friendsin Europe and e sawhere assis true on the law enforcement side, but it is
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clear that that's where we need to head. The notion that you somehow can say there's an abroad thet is
somebody el se's responsibility and there's an at home and we don't redlly have to talk to each other is
an organizational smplification that is going to make matters worse rather than better.

MR. STEINBERG: I'd just add something on the practicad sde of this. | agree with
everything Ivo said. Nonetheless as you no doubt know, there's been a great dedl of friction between
the United States and Canada over aspects of this problem, particularly the way in which informeation is
used, and more broadly on Canadas own immigration policies and its policies with regard to admitting
people into the country. | think one of the big challenges that's going to be, in order to have atruly
integrated system the way the Canadian government has proposed, there's going to have to be an
agreement on the basic principles. Y ou're going to have to have something equivaent to what the
Europeans have done with their [ Shengan] Agreement so thereis a common view about who gets into
the two countries. What are the conditions for entry? What are the conditions for asylum? What are the
conditions for staying? What are the processes for tacking people who come in on temporary permits
and the like? But at the moment there are many aspects of the U.S. intelligence and law enforcement
community which are insufficiently satisfied with Canadas approach to these questions so that there
remains a sense in which if people are getting into Canada who the United States does not believe
should get into the United States, and we have these undefended border as you say, that we have abig
problem.

Soit'sgoing to be atricky negotiation which will play alot on Canadian sovereignty sengtivities
to see whether you can get a harmonization of these rules. | think the problem is even more difficult in
the case of Mexico where not only do you have the same senstivities, but there's awhole different set of
questions about how Mexico, what kinds of protections Mexico has along its southern border.

So | think the conceptua point that Ivo makesis right and we would clearly al be better off if
there were a common North American agpproach to this because that obstacle that he talks about,
making the border an obstacle, is alot more powerful if it'slargely air and sea that we're protecting
againg as opposed to land, but | think we still have aways to go to make that aredity.

QUESTION: Hi, I'm Terry Lane with Communications Dally.

This question kind of dovetailsinto the last issue. Therésalot of talk about information sharing
and analysis. It'skind of a broad topic and can sometimes seem to mean bureaucratic culture, how
different agencies communicate with each other and other times seems to mean more of an information
technology problem, anissue of procurement or what not.

| just wanted to get some opinions on what is the heart of theissue, if it isabureaucratic
organization problem or a procurement problem.

MR. STEINBERG: It'slargdy abureaucratic and organizationa problem and not a
technology problem. | think if you talk to technologists, and certainly in this[Marke] Task Force
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Report that | wasinvolved in therés afarly extensve discusson about this.

There are certainly ways we can use technology better. The private sector uses database
management and information technology alot better than most of the federd government does so we
could certainly use the technology better. But that technology is largely available and we don't need
ether new breakthroughs or new kinds of dramatic new capabilities. But it redly is a question of
accepting the principle that information is going to be shared, and developing an architecture that
fadlitatesit.

So for example if you have a system in which we have physicaly separate networks to deal with
different levels of classfication where there's a physica network that deds with top secret and
compartmented information, a separate network, the [SIPRNET] which deals with secret level
information, and a separate network to ded with unclassified information, you have abig problem
moving information acrossiit.

If you use the sort of physicd barriers to information dow as away to protect sources and
methods and to provide security, you're going to pay abig price in the ability of the system to get the
benefits of the information that you have. So it's a different mindset to which it would be easy to harness
the technology if you decided that tag's what you were going to do. If you were going to create a culture
which there's now some discussion about, for example, create a class of information whichis caled
Sengtive Homdand Security Information, which is not generdly available to the public but it's not
classfied and therefore doesn't have to be handled through classified handling procedures, you're going
to have alot more locd police officids and fire officids and hedth officias who can get access to that
informetion.

There are definitely tradeoffs. It is harder to provide security in aworld in which more people
have access to information. But you just have to decide in this context, given the nature of the threet,
which is the bigger risk? That we tightly guard the information so it doesn't leak out but then nobody
who needsit ever getsit, or we take the risk that some of it will leak. Much of it being tacticd, of short

lived use anyway.

It's one thing to say you want to protect the identity of an informant who is hard to come by,
difficult to replicate and highly valuable. Those things we are going to have to take special measures to
provide. But tactical information about a threat to banks or athresat to, or the need to look at flight
training schools. Yes, it's sendtive and if the terrorists know about it then they will be able to take
measures to avoid it. But far better to have people derted to it and take the risk that the terrorists will
be tipped off because a least you'll have sill avoided that plot.

So | think it'samindset issue. It's a sense of seeing this as an integrated community that involves
al kinds of different actors a the internationd, federd, state, locd and private leve and building your
architecture around that. | think the technology will flow quite naturally behind it.
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QUESTION: Eric Flooden, Center for Arms Control and Non-Proliferation.

Mike, you started out and you talked about tier one and the different tiers of the homeland
security strategy. Tier one was border security and that's where it started, etc., etc. But 1vo, you just
talked about sort of the arbitrary nature of having homeland security and having things that are "abroad"
not be -- You said that was sort of an arbitrary way to sort of cut the pie.

Should then the homeland security strategy include more things that happen oversess, like
protecting and trying to secure wegpons of mass destruction at their source, or finding terrorists and
things like that. Are we too limited in our homeand security strategy just starting with the border, that
tier one? Should tier one be what's going on in Afghanistan and al those different threats and where they
originate?

MR. STEINBERG: In our origind volume we identified that issue and | think we dl agree
with the point that you've just made.

For the purpose of not making thisatotd treatise on al of the aspects of nationa security
drategy, because ultimately these are linked, we narrowed the focus of the volume. But | think the
principle that you've identified and which Ivo talked about is one that we dl share. Y ou can't be
effective in dedling with this problem -- And again, the reason we artificialy limited it, it's dso part of
that strategy is not only securing wegpons of mass destruction, identifying terrorists abroad, but it's dso
developing sound overdl nationa policiesto ded with problems of development, problems of bad
governance gbroad. So dl of our internationd policy is deeply linked to the problem of preventing
terrorism and therefore securing the homeand. So it's important to keep that principle that you've
identified front and center, but we also wanted to not create a volume that looked like we were trying to
answer dl the questions about Americas foreign policy and nationa security.

QUESTION: How [inaudibl€] limits on your focus, but the government obvioudy [inaudible]
Department of Homeland Security. How can the government -- Y ou mentioned the NSC [inaudible].

MR. DAALDER: That'sthe only part in the U.S. government where you can bring
transnationa concerns, things that are happening aoroad that are impacting us here, and get the right
players around the table at the right time.

The Homdand Security Council as conceived of in the Executive Order Sgned by the President
back in October 2001 excluded the Secretary of State as a standing member. | think that makes no
sense. Lots of stuff happens abroad that has fundamenta implication on what happens here at home,
and by putting it in the NSC you have a mechanism where people who think alot about what happens
abroad, and people who think alot about what happens here at home -- particularly the Attorney
Generd and the Secretary for Homeland Security, are now sitting around the table and they have been
forced to tackle those very transnationd issues that are important. But mostly dedling with the
trangportation of people and goods from abroad into the country. And the border is where our authority
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to act darts. That's why you focus on the border. But you have to bring these two together.

Mr. Bonner spends more time abroad figuring out how to strengthen the ports over there than
he does here for the right reason, because he understands that it's the transportation system that moves
goods and people. The sameis going to be true for INS.

Asa Hutchinson ought to spend mogt of histime out there rather than here, but he hasto be able
to talk to U.S. government people who are dso out there. The NSC is probably the best place to do
that. Otherwise you have to replicate it in the HSC or whatever you want to cdl it.

MR. STEINBERG: Thank you dl very much.

HHHH
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