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JAMESB. STEINBERG: Theissue of homeland security has been very
prominent in the work that Senator Edwards has done in the Congress.
Among his many achievementsin the areaincludes co-sponsoring legidation

on nuclear waste shipment safety, amgor author of portions of the Segport
BROOKINGS Security Bill aswell asthe Federa Cyber Security Bill. He's dso been active
in offering proposals on bioterrorism, focusing on strengthening the state and
local capacity to ded with this new chalenge.

AsI'm sure most of you noticed this morning, Senator Edwards had an OpEd in the
Washington Post outlining his views on the need for a new Domestic Security Agency. | think thisisa
very timely opportunity to have his views on the chalenges facing the country in light of the fact thet we
are now just about a month away from the standing of the new Department of Homeland Security and
what will be amgor debate | think in the coming Congress about funding for resources on homeand
Security and on the organization of our intelligence community.

So without further ado let me ask you to join me in welcoming John Edwards.

thinkers in America on foreign policy and has been avery good friend to me,

a ¥ o™ | SENATOR JOHN EDWARDS: Thark you dm -- one of the grest
* and | appreciate the introduction.
Fu

It'sdso good to be here in thisingitution which has provided so many of the
idess, the scholarsin this ingtitution have provided so many of the ideas on the
issuesthat I'll be talking about today .

| love thistime of year. Families come together. The whole country seems to take a breeth. All
Americans have a chance to pause long enough to remember what we al believe isredly precious, and
to think about what redlly matters for our families, for the communitieswe livein, and for the country
that wedl love.

It's natural when you think about what it is we love to aso think about what we need to do to
protect it. That's what | want to talk about today. Our sacred responsibility to safeguard America. It'sa
respongbility dl of us share as Americans and I'll talk more about thet and whet al of uscandoina
little bit. But let me begin by talking about the respongibility of government.

The firgt and foremost respongbility of any government is to protect its citizens from harm. It's
time for dl of us, without regard to party, to say what every one of us aready knows. Washington is not
doing enough to make American safe. If the Adminigtration continues to do too little, it will be too late
again. We must do better.

| don't accept the notion that another devastating attack isinevitable. | will never accept it. It's
fearful, it's defeetist, and it's avictory for the terrorists. Our job isto do everything we can to stop them.
We have to summon every lagt bit of American strength, guts and wit to win thiswar. If we do, we will
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winit.

Protecting America requires clear leadership from America around the world and a
comprehensive homeland defense here at home. Today I'm going to focus on what we need to do to
strengthen our domestic security. Offensively firdt, to catch terrorists before they attack, and defensively
to prevent harm if an attack comes.

First, we need to dramatically improve our ability to find and stop terrorists in our midst.
Second, we need to secure our borders.
Third, we need to harden the likeliest terrorist targets to make sure that they're less vulnerable.

Fourth, we need to sgnificantly strengthen domestic readiness so we're aways prepared to
respond to thregts.

What we do here of courseis cast in the context of Americas responsibilities abroad. I've sad
this beforeand I'll say it again. | rgject what | believe is afdse choice between fighting awar on
terrorism and containing the threat posed by wegpons of mass destruction. Specificaly the looming
danger of Saddam Hussain. We must disarm Irag. Peacefully if possible, but by force if necessary.

At the same time we have to remember why disarming Saddam is critical to American security,
because hdting the spread of wegpons of mass destruction and ensuring they don't fal into the wrong
hands, including terrorist hands, is critical to American security. Thisis a problem much bigger than Irag.
We have to do more to support the many disarmament programs aready in place to dismantle weapons
and prevent access to weapons grade materias in Russa and the former Soviet states. We have to
commit maximum resources necessary to support cooperdtive threst reduction initiatives like
Nunr/Lugar.

When it comesto fighting the war on terror around the globe we have to keep the big picturein
mind, and to Say true to our principles. The Adminigiration needsto rethink its viscerd shortsighted
regjection of additiona leadership and post-Tdiban Afghanistan. We need a new relationship with Saudi
Arabia, onethat no longer ignores that regime's pattern of tolerance and denia when it comesto
terrorigts.

We need to address the gray proliferation threat posed by North Koreaand we need to do it in
aclear, confident and consstent way. Last week's stop right there, now go ahead routine in the Arabian
Sea makes Americalook indecisive and it undermines our credibility. Extraordinary risks require
extraordinary measures. North Korea does not play by internationd rules and they should not be
dlowed to profit from them.

All of thisis critica to American security but none of it will prevent the next domestic attack if
our domestic defense remains as vulnerable asit istoday.
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L ess than two months ago the bipartisan Hart/Rudman Commission said, and | quote, "America
remains dangeroudy unprepared to prevent and respond to a catastrophic terrorist attack on U.S. soil.
Indl likelihood the next attack will result in even greeter casudties and widespread disruption to
American lives and the economy. Thisisintolerable.

Weve made some progress in the 15 months since September 11th. We've had no major
terrorist attacks at home for over ayear. We've remade our airport security systems. And we should
get some modest improvement from the massive reorgani zation that begins with the passage of the
Homeland Security Bill.

President Bush deserves credit for the successes. At the same time he's a so accountable for too many
failures to make progress with the wrong priorities and for wrong-minded steps that undermine our
vaues without advancing our security.

Firg and foremogt, there smply is no comprehensive strategy for domestic security. Yes, weve
addressed afew vulnerabilities but not the full range of challenges we face. Y es, we've created a
massive new federal agency and it's a positive step that | supported. But at this point the new
Department of Homeand Security is more of a palitica achievement for the Adminigtration than a
subgtantive achievement for American security.

A new agency and new office space won't help usinfiltrate terrorist organizations operating
around the country. It won't stop terrorists or their weagpons from getting through the holesin our
borders or our ports. It won't provide equipment and training for police to protect bridges and tunnels
or cause companies to protect vulnerable chemica plants. It won't help police officers, firemen and
EMTs on the front line to coordinate their response if there is an attack. In short, the Homeland Security
Bill isa perfect example of how long it takes Washington to come up with an answer that doesn't even
solve the problem.

Second, this Adminigtration continues to have its priorities out of whack. Againg dl reason the
Adminigtration continues to cling stubbornly to tax cuts that benefit only the top one percent of
Americans while arguing we can't afford vital measures to protect the very lives of the American people.

Congress has passed |egidation to strengthen border security, port security, cyber security and
to guard againg bioterrorism. | mysdlf wrote provisionsin those bills. But for the most part they're not
being funded the way they should. President Bush has actudly vetoed billions of dollars for domestic
defense and he's refusing to release $1.5 hillion that should go to palice, firefighters and first responders
who face layoffs literdly as | speak. The President made a big show of vetoing a$5 million emergency
bill, haf of which was for domestic defense while the rest included money to buy forest fires and
essentid ad for Isradl. The $5 hillion is aout what it will cost for one month, one month, if we fully
eliminate the estate tax under the President’s plan, mostly benefiting about 3,000 or so multi-millionaire
families. How this Adminigtration can prefer tax cuts for the most fortunate one percent of Americans
over domestic defense for 100 percent of Americansis beyond me, but they do.

Findly, I'm troubled thet this Adminigtration often seems most animated when it's curtailing basic
freedoms for no reason. They've claimed arbitrary power to arrest any American, label him or her an
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enemy combatant, and then lock them up as long as they want without a lawyer, without a chance to
show that they're innocent. They've alowed government agents to observe political meetings and prayer
groups without any kind of redl oversght. And they have another plan that's literdly straight out of 1984,
atota information awareness program that can collect and maintain detailed personnd files on every
single American. These steps undercut our liberty without advancing our security and they're wrong.

In short, when it comes to homeland security the Administration has been expert at politics and
erative [ph] in practice. Instead, homeland security should be our unequivoca priority. Our strategy has
to be comprehensive and our gpproach must honor the way of life that we're defending. Faith and
family, duty and service, individud freedom, and a common purpose to build one nation under God.

A comprehensive gpproach requires new initiative, mgjor initiatives, in four basic areas. Finding
and tracking terrorists, border security, target protection, and domestic readiness.

Firg and foremost we need to dramatically improve our ability to identify the terrorigsin
America, track them down, infiltrate their cdlls, learn their plans, and stop them.

The firgt thing we need to do on the information front is creste anew Homeand Intelligence
Agency as| cdled for last October. The agency at the center of domestic intelligence now isthe FBI.
The FBI's mistakes before September 11th are well known, yet only recently the FBI's number two
offida said he was amazed and astounded by the agency's continued duggishness in fighting terrorism.

The FBI'sintelligence failures are directly related to its nature and its misson. At its heart, the
FBI's alaw enforcement agency focused on arresting, prosecuting and convicting people who break the
law. FBI agents are very good a law enforcement but law enforcement is not intelligence. Inteligenceis
about collecting information, fitting it into a bigger picture and sharing that information with people who
can act onit.

Asking alaw enforcement agency to manage intelligenceislike trying to jam asquare pegina
round hole. The FBI hires and promotes based on law enforcement criteria. It builds cases rather than
connecting dots. And it keeps information secret rather than getting it to those who can use it to stop
terrorigts.

The FBI hastried to reform for years but the bureaucratic resstance is extraordinary. Today we
don't have the luxury of trying to turn the FBI into something it's not meant to be. We need to create
what we actualy need.

The centrd god of anew Homedand Intelligence Agency should be uncovering terrorist threets
before they cause harm. That effort will have three basic components.

Firg, to gather information about terrorists, their activities and their plans. Second, to andyze
data, search for patterns, and assess threats. And third, to get that information and that analysis to the
right people so they can stop these terrorists before they do us harm. Because the focus will be
intelligence, the new agency's officers don't even need arrest powers. Those responsibilities should
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remain with law enforcement. Trying to combine incompetible missons is the reason we haves this
problem in thefirgt place.

This agency's activities must be reconciled with legitimate concerns about liberty and privecy.
This new agency does not need any more power than the FBI has today, and creating the new agency
will give us afresh chance to actudly strengthen our freedoms and our liberties.

A recent study by a bipartisan commission at the Markel Foundation points the way. Strong
guiddines should indicate what, when and where investigations can occur. Particularly intrusive
investigations should be held to specid sandards. Rigorous interna auditing together with enhanced
public reporting should provide accountability. And aspecid office for civil rights headed by an
independent director should ensure the agency actually obeys the law. The task is stopping terrorists,
not monitoring politica dissent.

| first proposed a new intelligence agency two months ago. After initid signs of support the
Adminigtration has backed off under bureaucratic pressure. That's a huge mistake. Congress and the
Adminigtration should get to work on the new agency in January. There's no time to waste.

But aHomdand Intelligence Agency is only the first ep in tracking down terrorists. When it
comes to combating terrorism the Hart/Rudman Commission notes the police officers on the begt are
effectively operating deaf, dumb and blind. There are only 11,500 FBI agentsin America, but there are
over 650,000 police and sheriffs on the front line of domestic defense. They don't get the respect, the
access or the tools they need to do their jobs. The FBI doesn't repect their street knowledge. It
doesn't push urgent information to them, as police chiefs across the country have complained aboui.
And with computers that are literally decades old, the FBI doesn't provide asmple way for a police
officer in North Carolinawho stops someone for speeding, to know if they've just Sopped aterrorist
and somebody on aterrorist watch list.

Within the next year we ought to be able to do two things. Firgt, guarantee that rlevant details
and specific information about immediate threets get to the local level. To make tha easer, we should
give high-level security clearancesto at least one top officer in the police departments across the country
S0 they can get the classified information that they need.

Second, we need to link al the federa watch lists aswell as appropriate state and locd
databases in anationa terrorism information network that key local officias and entities like airlines can
get accessto a gppropriate levels. If wed had a system like that in place in August of 2001 we could
have been dert when two of the September 11th hijackers bought tickets to fly on American Airlines
Hight 77 which they flew into the Pentagon. They both used their real names and those names were on
a State Department list of suspected terrorists. That's only the beginning.

If the government had been derted that these two suspected terrorists were in fact buying plane
tickets it could have conducted afew more routine checks. When they checked for common addresses
they would have discovered three more terrorigts, including Mohammed Attah. His phone number
would have led to the discovery of five other hijackers.
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We can't count on terrorists to use legitimate IDs. Seven of the 19 September 11th hijackers
had fake drivers licenses, six had fake socia security cards. We need to make it harder to get fraudulent
identification by setting nationa standards for officid I1Ds and helping states meet those standards.

The stlandards should do two things. First, require states to obtain rea proof of identity before
the issue an officid 1D, and require biometric identifiers like fingerprints so nobody can use somebody
esesID.

The second mgjor area of weaknessin domestic defenseis our border. We need to sgnificantly
tighten our borders against dangerous people and dangerous things. First, we need to do afar better job
keeping out terrorists. Every single September 11th hijacker entered Americalegdly. In fact this system
is so bad that notices for renewing student visas for two of the terrorists were sent out Six months after
September 11th. Thisisjust unacceptable.

The basic principle that should govern immigration issmple. A warm welcome for immigrants
and vigtors, exhaugtive barriers againg terrorists. Law-abiding immigrants build a richer, more vibrant
Americafor dl of us. Wewant alot more legd immigration of people who are ready to work hard,
follow the law, learn our language, and become Americans. But the only way well ever be ableto let
more good people into our country legdly will beif we do avastly better job of keeping criminds and
terrorists out.

That means we need to take our border controlsto a different level. Today the system is badly
broken. At American consular officersjunior Foreign Service officers are svamped. They have too
many visa requests to thoroughly interview and investigate every gpplicant. The look-out databases
don't work. People on State Department watch lists cross INS checkpoints. Peoplein FBI criminal
databases get visas from states. We have no ideaif people who enter the country legally leave the
country legally because we don't process basic forms. The entry/exit systems aong our 6,000 miles of
border are overwhelmed. The list of problems goes on and on and on.

Let me say thisto the Adminigration. Y ouve had ample time and ample warning. Fix this
bureaucracy because the security of the American peopleis a stake.

Here are some things we can do. When you ask anybody with knowledge of this Stuation
what's the most important thing we can do to improve security at our borders, you inevitably get the
same answer -- manpower. As experts here have suggested, we should increase the number of INS
ingpectors, border patrol agents, and State Department consular officers by at least 10,000. We should
aso trip the Adminigtration's budget for border control information technology -- computers. So new
agents get the right information. And we should say that dl legd dienswill have a sandard legd
document, not one of an array of documents that baffle so many employers today.

Securing our borders againgt the human threet is critical but if we don't also secure them againgt
the materid threst we won't redly have secured them at dl. There are 361 portsin Americawhere
millions of 40-ton containers are unloaded every single year. One of those portsisin Wilmington, North

Professional Word Processing & Transcribing
(801) 942-7044



Carolina. I've been there and I've seen these containers myself. A dirty bomb in just one could
contaminate an entire city. Even a credible threat of such abomb could sink the shipping industry and
cripple the globa economy for weeks.

The Commissioner of Customs said only a few months ago, and I'm quoting him now, "Thereis
virtualy no security for transporting sea containers while they're loaded, where they're sedled, and not
when they're shipped to our shores.” Again, we have to do better.

In the short run, as | proposed in port security legidation last September, we need to ingtall and
maintain sophisticated screening equipment. In the long run we need more ingpections oversess as well
S0 we can discover dangerous materia before it ever gets to America. We should offer asmple ded to
shipping companies. If you take responghility for improving your security well make it eeser for you to
move through our ports.

There's a new Customs partnership that's taking this gpproach, but if it's going to work it needs
more resources and higher priority. Within the next 18 months we ought to have a mgority of the
shipments to Americain this secure shipping program.

Thethird critical domestic defense task is hardening potentia terrorist targets to make them
sgnificantly less vulnerable to attack. September 11th awakened us to the massive damage terrorists
could cause with airplanes and weve actually taken good measures to harden airline security.
Unfortunately we have a dangerous pattern of closing the barn door &fter the terrorists have attacked.
It'stime to get ahead of them. We know they want to cause the most desth, destruction, economic
disruption and fear that they possibly can. So while we can never predict what terrorists will do we have
a pretty good sense about what their other likely targets are. We need to harden and protect those
targets.

Start with nuclear safety. Today nuclear waste shipments are extraordinarily vulnerable. We
need better security for the route and stronger casks for the shipments.

The stuation in nucdear plantsis actudly more troubling. Before 9/11 plants were faling haf their
security evaluations. Even now guards have repeatedly reported that they don't have essentid training
and equipment and that they're undermanned and underpaid. These are exactly the same issues we saw
in arport security before 9/11 and we know how we met that problem, even if the Adminigtration didn't
likeit. We did it by putting well-trained, well-paid federa guardsinto airports. Airport security isnt
perfect, but it'salot better.

Given the terrible cost and risk of an attack on anuclear plant or a theft from one, we need a
federd security force for nuclear facilities carefully trained and regularly tested to emergency smulations.

Americas 12,000 chemicd facilities dso pose a dangerous threat. There are roughly 25,000
fires, spills or explosons involving hazardous materids every sngle year. The Union Carbide chemica
disaster in Indiakilled at least 3,000 people and that was an accident. An attack could achieve
horrifying results. 123 plants store toxic chemicals that can endanger amillion people or more if they
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were released.

The Bush Adminidration was actualy moving in the right direction. They were moving toward a
common-sense solution that would set minimum standards for safety at chemica plants. Internal EPA
documents clearly indicate that Adminigtration officias consider this a grave threet. But dangeroudy true
to form, after lobbying by the chemica industry the Administration abandoned their approach.

Once again, corporate specia interests have trumped the interests of ordinary American in this
case with potentialy devastating consequences.

The Administration and Congress should support three smple steps that Senator Corzine has
been fighting for.

Fird, require much better physica security for plants, including more security guards and better
background checks.

Second, require companies to use less explosive chemicals whenever that's possible.

Third, require improved security procedures for handling and storing chemicals. We dso need a
comprehengve effort to bring the decades-old law of controlling toxic substances into the 21t Century.
Thisisn't rocket science, it's basic science and common sense.

There are 500 skyscrapers that usualy have at least 5,000 people in them and 250 mgjor
arenas and stadiums around the country that hold many times more. Unsecured and unfiltered ventilation
systemns provide a ready-for-use distribution system for airborne poison. Old buildings lack fire
retardant and glass-resistant materids that could literdly save hundreds of livesin the event of adisagter.
And entrance security in mgor sadiums is often mediocre which every turndtile jumper could tell you.

We need to see astudy that will show us how to make these skyscrapers
safey, and the nationd |abs to devote new R&D into improving glass and
fire-resstant desgns. The Administration should establish voluntary nationa
standards for security and congtruction of the talest buildings and largest
arenas including fire safety guidelines based on the advanced practices being
used in Europe, New Zedland and Austrdia. We should provide funds for
dates to put those standards in their building codes and we should encourage terrorism insurers,
epecidly after the Reinsurance Bill, to give owners bresks on premiums only when they make the right
improvements.

We dso have to address other types of trangportation. Trains, subways and automobile traffic
using bridges and tunnels. There are 25 million passengers per year on innercity trains and every one of
them knows how lax security ison trainstoday. All of us know who have ridden on atrain.

Amtrak tunnels beneath New Y ork, Batimore and Washington were built between 1872 and
1910. Their emergency exits and ventilation systems are just about that old. Subway tunnds can
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digtribute deadly agentsin just a matter of minutes. One sarin gas attack in Tokyo left adozen people
dead. Another plot recently foiled in the London underground could have killed thousands more. We
cannot wait to act.

So far the Adminigtration's primary approach has been to urge people to keep traveling. Ride
the trains, take the subways, drive to work. Of course we ought to remain calm, but we have to address
these threats, these serious threats. We need to expand security at rail stations as suggested by Senators
Biden and Carper including more security offices, better sensing and bomb detection equipment, and
improved ventilation and evacuation systems.

Washington, D.C. is now ingtaling chemical sensorsfor poisonous attacks in the subway. We
need to help ingal that kind of protection in every subway in America, and we need to support efforts
to harden the resistance of bridges and tunnels to fire and explosion.

We a so need new measures to protect our food and water supplies and improve our early
warning systems so we can minimize harm in case of an atack on ether one. The FDA and the USDA
should move quickly to strengthen their current qudity control efforts that guard againgt ddliberate
contamination of the food supply. The EPA should step up their research on protecting drinking water,
including the use of harmless disinfectants. Our reservoirs need more biologica and chemical detectors
aswell.

We dso need to improve computer network security. A determined cyber terrorist could take
down our phones and power grids, they could poison our water, or pardyze our energy systems. Both
government and business need to make cyber security our highest priority.

Today government is busy issuing recommendations that business is busy ignoring. Part of the
problem isthat business adamantly and absolutely opposes regulation and they won't listen to a
government that doesn't have its own house in order. Well that's fair for now. The only agency that's
eliminated its obvious vulnerabilitiesis NASA. Every other agency should follow NASA's lead and
shore up its virtua defenses the next few months.

The fourth mgjor areawe need to improve is domestic readiness, so people on the front lines
have the training and equipment to respond to an attack and to respond with speed, skill and strength.
That work begins with first responders like police, firefighters, and EMTs. We wouldn't send our
soldiersinto battle without having the best equipment yet on the front lines of domestic defense this
Adminigration is cutting aid to cops, dates are laying them off, and they're not getting training and
equipment that they need. If, God forbid, there is another attack the 170,000 employees of the new
department won't be the ones who come to the rescue. It will be the firefighters and police officerslike
the heroes of New Y ork.

Senator Clinton has a good hill to make sure state and loca governments get the best
communications equipment, the best protective gear and the best training, but even those won't help if
there's no one to use them because cities are out of money and have had to put cops out of work. We
should give states an additiond $1.5 billion in one-time aid that they can use to hire and retain 75,000
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cops, firefightersand EMTs.

The Adminigtration may think domestic defense is about changing the color codes from ydlow
to orange. Let metell you something, the colors that will make America safer arefirefighter red, EMT
white, and police officer blue.

We need to continue efforts to step up the public hedlth system's ahility to recognize and
respond to abiological attack. We need anationad system to ensure production and rapid distribution of
exigting treatments and preventive measures. The Adminigtration has agood plan in this area and the
smallpox vaccination plan makes some sense though we need to be very careful about its
implementation. But we have to do more, especialy to develop vaccines and drugs to counter emerging
biologicd threats. The commercid market for those kind of drugsis limited. HHS and FDA should
encourage the development of new drugs, new vaccines, and devices to address these threats.

We as0 need to modernize an emergency warning system that is terribly out of date. The
system depends on televison and radio that most people won't heer if the attack comesin the middle of
the night. The new color-coded systems from the Attorney Generd has actudly made things more
confusing than helpful to most people. The press, which of courseisacritica first responder, hasnt
been properly engaged, and private industry, which has led the Internet and cell phone revolution plays
virtudly norole

Public warnings save lives so we have to make sure that every single American gets those
warnings. | plan to introduce legidation requiring the Administration to work with the private sector and
the mediato get warnings to everybody in times of trouble. With a $10 million investment we can get
that job done in two years.

Finally, we need to encourage dl Americansto play apart in meking America safer. So many
Americans want to contribute but they fed like they haven't been asked. Nobody's asked them. We
should ask, and I've got four ideas about how.

Fird, there are many homeand security professons where we're serioudy short on expertise
like public health and cyber defense. We should draw bright young people into those professions by
offering asmple ded. If you'l servefor five years, wéell pay for your college.

Second, we should give private companies every opportunity to contribute to domestic defense.
Today government leaders haven't reached out to the private sector like they should. Businesses should
be fully engaged in every state's Homeland Security Commission, and they should have strong incentives
to turn their ingenuity towards strengthening Americas defenses.

Third, we ought to expand the portion of the National Guard focused on domestic defense
without undercutting the essentia mission of military readiness. | propose inviting skilled men and
women who fall beyond the regular age 35 cutoff for the Guard to join a civilian divison dedicated to
domestic security.

Findly, we should make sure dl Americans can play arole in making America safer. Mogt of us
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are no more ready to respond to an attack than we were before September 11th. We ought to change
that. Not by creating requirements from the top down, but by empowering people from communities up.
Communities should provide training for everybody so they'll be reedy if an attack comes. Some can
encourage al adults to contribute aweekend each year to coordinating disaster relief. Every adult of
every age can make a contribution. If acommunity iswilling to ask readiness responghility from every
citizen, Washington should pay for it.

| believe we should do whatever it takes for domestic defense. At the sametime, asl've said
many times before, our economic security does require a ddiberate return to fiscd discipline. In short,
we ought to strengthen our domestic defense and we should pay for the steps to do it. We can and must
do both.

In the short run many of the investments | propose will not only improve our security, they'll aso
help jump-start our economy and keep states from raising taxes. That's why I've talked about domestic
defense in the past as part of an immediate economic growth package.

In the long term I've outlined a number of measures that will get us back on the path to fisca
discipline. These include diminating ten percent of government employees outside nationd security;
cutting wasteful spending; closing tax loopholes that undercut our economic security; and putting off tax
cuts for the most unfortunate Americans. Together these measures would save well over $1.6 trillion
over 20 years. With only atiny fraction of that amount we can dramaticaly improve our homeand
security hand lead to huge savings that will tremendoudy strengthen our economic security as well.

Strengthening our domestic defense is a chalenge but Americans have dwaysrisento great
chdlenges. There is no cause greater or nobler than protecting the country we love from the challenges
we face. | believe we can do it and we will do it if were determined and if we work together.

Thank you very much.

[Applause]

I'll be heppy to take questions. | think Ron will help me by caling on people.

The only thing | ask isif we can tick to the generd topic of the speech that would be grest. If
you have questions about other things like Vice President Gore's decision or Senator Loitt, I'll be happy
to talk to you about those on the way out.

QUESTION: Peter Orszag here from Brookings.

One of the mogt troubling things you mentioned involves chemicd fecilities. | wanted to have
you eaborate alittle bit more on why in your opinion the Adminigtration has, asfar as we can tell, done
nothing to improve security a chemicd facilities despite gpparently interna documents suggesting that

thereis a subgtantial danger there as| think any outsider could recognize. And also what the prospects
are for passng some legidation in thisareain the next year or 0.
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SENATOR EDWARDS: | think first and foremost we need to bring to the attention of the
American people what a serious threat thisis. The Adminigration itsdlf in thelr internal documents a
EPA have recognized thet it's a serious threat so it's obvious they know it's a serious threst. | think they
were actualy moving forward toward doing something sensible about it and they got a huge push-back
from the chemica industry and have stopped as aresult.

| think there are a number of things we can do and we ought to do. We ought to have better
security at these chemical plans. We ought to do more serious background checks on the people who
work there. We ought to do everything in our power to encourage these chemicd facilities to use less
dangerous, lesstoxic chemicals to the extent we can. And some of the laws which haven't been updated
literdly for decades dedling with issues of toxic substances ought to be updated, particularly to address
some of these new toxic substances that have come into existence since the law was passed.

| think there are anumber of things we can do. | think actudly if we addressthisissuein the
Congress, bring this issue to the attention of the American people and they see what a seriousthredt it is
for them, they remember very well what's happened in the past in other places with chemica plants, and
| think thisis something they'll want us to do something about.

QUESTION: Tom Mann.
Senator Edwards, I'm wondering whether you were surprised by the news

reports of a Qaeda reopening training camps in Eastern Afghanistan and
recruits flocking into them, and what you think can be done about that.

Secondly, relating to the thousands of dums of previous d Qaeda training camps that Senator
Graham has pointed to, what more can be done to try to figure out where they are now?

SENATOR EDWARDS: Let metak firg about the reports about what's happening in
Afghanigtan. It'sjust very troubling. We haven't gotten bin Laden. There are other leaders of d Qaeda
who weve not been able to capture. We know from reports as members of the Intelligence Committee,
we know that they're coming back into bloom and they're recruiting and looking for people.

| would say a combination of thingsin response. Firg, | think we've made amistake, |
mentioned thisin the speech. | think welve made amistake in Afghanistan. We went in with our military
operation, took down the Tdiban, but if you talk to Karzai and other leadersin Afghanistan they think
it's amost impossible for them to maintain security in the country. They don't have anationd army. The
international peacekeeping force is essentidly limited to the area right around Kabul. And because of
both size and geographica scope, is not able to provide security for the rest of the country so it's not
surprising, some of us have been saying from the get-go that there's a danger of winning the battle and
losing the long-term war.

Taking out the Taliban is greet, but we can't dlow Afghanistan to go back to the place that it
was under the Tdiban where terrorist organizations like a Qaeda provide a breeding ground for those
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kind of organizations. | think these reports that we're hearing about what's happening with a Qaeda are
just evidence of what alot of us have been worried about since we firgt entered Afghanistan militarily.

It isimportant not just to win that military fight, but to stabilize the country in away that they
don't continue to be a breeding ground for terrorist organizations. And what we're hearing about what's
happening there is not shocking because theré's alot of the country that is either under nobody's control
or under the control of drug lords or warlords. So that's not surprising.

To the larger question which you asked about with respect to d Qaeda. These things are, at
least in my judgment, they're inextricably intertwined -- what's happening here domestically and what's
happening overseas. One of the reasonsthat | think it is so important here within our borders to do
something different than were doing now is that we know that there are terrorists and terrorist cells
around this country as we speak. And we aso know that we largely don't know what they're doing. We
don't know what they're planning, we havent infiltrated them. I'm talking about on our soil regardless of
what's happening overseas, which I'll cometo in just aminute.

So it seemsto methat it's great to talk about homeland security. There are anumber of ideas
that I've talked about. The legidation that passed the Congress was a good piece of legidation and
moves usin the right direction. But at the end of the day we as Americans live and we should continue
to live avery open, free life which makes us extraordinarily vulnerable to attack, no matter what the
defense and what the response is. So the most effective defense for the American peopleisto go find
these people and stop them where they are as opposed to waiting for them to attack. At least in my
judgment, based on history, the FBI's done a very poor job of that. That's what this Domestic
Intelligence Agency is about. It's about giving somebody the responsibility, the sole responsibility -- not
being responsible for arresting people and prosecuting cases, bringing indictments, et cetera, but being
solely respongble for making sure that we know where these terrorist cdlls are, that we infiltrate them,
and that we stop them before they do any damage to us.

That dso, in my judgment, isdirectly connected to what's happening overseas because to the
extent we have separated our intelligence operations geographicaly, instead of conceptudly, which
makes no sense. | mean the world has changed dramaticaly. We have to be willing to step back and
say to oursalvesin the world we live today does it make sense for usto have the FBI here domestically
responsible for intelligence and fighting terrorism, to have the CIA responsible outside our borders,
when the redlity is that these terrorist organizations are completely linked.

So at least in my judgment we need to have a more conceptual gpproach to the threat that were
facing. And we need to not treet this as something that, | said this earlier in my speech, we do not treat
this as something that another attack is inevitable, we can't do anything about that. It's not true. It is
absolutely not true. There are things we can do right now to change the risk that exigts.

So | think dl of those things would have a positive effect on it. And Senator Grahamis concern -
- He's about to go off, but I've been on the committee with him and his concerns are very legitimate.

QUESTION: Steve Peacock, Communications Dally.
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Senator, regarding the legidation you intend to introduce to improve the emergency warning
system, | understand that you're going to leave, as you mentioned, leave the Administration to work with
the private sector and the media to develop this. But do you have a vision asto exactly where this could
go? Or even generdly where this could go? What will you propose in the bill and whet direction will this
take the system to?

SENATOR EDWARDS: Let me sart with where we are now which iswe
essentialy have no effective warning system. It's dependent on radio and
televison and that would, depending on when it happens, reach alot of
people. But the redlity isthere are alot of people who would not be reached
by that warning system.

I'm no expert on this. | know that what we have now doesn't work. My ideais, the kinds of
things | would be thinking about would be some technology-driven system that alows us to use existing
cdl phone technology, exigting telephone technology. An example would be if we could develop a
system whereiit's 3:00 o'clock in the morning, aterrorist attack occurs in your community. Y ou need to
be derted to it. There's a specid ring on your telephone system and everybody in the community would
recaive that ring. Then have a backup system for people who may not have telephones. It could aso be
done with cell phone technology.

| don't know what the most effective way isto do it. Those are some ideas about how to do it.
What | do know isthereisalot of technology available to usthat's not being taken advantage of. How
quickly we respond is enormoudy important to how much damage is done and how many lives are lost
as aresult of aterrorist attack.

QUESTION: My name is John Jewick, I'm agraduate student in internationa affairs.

| was very pleased to hear your attention in the Speech given to two matters that deeply concern
me. Thefirg isour falure to rebuild Afghanistan. The second being the complete failure of the
Adminidration to cal on Americans to make sacrifices, epecidly privileged Americans to make
sacrifices requisite to win this current war.

But | also have deep concerns that in order to do the thingsthat | think that you pointed out that
we need to do, that the upcoming attention and resources devoted to war in Iraq is going to distract our
nationd attention from the jobs that we committed to rebuilding Afghanistan and dso the sacrifices that |
think we need to make in terms of energy independence and a number of other key issues.

| wonder if you think thet the current Adminigtration has the will and the desireto fight al these
three battles at the same time.

SENATOR EDWARDS: | can't spegk for them. My bdlief is that we as anation can clearly
address al these problems smultaneoudy. | think we have the will as a country and we certainly have
the ability to address dl these threats. Whether it'sterrorist threat, homeland defense, whether it's
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weapons of mass destruction and the threat posed by Saddam Hussein. | do think we have to get our
priorities raight. | promise everyone ese here, | didn't pay you to give that peech. But it was very well
done.

| think that the priorities are out of whack when we're faced with making the American people
safe, trying to fight awar on terrorism, an economic downturn which weve been in for sometime, and
we have an Adminigtration that says some of these things that 1've talked about in the speech we cant
afford. But at the same time they're about to implement tax cuts for the wealthiest Americans.

It's hard to see how at some point thisis not just completely ideologica becauseit'simpracticd.
It doesn't make any sense &t this point.

Even if you were for that kind of tax cut policy in apresdentia campaign in 2000 when the
President made these promises, even if you were for it when it passed the Congress -- | was not, but
even if you were for it, the world has changed dramaticaly since then. The economy has changed, the
surpluses have disappeared, we've been attacked on our own soil, were trying to fund awar on
terrorism, we're trying to protect the American people. Who in their -- | mean who -- What thoughtful
person -- [Laughter] -- would say that under those circumstances that's a responsible priority because
it'snot. It's not what we ought to be doing and it's not where we should be focused. We should be
focused on running this government in afiscaly responsible way and doing what need to be done to
protect the American people.

VOICE: Senator, thank you for discussing [inaudible].
SENATOR EDWARDS: Thank you dl very much.
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