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Privacy Preserving Data Mining in
Application

 There are generic “solutions” that provide
provable privacy and utility

 They often need to be tailored to specific
applications

e Simply because there may be no published
solution for Sentinel needs specifically ... does

not mean that adaptation cannot be achieved
(or is difficult)
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A Generic Data View
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“Horizontally” Partitioned Data
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“Vertically” Partitioned Data

The same person at multiple agencies!
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Aspects of Solutions for Horizontal Partitioning

e I Manipulation I ~N

 Transformation * Randomization

 Generalization  Cryptographic

\_ J
 Data e Models

e I Interaction I ~N

* |nteractive Agencies  Third Parties

N Intermediaries Y




Non-Interactive

/ FDA \

Hospital 2 i

Hospital 3




Vv

Generalization of Data

e Reveal abstractions of actual values
e.g., 5-digit zip code = 3-digit zip code
e.g., 1-year age range = 5-year age range

 Can be formalized to guarantee protection for each
record shared

e.g., every record equivalent to k-1 other records [ &
anonymity principle ]

e Concept was used to support the Essence-l|
biosurveillance system



Randomization of Demographics

Can “move” patients to formally mitigate identification risks in

sharing biosurveillance data.

Frame the process as a linear programming problem
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Can control the probability that any location from the randomized
data set originated from any specific individual in the underlying
population

Experimental evidence indicates the data is still useful for cluster

detection
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Randomized Response

Used in the survey community for decades, but recently
updated for data mining algorithms

Randomly “change” an agency’s answer according to a known
distribution

Supply results and randomization distribution to recipient.

Can use distribution to infer the aggregate answer, but not

any particular answer

Note: Based on central limit theorem, so it requires a decent

amount of data
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A Cryptographic Solution

Agencies send encrypted versions of
cases and controls

FDA ™\
Useful variant of crypto in this case is ﬁ\

“homomorphic” cryptosystem: Hospital 1
E(a+b) = E(a) + E(b)
D(E(a+b))=a+b

Hospital 2

FDA can “sum” results without

\
learning what any record contributes ¢
Hospital 3
A “key holder” party can report on
the decrypted results.
P —] Key Holder |/

Known application of such approach

in e-voting systems
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An Interactive Solution: Secret Sharing
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An Interactive Solution: Secret Sharing
(Shamir 1979)
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Model-Based Interaction
(Karr, Lin, Reiter, Sanil 2005)

Compute co-efficients, Pt | s =
residuals, and return to
FDA (can randomize too!)
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A Couple of Notes on Vertical
Partitioning



V Extension to “Join”

e Can extend framework to evaluate:
E(John) = E(John)

* Use de-identified patient information to partition the space (e.g., reveal
“all 30 year-old males”)
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e Experiments with data from the U.S. Census indicate over 1500 times
faster than non-partitioned (~ 3 hours for 15000 records)
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But Real Patient Information is Messy!

Set of records from Vanderbilt Set of records from Emory

Last g Last
Name Name
john smith / \ jon smyth

lucille ball taylor swift

bill clinton g / william clinton
hillary clinton \ jon bon jovi
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Practical Computations
(Grannis et al 2003)

Record a 562
record b: | L I

Comparison Vector:

where SHA is the Secure Hash Algorithm
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Approximate Field Comparison with Bloom Filters

Record a Record b
john jon
jo oh hn n_ _ jo on n_
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Dice coefficient = 2 [ 4] =2X5:077
la|+|B]) 13

where |*| is the number of bits set to 1 in Bloom filter *
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Questions?

b.malin@vanderbilt.edu

Health Information Privacy Laboratory
http://www.hiplab.org/
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